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Chapter 1. Customizing OS-image profiles

A base operating system is the full OS image that was imported into the OS-images repository. The imported 
base image contains predefined profiles that describe the installation configurations for that image. You can 
also create custom profiles in the base OS image that can be deployed for specific configurations. The 
custom profile contains the custom files and installation options.

Note: You cannot create a custom OS-image profile for a custom Microsoft Windows Server image.

Several example scenarios for customizing and deploying OS-images, including Windows and SLES, are 
available in English only. For more information, see Server configuration and OS deployment scenarios in the 
Lenovo XClarity Administrator online documentation.

You can add the following types of files to a custom OS image profile.

• Boot files

A boot file acts as the bootstrap install environment. For Windows, this is a Windows Pre-installation 
(WinPE) file. A WinPE boot file is required to deploy Windows

Lenovo XClarity Administrator supports predefined and custom boot files. 

– Predefined boot files. Lenovo provides a WinPE_64.wim boot file that can be used to deploy 
predefined OS-image profiles. 

Lenovo bundles the predefined WinPE_64.wim boot file along with a set of device drivers into a single 
package that can be downloaded from the Lenovo Windows drivers and WinPE Images Repository 
webpage and then imported into OS-images repository. Because the bundle file contains both device 
drivers and boot files, you can import the bundle file from the Device Driver or Boot Files tab.

Notes: 

– A predefined boot file is not preloaded with XClarity Administrator. You must import a boot file into 
the OS-images repository before you can deploy a Windows profile.

– If you migrated your Windows images to XClarity Administrator v2.1.0 from an earlier release, a 
preloaded WinPE_64.wim boot file was migrated to the OS-images repository. It is recommended 
that you import the bundle file for the specific Windows release that you want to deploy instead of 
using the preloaded boot file.

– You cannot delete predefined boot files that were loaded when you installed XClarity Administrator; 
however, you can delete predefined boot files that were imported from a Lenovo bundle.

– XClarity Administrator requires that imported bundle files be signed by Lenovo. When importing a 
bundle file, an .asc signature file must also be imported.

– Custom boot files. You can create a WinPE boot file to customize boot options for a Windows 
deployment. You can then add the boot file to custom Windows profiles.

XClarity Administrator provides scripts for creating boot files in the correct format. For information 
about creating a custom boot files, see Creating a boot (WinPE) file and Introduction to Windows PE 
(WinPE) website.

The following file types are supported for importing custom boot files. 
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Operating system Supported Boot File Types Supported Bundle File Types

CentOS Linux Not supported Not supported

Microsoft® Windows® Azure Stack 
HCI

Not supported Not supported

Microsoft Windows Hyper-V Server A .zip file that contain a WinPE file 
that is created using the 
genimage.cmd script

A .zip file containing device drivers 
and boot files

Microsoft Windows Server A .zip file that contain a WinPE file 
that is created using the 
genimage.cmd script

A .zip file containing device drivers 
and boot files

Red Hat® Enterprise Linux (RHEL) 
Server

Not supported Not supported

SUSE® Linux Enterprise Server 
(SLES)

Not supported Not supported

Ubuntu Not supported Not supported

VMware vSphere® Hypervisor 
(ESXi) with Lenovo Customization

Not supported Not supported

• Device drivers

You must ensure that the operating-system image that you intend to deploy includes the appropriate 
Ethernet, Fibre Channel, and storage adapter device drivers for your hardware. If the I/O adapter device 
driver is not included in the operating system image or profile, the adapter is not supported for OS 
deployment. You can create custom OS-image profiles that include the out-of-box device drivers that you 
need.

Lenovo XClarity Administrator supports in-box device drivers as well as predefined and custom out-of- 
box device drivers. 

– In-box device drivers. XClarity Administrator does not manage in-box device drivers. Always install 
the latest operating system to ensure that you have the latest in-box device drivers that you need.

Note: You can add in-box device drivers to a customized Windows profile by creating a custom WinPE 
boot file and copying the device-driver files to the host system in the C:\drivers directory. When you 
create a custom OS-images profile that uses the custom boot-file, the device drivers that are in the C: 
\drivers directory are included in both WinPE and the final OS. They are treated as though they were 
inbox. Therefore, you do not need to import these in-box device drivers into XClarity Administrator 
when you specify device drivers to use in the custom OS-images profile creation.

– Predefined device drivers. For ThinkSystem servers, XClarity Administrator is preloaded with a set of 
out-of-box device drivers for Linux to enable the installation of the operating system as well as basic 
network and storage configuration for the final operating system. You can add these predefined device 
drivers to your custom OS-image profiles, and then deploy the profiles to your managed servers

Lenovo also bundles sets of predefined device drivers into a single package that can be downloaded 
from the Lenovo Windows drivers and WinPE Images Repository webpage and then imported into OS- 
images repository. Currently, the bundle files are available only for Windows. If the bundle file contains 
both device drivers and boot files, you can import the bundle file from the Device Driver or Boot 

Image tab.

Notes: 

– By default, the predefined OS-image profiles include the predefined device drivers.

2 Lenovo XClarity Administrator Quick Start Guide Customizing and deploying an operating system

https://windows-server.lenovo.com/repo/lxca_bundles/


– You cannot delete predefined device drivers that were loaded when you installed XClarity 
Administrator; however, you can delete predefined device drivers that were imported from a Lenovo 
bundle.

– XClarity Administrator requires that imported bundle files be signed by Lenovo. When importing a 
bundle file, an .asc signature file must also be imported.

– Custom device drivers. You can import out-of-box device drivers into the OS-images repository, and 
then add those device drivers to a custom OS-image profile. 

You can obtain device drivers from the Lenovo YUM Repository webpage, from the vendor (such as Red 
Hat), or through a custom device driver that you generated yourself. For some Windows device drivers, 
you can generate a custom device driver by extracting the device driver from the installation .exe to 
your local system and creating a .zip archive file.

The following file types are supported for importing custom device drivers. 

Operating system Supported Device Driver File 

Types

Device Driver

CentOS Linux Not supported Not supported

Microsoft® Windows® Azure Stack 
HCI

Not supported Not supported

Microsoft Windows Hyper-V Server A .zip file containing the raw 
device-driver files, which are 
typically grouping of .inf, .cat, and . 
dll files.

A .zip file containing device-driver 
files

Microsoft Windows Server A .zip file containing the raw 
device-driver files, which are 
typically grouping of .inf, .cat, and . 
dll files.

A .zip file containing device-driver 
files

Red Hat® Enterprise Linux (RHEL) 
Server

Driver update disk (DUD) in either 
an .rpm or .iso image format 
Note: If you apply a DUD .rpm to 
the custom profile, the .rpm is 
installed only to the final operating 
system. It is not installed in the 
install environment (initrd). To 
install a custom device driver to the 
initrd, import a DUD .iso and apply 
the .iso to the custom profile.

Not supported

SUSE® Linux Enterprise Server 
(SLES)

Driver update disk (DUD) in .rpm or 
.iso image format 
Note: If you apply a DUD .rpm to 
the custom profile, the .rpm is 
installed only to the final operating 
system. It is not installed in the 
install environment (initrd). To 
install a custom device driver to the 
initrd, import a DUD .iso and apply 
the .iso to the custom profile.

Not supported

Ubuntu Not supported Not supported

VMware vSphere® Hypervisor 
(ESXi) with Lenovo Customization

Device drivers in .vib image format Not supported
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Note: The OS images repository can store an unlimited number of predefined and custom files, if 
space is available to store the files.

• Custom configuration settings

Configuration settings describe data that needs to be gathered dynamically during OS deployment. 
Lenovo XClarity Administrator uses a set of predefined configuration settings, including global, network, 
and storage location settings. You can use these predefined configuration settings and add custom 
configuration setting that are not available through the XClarity Administrator.

The custom configuration settings are defined in the form of a JSON schema. The schema must conform 
to the JSON specification.

When you import custom configuration settings to XClarity Administrator, XClarity Administrator validates 
the JSON schema. If the validation passes, XClarity Administrator generates custom macros for each 
setting.

You can use the custom macros in the unattend file and post-installation script. 

In unattend files

You can associate the custom configuration file with an unattend file and include these custom 
macros (and predefined macros) in that unattend file.

You can add one or more custom configuration settings files in a custom profile. When you deploy the 
OS profile to a set of target servers, you can choose which configuration settings file to use. XClarity 
Administrator renders the Custom Settings tab on the Deploy OS Images dialog based on the JSON 
schema in the configuration settings file and allows you to specify values for each setting (JSON 
object) that is defined in the file.

Note: OS deployment will not proceed if input is not specified for any required custom configuration 
settings.

In post-installation scripts

After the data is gathered during OS deployment, XClarity Administrator creates an instance of the 
configuration settings file (which includes the custom settings in the selected file and a subset of 
predefined settings) on the host system that can be used by the post installation script.

Notes: 

– Configuration settings file is unique to a custom OS-image profile. 

– You cannot modify configuration settings for predefined OS-image profiles.

– Configuration settings are supported for only the following operating systems: 
– Microsoft® Windows® Server
– Red Hat® Enterprise Linux (RHEL) Server 
– SUSE® Linux Enterprise Server (SLES)
– VMware vSphere® Hypervisor (ESXi) with Lenovo Customization 6.0u3 and later updates and 6.5 

and later.

The OS images repository can store an unlimited number of predefined and custom files, if space is 
available to store the files.

• Custom unattend files

You can customize OS image profiles to use unattend files to automate the deployment of the operating 
system. 

The following file types are supported for custom unattend files. 
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Operating system Supported File Types More information

CentOS Linux Not supported

Microsoft® Windows® 
Azure Stack HCI

Not supported

Microsoft Windows 
Hyper-V Server

Not supported

Microsoft Windows 
Server

Unattend (.xml) For more information about unattend files, see the 
Unattended Windows Setup Reference webpage.

Red Hat® Enterprise 
Linux (RHEL) Server

Kickstart (.cfg) For more information about unattend files, see the Red Hat: 
Automating the Installation with Kickstart webpage. 
Consider the following when adding %pre, %post, % 
firstboot sections in the file. 

– You can include multiple %pre, %post, %firstboot 
sections to the unattend file; however, be aware of the 
ordering of the sections. 

– When the recommended #predefined.unattendSettings. 

preinstallConfig# macro is present in the unattend file, 
XClarity Administrator adds a %pre section before all 
other %pre sections in the file. 

– When the recommended #predefined.unattendSettings. 

postinstallConfig# macro is present in the unattend file, 
XClarity Administrator adds %post and %firstboot 
sections before all other %post and %firstboot sections 
in the file.

SUSE® Linux Enterprise 
Server (SLES)

AutoYast (.xml) For more information about unattend files, see the SUSE: 
AutoYaST webpage.

Ubuntu Not supported

VMware vSphere® 
Hypervisor (ESXi) with 
Lenovo Customization

Kickstart (.cfg) Supported only for ESXi 6.0u3 and later updates and 6.5 and 
later. 
For more information about unattend files, see the VMware: 
Installing or Upgrading Hosts by Using a Script webpage.

Consider the following when adding %pre, %post, % 
firstboot sections in the file. 

– You can include multiple %pre, %post, %firstboot 
sections to the unattend file; however, be aware of the 
ordering of the sections. 

– When the recommended #predefined.unattendSettings. 

preinstallConfig# macro is present in the unattend file, 
XClarity Administrator adds a %pre section before all 
other %pre sections in the file. 

– When the recommended #predefined.unattendSettings. 

postinstallConfig# macro is present in the unattend file, 
XClarity Administrator adds %post and %firstboot 
sections before all other %post and %firstboot sections 
in the file.

Attention: 

– You can inject predefined and custom macros (configuration settings) in the unattend file using the 
unique name of the object. Predefined values are dynamic based on the XClarity Administrator 
instances. Custom macros are dynamic based on user input that is specified during OS deployment.
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Notes: 

– Surround the macro name with a hash symbol (#). 

– For nested objects, separate each object name using a period (for example, #server_settings. 

server0.locale#).

– For custom macros, do not include the top-most object name. For predefined macros, prefix the 
macro name with "predefined." 

– When an object is created from a template, the name is appended with a unique number, starting 
with 0 (for example, server0 and server1).

– You can see the name for each macro from the Deploy OS Images dialog on the Custom Settings 

tabs by hovering over the Help icon ( ) next to each custom setting. 

– For a list of predefined macros, see Predefined macros. For information about custom configuration 
settings and macros, see Custom macros.

– XClarity Administrator provides the following predefined macros that are used to communicate status 
from the OS installer, as well as several other critical installation steps. It is strongly recommended that 
you include these macros in unattend file (see Injecting predefined and custom macros to an unattend 
file).
– #predefined.unattendSettings.preinstallConfig#
– #predefined.unattendSettings postinstallConfig#

• Custom installation scripts

You can customize OS image profiles to run an installation script after the OS deployment completes.

Currently, only post-installation scripts are supported.

The following table lists the file types for installation scripts that Lenovo XClarity Administrator supports 
for each operating system. Note that certain operation system versions do not support all of the file types 
that XClarity Administrator supports (for example, some RHEL versions might not include Perl in the 
minimal profile and, therefore, Perl scripts will not run). Ensure that you use the correct file type for the 
operating system versions that you want to deploy. 

Operating system Supported File Types More information

CentOS Linux Not supported

Microsoft® Windows® Azure Stack 
HCI

Not supported

Microsoft Windows Hyper-V Server Not supported

Microsoft® Windows® Server Command file (.cmd), PowerShell (. 
ps1)

The default custom data and files 
path is C:\lxca. 
For more information about 
installation scripts, see the Add a 
custom script to Windows Setup 
webpage

Red Hat® Enterprise Linux (RHEL) 
Server

Bash (.sh), Perl (.pm or .pl), Python (. 
py)

The default custom data and files 
path is /home/lxca. 
For more information about 
installation scripts, see the RHEL: 
Post-installation Script webpage.

SUSE® Linux Enterprise Server 
(SLES)

Bash (.sh), Perl (.pm or .pl), Python (. 
py)

The default custom data and files 
path is /home/lxca. 
For more information about 
installation scripts, see the SUSE: 
Custom user script webpage
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Operating system Supported File Types More information

Ubuntu Not supported

VMware vSphere® Hypervisor (ESXi) 
with Lenovo Customization

Bash (.sh), Python (.py) The default custom data and files 
path is /home/lxca. 
For more information about 
installation scripts, see the VMware: 
Installation and Upgrade Scripts 
webpage

• Custom software

You can customize OS image profiles to install custom software payloads after the OS deployment and 
post-installation scripts complete. 

The following file types are supported for custom software. 

Operating system Supported File Types More information

CentOS Linux Not supported

Microsoft® Windows® Azure Stack 
HCI

Not supported

Microsoft Windows Hyper-V Server Not supported

Microsoft Windows® Server A .zip file containing the software 
payload.

The default custom data and files 
path is C:\lxca.

Red Hat® Enterprise Linux (RHEL) 
Server

A .tar.gz file containing the software 
payload

The default custom data and files 
path is /home/lxca.

SUSE® Linux Enterprise Server 
(SLES)

A .tar.gz file containing the software 
payload

The default custom data and files 
path is /home/lxca.

Ubuntu Not supported

VMware vSphere® Hypervisor (ESXi) 
with Lenovo Customization

A .tar.gz file containing the software 
payload

The default custom data and files 
path is /home/lxca.

Importing a customized OS image profile

You can import a customized OS image profile and add it to an existing compatible base OS image.

About this task

The base OS image must be imported before you can import a custom profile.

A custom OS-image profile can be added only to a based OS image of the same type. For example, if the 
exported profile is for a Windows 2016 image, the profile can only be imported and added to a Windows 
2016 image that exists in the OS-images repository.

The OS images repository can store an unlimited number of custom profiles, if space is available to store the 
files.

Procedure

To import a customized OS image profile, complete the following steps.
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Step 1. From the Lenovo XClarity Administrator menu bar, click Provisioning ➙ Manage OS Images to 
display the Deploy Operating System: Manage OS Images page.

Step 2. From the OS Images tab, select the base OS image to which you want to add the customized OS 
image profile.

Step 3. Click Import/Export Profile ➙ Import Customized Profile Image. The Import Customized OS 
Image Profile dialog is displayed

Step 4. Click the Local Import tab to upload files from the local system, or click the Remote Import tab to 
upload files from a remote file server. 

Note: To upload a file from a remote file server, you must first create a remote file-server profile by 

clicking the Configure File Server icon ( ). For more information, see Configuring a remote file 
server in the XClarity Administrator online documentation.

Step 5. If you chose to use a remote file server, select the server that you want to use from the Remote File 

Server list.

Step 6. Enter the profile name or click Browse to find the profile that you want to import.

Step 7.  Optional: Optional: For local imports, select a checksum type to verify that the file being uploaded 
is not corrupt, and copy and paste the checksum value in the provided text field. 

If you select a checksum type, you must specify a checksum value to check the integrity and 
security of the uploaded file. The value must come from a secure source from an organization that 
you trust. If the uploaded file matches with the checksum value, it is safe to proceed with 
deployment. Otherwise, you must upload the file again or check the checksum value.

Three checksum types are supported: 
• MD5

• SHA1

• SHA256

Step 8. Click Import. 

Tip: The file is uploaded over a secure network connection. Therefore, network reliability and 
performance affects how long it takes to import the file.

If you close the web browser tab or window in which the file is being uploaded locally before the 
upload completes, the import fails.

After you finish

The customized OS image profile is listed under the base operating system on the Manage OS Images page. 
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From this page, you can perform the following actions:

• Create a customized OS-image profile (see Creating a custom OS-image profile).

• Export a selected customized OS image profile by clicking Import/Export Profile ➙ Export Customized 

Profile Image.

Important: You can export customized OS image profiles to a remote file server that is set up to use FTP 
or SFTP protocols. You cannot export to a remote file server that is set up to use HTTP or HTTPS.

• Modify a selected customized OS image profile by clicking the Edit icon ( ).

• Remove a selected customized OS image profile by clicking the Delete icon ( ).

Importing boot files

You can import boot files into the OS images repository. These files can then be used to customize and 
deploy Windows images.

About this task

A boot file acts as the bootstrap install environment. For Windows, this is a Windows Pre-installation (WinPE) 
file. A WinPE boot file is required to deploy Windows

Lenovo XClarity Administrator supports predefined and custom boot files. 

• Predefined boot files. Lenovo provides a WinPE_64.wim boot file that can be used to deploy predefined 
OS-image profiles. 
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Lenovo bundles the predefined WinPE_64.wim boot file along with a set of device drivers into a single 
package that can be downloaded from the Lenovo Windows drivers and WinPE Images Repository webpage
and then imported into OS-images repository. Because the bundle file contains both device drivers and 
boot files, you can import the bundle file from the Device Driver or Boot Files tab.

Notes: 

– A predefined boot file is not preloaded with XClarity Administrator. You must import a boot file into the 
OS-images repository before you can deploy a Windows profile.

– If you migrated your Windows images to XClarity Administrator v2.1.0 from an earlier release, a 
preloaded WinPE_64.wim boot file was migrated to the OS-images repository. It is recommended that 
you import the bundle file for the specific Windows release that you want to deploy instead of using the 
preloaded boot file.

– You cannot delete predefined boot files that were loaded when you installed XClarity Administrator; 
however, you can delete predefined boot files that were imported from a Lenovo bundle.

– XClarity Administrator requires that imported bundle files be signed by Lenovo. When importing a 
bundle file, an .asc signature file must also be imported.

• Custom boot files. You can create a WinPE boot file to customize boot options for a Windows 
deployment. You can then add the boot file to custom Windows profiles.

XClarity Administrator provides scripts for creating boot files in the correct format. For information about 
creating a custom boot files, see Creating a boot (WinPE) file and Introduction to Windows PE (WinPE) 
website.

The following file types are supported for importing custom boot files. 

Operating system Supported Boot File Types Supported Bundle File Types

CentOS Linux Not supported Not supported

Microsoft® Windows® Azure Stack 
HCI

Not supported Not supported

Microsoft Windows Hyper-V Server A .zip file that contain a WinPE file 
that is created using the genimage. 

cmd script

A .zip file containing device drivers 
and boot files

Microsoft Windows Server A .zip file that contain a WinPE file 
that is created using the genimage. 

cmd script

A .zip file containing device drivers 
and boot files

Red Hat® Enterprise Linux (RHEL) 
Server

Not supported Not supported

SUSE® Linux Enterprise Server 
(SLES)

Not supported Not supported

Ubuntu Not supported Not supported

VMware vSphere® Hypervisor (ESXi) 
with Lenovo Customization

Not supported Not supported

Note: The OS images repository can store an unlimited number of predefined and custom files, if space is 
available to store the files.

Procedure

• To import a Windows bundle file that contains boot files into the OS images repository, complete the 
following steps.
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1. From the XClarity Administrator menu bar, click Provisioning ➙ Manage OS Images to display the 
Deploy Operating System: Manage OS Images page.

2. Click the Boot Files tab. 

3. Click Downloads ➙ Windows Bundle Files to go to the Lenovo Support webpage, and download 
the appropriate bundle file and the associated signature file for the OS image to the local system.

4. Click the Import Bundle File icon ( ). The Import Bundle File dialog is displayed.

5. Click the Local Import tab to upload files from the local system, or click the Remote Import tab to 
upload files from a remote file server.

Note: To upload a file from a remote file server, you must first create a remote file-server profile by 

clicking the Configure File Server icon ( ). For more information, see Configuring a remote file server

in the XClarity Administrator online documentation.

6. If you chose to use a remote file server, select the server that you want to use from the Remote File 

Server list.

7. Select the operating-system type and release.

8. Enter the file name for the bundle file and the associated signature file or click Browse to find the files 
that you want to import.

9. Optional: Enter a description for the bundle file.

10. Click Import. 

Tip: The file is uploaded over a secure network connection. Therefore, network reliability and 
performance affects how long it takes to import the file.

If you close the web browser tab or window in which the file is being uploaded locally before the 
upload completes, the import fails.

• To import an individual boot file into the OS images repository, complete the following steps. 

1. From the XClarity Administrator menu bar, click Provisioning ➙ Manage OS Images to display the 
Deploy Operating System: Manage OS Images page.

2. Click the Boot Files tab. 

3. Click the Import File icon ( ). The Import File dialog is displayed.

4. Click the Local Import tab to upload files from the local system, or click the Remote Import tab to 
upload files from a remote file server.
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Note: To upload a file from a remote file server, you must first create a remote file-server profile by 

clicking the Configure File Server icon ( ). For more information, see Configuring a remote file server
in the XClarity Administrator online documentation.

5. If you chose to use a remote file server, select the server that you want to use from the Remote File 

Server list.

6. Select the operating-system type and release.

7. Enter the file name or click Browse to find the boot file that you want to import.

8. Optional: Enter a description for the boot file.

9. Optional: Select a checksum type to verify that the file being uploaded is not corrupt, and copy and 
paste the checksum value in the provided text field. 

If you select a checksum type, you must specify a checksum value to check the integrity and security 
of the uploaded file. The value must come from a secure source from an organization that you trust. If 
the uploaded file matches with the checksum value, it is safe to proceed with deployment. Otherwise, 
you must upload the file again or check the checksum value.

Three checksum types are supported:  
– MD5

– SHA1

– SHA256

10. Click Import. 

Tip: The file is uploaded over a secure network connection. Therefore, network reliability and 
performance affects how long it takes to import the file.

If you close the web browser tab or window in which the file is being uploaded locally before the 
upload completes, the import fails.

After you finish

The boot file is listed on the Boot Files tab on the Manage OS Images page.

From this page, you can perform the following actions.

• Create a remote-file-server profile by clicking the Configure File Server icon ( ).

• Remove a selected boot file by clicking the Delete icon ( ).

• Add a boot file to an customized OS image profile (see Creating a custom OS-image profile).

Creating a boot (WinPE) file

You can create boot files that can be used to customize Windows images.

Before you begin

• Ensure that the operating system you intend to provision is installed on the host. For example, if you plan 
to provision Windows 2016 using the WinPE files, then install Windows 2016 on the host.

• Ensure that the Microsoft ADK that is compatible with the installed operating system is also installed on 
the host. For example, Windows 2012R2 requires ADK version 8.1 Update.

• Obtain the device drivers, in .inf format, that you want to add to the boot file. 

You can obtain device drivers from the Lenovo YUM Repository webpage, from the vendor (such as Red 
Hat), or through a custom device driver that you generated yourself. For some Windows device drivers, 
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you can generate a custom device driver by extracting the device driver from the installation .exe to your 
local system and creating a .zip archive file.

Lenovo also bundles sets of predefined device drivers into a single package that can be downloaded from 
the Lenovo Windows drivers and WinPE Images Repository webpage and then imported into OS-images 
repository. Currently, the bundle files are available only for Windows. If the bundle file contains both 
device drivers and boot files, you can import the bundle file from the Device Driver or Boot Image tab.

• Download the ggeenniimmaaggee..ccmmdd and ssttaarrttnneett..ccmmdd files to the host in a temporary directory, such as C: 
\customwim.

The ggeenniimmaaggee..ccmmdd command is used to generate the WinPE boot files, including the .wim file. The 
ssttaarrttnneett..ccmmdd command is used by XClarity Administrator to bootstrap the Windows installer.

• Decide how you want to inject device drivers into the boot file. You can do this in one of the following 
ways:

– Add in-box device drivers to a customized Windows profile by copying the device-driver files to the 
host system in the C:\drivers directory. These will be included in the boot file when genimage.cmd runs 
later.

Note: When you create a custom OS-images profile that uses the custom boot-file, the device drivers 
that are in the C:\drivers directory are included in both WinPE and the final OS. They are treated as 
though they were inbox. Therefore, you do not need to import these in-box device drivers into XClarity 
Administrator when you specify device drivers to use in the custom OS-images profile creation.

– Add out-of-box device drivers directly to the boot file.

Note: If you use this method, the device drivers are only applied to the boot file and therefore to the 
WinPE install environment. The device drivers are not applied to the final installed OS. You must 
manually import the device drivers into the OS-images device driver repository and select them for use 
as part of the OS-image profile customization.

• For more information about boot files, see the Introduction to Window PE (WinPE) website.

Procedure

To create a boot file, complete the following steps.

Step 1. Using a user ID with administrator authority, run the Windows ADK command “Deployment and 
Imaging Tools Environment.” A command session is displayed.

Step 2. From the command session, change to the directory where the ggeenniimmaaggee..ccmmdd and ssttaarrnneett..ccmmdd 
files were downloaded (for example, C:\customwim).

Step 3. Ensure that no previously mounted images are on the host by running the following command: 
dism /get-mountedwiminfo

If there are mounted images, discard them by running the following command:

dism /unmount-wim /MountDir:C:\<mount_path> /Discard

Step 4. If you are adding in-box device drivers to a customized Windows profile, copy the raw device-driver 
files, in .inf format, to the host system in the C:\drivers directory.

Step 5. Run the following command to generate the boot file, in .wim format, and then wait a few minutes 
for the command to complete.  
genimage.cmd amd64 <ADK_Version>

Where <ADK_Version> is one of the following values.  

• 8.1. For Windows 2012 R2

• 10. For Windows 2016
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This command creates the boot file: C:\WinPE_64\media\Boot\WinPE_64.wim.

Step 6. Mount the boot file by running the following command: 
DISM /Mount-Image /ImageFile:C:\WinPE_64\media\Boot\WinPE_64.wim /index:1 /MountDir:C:\WinPE_64\mount

Step 7. If you are adding out-of-box device drivers directly to the boot file, complete the following steps. 

1. Create the following directory structure, where <os_release> is 2012, 2012R2, or 2016
drivers\<os_release>\

2. Copy the device drivers, in .inf format, to a directory inside that path, for example:
drivers\<os_release>\<driver1>\<driver1_files>

3. Copy the drivers directory to the mount directory, for example:
C:\WinPE_64\mount\drivers

Step 8.  Optional: Make additional customizations to the boot file, such as adding folders, files, startup 
scripts, language packs, and apps. For more information about customizing boot files, see the 
WinPE: Mount and Customize website.

Step 9. Unmount the image by running the following command. 
DISM /Unmount-Image /MountDir:C:\WinPE_64\mount /commit

Step 10. Compress the contents of the C:\WinPE_64\media directory into a zip file called WinPE_64.zip.

Step 11. Import the .zip file into XClarity Administrator (see Importing boot files).

Importing device drivers

You can import individual device drivers and bundles files into the OS images repository. These files can then 
be used to customize Linux and Windows images.

About this task

You must ensure that the operating-system image that you intend to deploy includes the appropriate 
Ethernet, Fibre Channel, and storage adapter device drivers for your hardware. If the I/O adapter device 
driver is not included in the operating system image or profile, the adapter is not supported for OS 
deployment. You can create custom OS-image profiles that include the out-of-box device drivers that you 
need.

Lenovo XClarity Administrator supports in-box device drivers as well as predefined and custom out-of-box 
device drivers. 

• In-box device drivers. XClarity Administrator does not manage in-box device drivers. Always install the 
latest operating system to ensure that you have the latest in-box device drivers that you need.

Note: You can add in-box device drivers to a customized Windows profile by creating a custom WinPE 
boot file and copying the device-driver files to the host system in the C:\drivers directory. When you 
create a custom OS-images profile that uses the custom boot-file, the device drivers that are in the C: 
\drivers directory are included in both WinPE and the final OS. They are treated as though they were 
inbox. Therefore, you do not need to import these in-box device drivers into XClarity Administrator when 
you specify device drivers to use in the custom OS-images profile creation.

• Predefined device drivers. For ThinkSystem servers, XClarity Administrator is preloaded with a set of 
out-of-box device drivers for Linux to enable the installation of the operating system as well as basic 
network and storage configuration for the final operating system. You can add these predefined device 
drivers to your custom OS-image profiles, and then deploy the profiles to your managed servers

Lenovo also bundles sets of predefined device drivers into a single package that can be downloaded from 
the Lenovo Windows drivers and WinPE Images Repository webpage and then imported into OS-images 
repository. Currently, the bundle files are available only for Windows. If the bundle file contains both 
device drivers and boot files, you can import the bundle file from the Device Driver or Boot Image tab.
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Notes: 

– By default, the predefined OS-image profiles include the predefined device drivers.

– You cannot delete predefined device drivers that were loaded when you installed XClarity 
Administrator; however, you can delete predefined device drivers that were imported from a Lenovo 
bundle.

– XClarity Administrator requires that imported bundle files be signed by Lenovo. When importing a 
bundle file, an .asc signature file must also be imported.

• Custom device drivers. You can import out-of-box device drivers into the OS-images repository, and 
then add those device drivers to a custom OS-image profile. 

You can obtain device drivers from the Lenovo YUM Repository webpage, from the vendor (such as Red 
Hat), or through a custom device driver that you generated yourself. For some Windows device drivers, 
you can generate a custom device driver by extracting the device driver from the installation .exe to your 
local system and creating a .zip archive file.

The following file types are supported for importing custom device drivers. 

Operating system Supported Device Driver File 

Types

Device Driver

CentOS Linux Not supported Not supported

Microsoft® Windows® Azure Stack 
HCI

Not supported Not supported

Microsoft Windows Hyper-V Server A .zip file containing the raw device- 
driver files, which are typically 
grouping of .inf, .cat, and .dll files.

A .zip file containing device-driver 
files

Microsoft Windows Server A .zip file containing the raw device- 
driver files, which are typically 
grouping of .inf, .cat, and .dll files.

A .zip file containing device-driver 
files

Red Hat® Enterprise Linux (RHEL) 
Server

Driver update disk (DUD) in either an 
.rpm or .iso image format 
Note: If you apply a DUD .rpm to 
the custom profile, the .rpm is 
installed only to the final operating 
system. It is not installed in the 
install environment (initrd). To install 
a custom device driver to the initrd, 
import a DUD .iso and apply the .iso 
to the custom profile.

Not supported

SUSE® Linux Enterprise Server 
(SLES)

Driver update disk (DUD) in .rpm or . 
iso image format 
Note: If you apply a DUD .rpm to 
the custom profile, the .rpm is 
installed only to the final operating 
system. It is not installed in the 
install environment (initrd). To install 
a custom device driver to the initrd, 
import a DUD .iso and apply the .iso 
to the custom profile.

Not supported

Ubuntu Not supported Not supported

VMware vSphere® Hypervisor (ESXi) 
with Lenovo Customization

Device drivers in .vib image format Not supported
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Note: The OS images repository can store an unlimited number of predefined and custom files, if space is 
available to store the files.

Procedure

• To import a Windows bundle file that contains device-drivers into the OS images repository, complete the 
following steps.

1. From the XClarity Administrator menu bar, click Provisioning ➙ Manage OS Images to display the 
Deploy Operating System: Manage OS Images page.

2. Click the Driver File tab. 

3. Click Downloads ➙ Windows Bundle Files to go to the Lenovo Support webpage, and download 
the appropriate bundle file and the associated signature file for the OS image to the local system.

4. Click the Import Bundle File icon ( ). The Import Bundle File dialog is displayed.

5. Click the Local Import tab to upload files from the local system, or click the Remote Import tab to 
upload files from a remote file server.

Note: To upload a file from a remote file server, you must first create a remote file-server profile by 

clicking the Configure File Server icon ( ). For more information, see Configuring a remote file server

in the XClarity Administrator online documentation.

6. If you chose to use a remote file server, select the server that you want to use from the Remote File 

Server list.

7. Select the operating-system type and release.

8. Enter the file name for the bundle file and the associated signature file or click Browse to find the files 
that you want to import.

9. Optional: Enter a description for the bundle file.

10. Click Import. 

Tip: The file is uploaded over a secure network connection. Therefore, network reliability and 
performance affects how long it takes to import the file.

If you close the web browser tab or window in which the file is being uploaded locally before the 
upload completes, the import fails.

• To import an individual device driver into the OS images repository, complete the following steps. 
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1. From the XClarity Administrator menu bar, click Provisioning ➙ Manage OS Images to display the 
Deploy Operating System: Manage OS Images page.

2. Click the Driver Files tab. 

3. Click the Import File icon ( ). The Import File dialog is displayed.

4. Click the Local Import tab to upload files from the local system, or click the Remote Import tab to 
upload files from a remote file server.

Note: To upload a file from a remote file server, you must first create a remote file-server profile by 

clicking the Configure File Server icon ( ). For more information, see Configuring a remote file server
in the XClarity Administrator online documentation.

5. If you chose to use a remote file server, select the server that you want to use from the Remote File 

Server list.

6. Select the operating-system type and release.

7. Enter the file name or click Browse to find the device driver that you want to import.

8. Optional: Enter a description for the device driver.

9. Optional: Select a checksum type to verify that the file being uploaded is not corrupt, and copy and 
paste the checksum value in the provided text field. 

If you select a checksum type, you must specify a checksum value to check the integrity and security 
of the uploaded file. The value must come from a secure source from an organization that you trust. If 
the uploaded file matches with the checksum value, it is safe to proceed with deployment. Otherwise, 
you must upload the file again or check the checksum value.

Three checksum types are supported:  
– MD5

– SHA1

– SHA256

10. Click Import. 

Tip: The file is uploaded over a secure network connection. Therefore, network reliability and 
performance affects how long it takes to import the file.

If you close the web browser tab or window in which the file is being uploaded locally before the 
upload completes, the import fails.

After you finish

The device-drive image is listed on the Driver Files tab on the Manage OS Images page.

From this page, you can perform the following actions.

• Create a remote-file-server profile by clicking the Configure File Server icon ( ).

• Remove a selected device driver by clicking the Delete icon ( ).

• Add a device driver to an customized OS image profile (see Creating a custom OS-image profile).

Importing custom configuration settings

Configuration settings describe data that needs to be gathered dynamically during OS deployment. Lenovo 
XClarity Administrator uses a set of predefined configuration settings, including global, network, and storage 
location settings. You can use these predefined configuration settings and add custom configuration setting 
that are not available through the XClarity Administrator.
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About this task

The custom configuration settings are defined in the form of a JSON schema. The schema must conform to 
the JSON specification.

When you import custom configuration settings to XClarity Administrator, XClarity Administrator validates the 
JSON schema. If the validation passes, XClarity Administrator generates custom macros for each setting.

You can use the custom macros in the unattend file and post-installation script. 

In unattend files

You can associate the custom configuration file with an unattend file and include these custom macros 
(and predefined macros) in that unattend file.

You can add one or more custom configuration settings files in a custom profile. When you deploy the 
OS profile to a set of target servers, you can choose which configuration settings file to use. XClarity 
Administrator renders the Custom Settings tab on the Deploy OS Images dialog based on the JSON 
schema in the configuration settings file and allows you to specify values for each setting (JSON object) 
that is defined in the file.

Note: OS deployment will not proceed if input is not specified for any required custom configuration 
settings.

In post-installation scripts

After the data is gathered during OS deployment, XClarity Administrator creates an instance of the 
configuration settings file (which includes the custom settings in the selected file and a subset of 
predefined settings) on the host system that can be used by the post installation script.

Notes: 

• Configuration settings file is unique to a custom OS-image profile. 

• You cannot modify configuration settings for predefined OS-image profiles.

• Configuration settings are supported for only the following operating systems: 
– Microsoft® Windows® Server
– Red Hat® Enterprise Linux (RHEL) Server 
– SUSE® Linux Enterprise Server (SLES)
– VMware vSphere® Hypervisor (ESXi) with Lenovo Customization 6.0u3 and later updates and 6.5 and 

later.

The OS images repository can store an unlimited number of predefined and custom files, if space is available 
to store the files.

Procedure

To import configuration-settings files into the OS-images repository, complete the following steps.

Step 1. From the XClarity Administrator menu bar, click Provisioning ➙ Manage OS Images to display the 
Deploy Operating System: Manage OS Images page.

Step 2. Click the Configuration Settings tab. 
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Step 3. Click the Import File icon ( ). The Import Configuration Settings dialog is displayed.

Step 4. Click the Local Import tab to upload files from the local system, or click the Remote Import tab to 
upload files from a remote file server. 

Note: To upload a file from a remote file server, you must first create a remote file-server profile by 

clicking the Configure File Server icon ( ). For more information, see Configuring a remote file 
server in the XClarity Administrator online documentation.

Step 5. If you chose to use a remote file server, select the server that you want to use from the Remote File 

Server list.

Step 6. Select the operating-system type.

Step 7. Enter the file name of the configuration-settings file, or click Browse to find the file that you want to 
import.

Step 8.  Optional: Optional: Enter a description of the configuration-settings. 

Tip: Use the Description field to distinguish between custom files with the same name.

Step 9.  Optional: Optional: Select a checksum type to verify that the file being uploaded is not corrupt, 
and copy and paste the checksum value in the provided text field. 

If you select a checksum type, you must specify a checksum value to check the integrity and 
security of the uploaded file. The value must come from a secure source from an organization that 
you trust. If the uploaded file matches with the checksum value, it is safe to proceed with 
deployment. Otherwise, you must upload the file again or check the checksum value.

Three checksum types are supported: 
• MD5

• SHA1

• SHA256

Step 10. Click Import. The JSON format is validated when you import the file. If errors are found, a dialog is 
displayed with the error message and location. 

Tip: The file is uploaded over a secure network connection. Therefore, network reliability and 
performance affects how long it takes to import the file.

Attention: If you close the web browser tab or window in which the file is being uploaded locally 
before the upload completes, the import fails.

After you finish
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The configuration-settings files are listed on the Configuration Settings tab on the Manage OS Images 
page.

From this page, you can also perform the following actions.

• Create a configuration-setting file by clicking the Create icon ( ), and then specifying the file name, 
description, OS type, and configuration settings and values. Click Validate to validate the schema before 
saving the file. 

The editor identifies the location of any errors that are found in the file. Note that some messages are 
English only.

• View and modify a configuration-settings file by clicking the Edit icon ( ).

You cannot edit a configuration-settings file that is associated with an unattend file. 

The editor identifies the location of any errors that are found in the file. Note that some messages are 
English only.

• Copy a configuration-settings file by clicking the Copy icon ( ).

If you copy a configuration-settings file that is associated with an unattend file, the associated unattend 
file is also copied and the association is automatically created between both copied files.

• Remove selected configuration-setting files by clicking the Delete icon ( ).

• Create a remote-file-server profile by clicking the Configure File Server icon ( ).

For information about adding an configuration-settings to a customized OS image profile, see Creating a 
custom OS-image profile.

Custom macros

Macros give you the ability to add variable data (configuration settings) to an unattend file or post-installation 
script. Lenovo XClarity Administrator allows you to define your own custom settings by creating a custom 
configuration-settings file, using JSON format.

The value for each custom configuration setting varies based on user input that is specified during OS 
deployment. 

When you import custom configuration settings in XClarity Administrator, XClarity Administrator validates the 
JSON schema. If the validation passes, XClarity Administrator generates custom macros for each setting. 

To inject custom macros in to an unattend file or post-installation script, use the unique name of the object, 
separate nested objects using a period, and then surround the macro name with a hash symbol (#), for 
example, #server_settings.server0.locale#.

Notes: 

• Do not include the top-most object name.

• When an object is created from a template, the name is appended with a unique number, starting with 0 
(for example, server0 and server1). 

• You can see the name for each macro from the Deploy OS Images dialog on the Custom Settings tabs by 

hovering over the Help icon ( ) next to each custom setting. 

Configuration settings

You can define custom configuration settings that: 
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• Are common to all target servers or unique to a specific target server. 

• Have static (non-configurable) values or with dynamic (configurable) values that are entered when you 
deploy the OS-image profile.

• Have a variable number of elements based on a template. For example, you can define a configuration 
setting that let's you specify 0 – 3 NTP servers during deployment.

Common settings

During OS deployment, the UI elements on the Common Settings tabs on the Deploy OS Image dialog 
are rendered based on the objects that are represented in the content object. The objects describe the 
settings and values that the all target servers need for OS deployment. 

To represent settings that are common to all servers, the JSON file must contain a parent object with a 
nested object that contains the "common":true name/value pair.

The following example uses the same configurable (dynamic) NTP servers for all servers.  
{    

"category": "dynamic",    
"content": [{       

"category": "dynamic",       
"common": true,       
"description": "NTP Servers",       
"label": "NTP Servers",       
"maxElements": 3,       
"minElements": 0,       
"name": "common-ntpservers",       
"optional": true,       
"template": [{          

"autoCreateInstance": true,          
"category": "dynamic",          
"common": true,          
"description": "A NTP Server",          
"label": "NTP Server",          
"name": "ntpserver",          
"optional": true,          
"regex": "[\\w\\.]{1,64}$",          
"type": "string"       

}],       
"type": "array"    

},    
..., 

}

The following example uses the same non-configurable (static) post-installation script log directory. 
{    

"category": "dynamic",    
"content": [{       

"category": "static",       
"common": true,       
"description": "Directory location for post-installation script logging.",       
"name": "logpath",       
"optional": false,       
"type": "string",       
"value": "/tmp/mylogger.log"    

},    
..., 

}

Server-specific settings
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During OS deployment, the UI elements on the Server-Specific Settings tab on the Deploy OS Image 
dialog are rendered based on the objects that are represented in the template’s content objects. The 
objects describe the settings and values that a specific target server needs for OS deployment. 

After the server-specific values are gathered in the UI, a content object is created in the JSON for each 
target server based on the template object. Each content object contain a unique name and 
targetServer field, and any values that were inputted for that server.

To represent the server-specific settings, the JSON file must contain a parent object with the following 
content:
• The "category":"dynamic" name/value pair. 
• A nested object that contains the "common":false name/value pair. Only one "common": false object 

is supported in the content of the parent object.
• A template object with an embedded content object. This template array can contain only one object.

For example, if you want to define a unique OS locale for each target server 
{    

"category": "dynamic",    
"content": [{       

"category": "dynamic",       
"common": false,       
"name": "server-settings",       
"optional": false,       
"template": [{          

"category": "dynamic",          
"common": false,          
"content": [{             

"category": "dynamic",             
"choices": ["en_US", "pt_BR", "ja_JP"],             
"common": false,             
"label": "OS Locale",             
"name": "locale",             
"optional": false,             
"type": "string",             
"value": "en_US"          

}],          
"name": "server",          
"optional": false,          
"type": "assoc_array"       

}],       
"type": "assoc_array"    

},    
..., 

}

JSON specification

The following table describes the fields that are allowed in the JSON specification.
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Parameter

Re-

quired / 

Optional Type Description

autoCreateInstance Optional Boolean Indicates whether an instance of the template object is 
created automatically in JSON file at deployment time. 
This can be one of the following values.  
• true. An instance of the template object is created 

automatically in JSON file at deployment time.
• false. (default) An instance of the template object is not 

created automatically in JSON file at deployment time
Note: This field can be placed only in the template 
object. 

category Required String Indicates how the value of each setting is populated. This 
can be one of the following values: 
• dynamic. The value is input by the user at run time. 

Lenovo XClarity Administrator prompts you for this 
value during OS deployment.

• predefined. The value is preset by Lenovo XClarity 
Administrator.

• static. The value is specified in the schema and does 
not change at run time.

Nested objects inherit the value of this field from its 
parent object. 

If category is set to static in the parent object, then it 
must be set to static in all nested objects as well. If 
category is set to dynamic in the parent object, it can be 
either static or dynamic in the nested objects.

choices Optional Array of 
values 
that 
match 
the type 

property

Array of static values (such as strings or integers) for the 
configuration setting from which the user can select 
during OS deployment (for example, 
["enabled","disabled"]).

common Optional Boolean Indicates whether this configuration schema applies to all 
target servers. 
• true. The object applies to all target servers.
• false. (default) The object applies to a specific target 

server.
Nested objects inherit the value of this field from its 
parent object. 

If common is set to true in the parent object, then it must 
be set to true in all nested objects as well. If common is 
set to false in the parent object, then it must be set to 
false in all nested objects.

content Optional Array of 
objects

Pattern that represents nested objects in the schema.  
After user-inputted data is gathered during OS 
deployment, this field is used to represent the final values 
for a given template in the instance of the configuration- 
settings file that is created for the deployment. 

default Optional Varies 
depend-
ing on 
the type

The default value.
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Parameter

Re-

quired / 

Optional Type Description

description Optional String Description of the object

label Optional String Label for the setting in the user interface that is displayed 
during OS deployment

max Optional Integer Maximum value, when type is set to integer. 
The default value is unlimited.

maxElements Optional Integer Maximum number of entries in the array for this object.

min Optional Integer Minimum value, when type is set to integer. 
The default value is 0.

minElements Optional Integer Minimum number of entries in the array for this object.

name Required String Unique name of the object. 
This name can contain only the following characters: 
alphanumeric characters (a-z, A-Z, and 0-9), underscore 
(_), and dash (-).

You can reference the name as a custom macro in the 
unattend file. When referencing a nested name object, 
separate each object using a period (for example, 
mydeploy.node.locale).

optional Required Boolean Indicates whether the object is optional. This can be one 
of the following values. 
• true. The field is optional
• false. The field is required.

regex Optional String Regular expression for validating the value (for example, 
"[\\w\\.]{1,64}$")

script Optional Array of 
strings

List of scripts, separated by a comma, that have 
dependencies on the data in this object (for example, 
["/opt/lenovo/saphana/bin/saphana-create-saphana. 
sh", "create_hana.sh"]). 
Note: The scripts must be available to the OS-image 
profile as an installation script or custom software.

targetServer Optional String UUID of the server that is the target for the OS 
deployment. 
If common is true, this field can be empty or null, and the 
target server is specified during OS deployment.
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Parameter

Re-

quired / 

Optional Type Description

template Optional Array of 
objects

Pattern that represents reusable objects. 
During OS deployment, this template can represent 
multiple instances of the object. The minElements and 
maxElements fields can be used to limit the number of 
instances. 

The following example uses a template to represent an 
array of 1 - 3 NTP servers.  
{    

"category": "dynamic",    
"common": true,    
"description": "NTP Servers",    
"label": "NTP Servers",    
"maxElements": 3,    
"minElements": 0,    
"name": "common-ntpservers",    
"optional": true,    
"template": [{       

"autoCreateInstance": true,       
"category": "dynamic",       
"common": true,       
"description": "A NTP Server",       
"label": "NTP Server",       
"name": "ntpserver",       
"optional": true,       
"regex": "[\\w\\.]{1,64}$",       
"type": "string"    

}],    
"type": "array" 

},

After user-inputted values are gathered during OS 
deployment, an instance of the configuration-settings file 
is created with specific content for each device on which 
the OS is to be deployed.  
{    

"category": "dynamic",    
"common": true,    
"description": "NTP Servers",    
"label": "NTP Servers",    
"maxElements": 3,    
"minElements": 0,    
"name": "common-ntpservers",    
"optional": true,    
"content": [{       

"category": "dynamic",       
"common": true,       
"description": "A NTP Server",       
"label": "NTP Server",       
"name": "ntpserver0",       
"optional": true,       
"regex": "[\\w\\.]{1,64}$",       
"type": "string",       
"value": "192.0.2.1"    

}],    
"template": [{       

"category": "dynamic", 
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Parameter

Re-

quired / 

Optional Type Description

"common": true,       
"description": "A NTP Server",       
"label": "NTP Server",       
"name": "ntpserver",       
"optional": true,       
"regex": "[\\w\\.]{1,64}$",       
"type": "string"    

}],    
"type": "array" 

}

Notes: 

• A template is required at the top level of server-specific 
objects (common=false).

• If category is static, the template field is ignored. 

type Required String Data type for the object. This can be one of the following 
values. 
• array

• assoc_array

• boolean

• integer

• password

• string

• user_data

value Optional String A single static value for the configuration setting. 
Notes: 

• If default is set, this field can be empty or null; 
otherwise, specify a value that matches type.

• If type is password, specify a non-encrypted string.

• If type is assoc_array or array, you must also specify 
an empty content field.

• If type is user_data, specify valid JSON-formatted 
value.

• If regex is set, this value is validated using the 
specified regular expression.

The following example configuration settings define locale settings for SLES deployments that can be added 
to a custom profile. 
{    

"category": "dynamic",    
"content": [{       

"category": "dynamic",       
"common": false,       
"name": "server-settings",       
"optional": false,       
"template": [{          

"autoCreateInstance": true,          
"category": "dynamic",          
"common": false,          
"content": [{             

"category": "dynamic",             
"choices": ["en_US", "pt_BR", "ja_JP"], 

26 Lenovo XClarity Administrator Quick Start Guide Customizing and deploying an operating system



"common": false,             
"description": "This parameter defines the OS language locale to use with this deployment.                              

English, Brazilian Portuguese, and Japanese are supported.",             
"label": "OS Locale",             
"name": "locale",             
"optional": false,             
"type": "string",             
"value": "en_US"          

},          
{             

"category": "dynamic",             
"choices": ["english-us", "pt_BR", "ja_JP"],             
"common": false,             
"description": "This parameter defines the keyboard locale to use with this deployment.                             

English, Brazilian Portuguese, and Japanese are supported.",             
"label": "Keyboard Locale",             
"name": "keyboardLocale",             
"optional": false,             
"type": "string",             
"value": "english-us"          

}],          
"name": "server",          
"optional": false,          
"type": "assoc_array"       

}],       
"type": "assoc_array"    

},    
{       

"category": "dynamic",       
"common": true,       
"description": "NTP Servers",       
"label": "NTP Servers",       
"maxElements": 3,       
"minElements": 0,       
"name": "common-ntpservers",       
"optional": true,       
"template": [{          

"category": "dynamic",          
"common": true,          
"description": "A NTP Server",          
"label": "NTP Server",          
"name": "ntpserver",          
"optional": true,          
"regex": "[\\w\\.]{1,64}$",          
"type": "string"       

}],       
"type": "array"    

},    
{       

"category": "static",       
"common": true,       
"description": "Directory for post-installation script logging.",       
"name": "logpath",       
"optional": false,       
"type": "string",       
"value": "/tmp/mylogger.log"    

}],    
"description": "Custom configuration file for deployment of custom locale, NTP server,                     

and directory for post-installation script logs.",    
"label": "My Custom Deployment",    
"name": "myCustomDeploy", 
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"optional": false,    
"type": "array" 

}

The following example is the instance of the configuration settings file that is created on the host system after 
user-inputted values are defined during deployment. 
{    

"category": "dynamic",    
"content": [{       

"category": "dynamic",       
"common": false,       
"name": "server-settings",       
"optional": false,       
"content": [{          

"category": "dynamic",          
"common": false,          
"content": [{             

"category": "dynamic",             
"choices": ["en_US", "pt_BR", "ja_JP"],             
"common": false,             
"description": "This parameter defines the OS language locale to use with this deployment.                             

English, Brazilian Portuguese, and Japanese are supported.",             
"label": "OS Locale",             
"name": "locale",             
"optional": false,             
"type": "string",             
"value": "en_US"          

},          
{             

"category": "dynamic",             
"choices": ["english-us", "pt_BR", "ja_JP"],             
"common": false,             
"description": "This parameter defines the keyboard locale to use with this deployment.                             

English, Brazilian Portuguese, and Japanese are supported.",             
"label": "Keyboard Locale",             
"name": "keyboardLocale",             
"optional": false,             
"type": "string",             
"value": "english-us"          

}],          
"name": "server0",          
"optional": false,          
"type": "assoc_array",          
"targetServer": "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA"       

},       
{          

"category": "dynamic",          
"common": false,          
"content": [{             

"category": "dynamic",             
"choices": ["en_US", "pt_BR", "ja_JP"],             
"common": false,             
"description": "This parameter defines the OS language locale to use with this deployment.                             

English, Brazilian Portuguese, and Japanese are supported.",             
"label": "OS Locale",             
"name": "locale",             
"optional": false,             
"type": "string",             
"value": "en_US"          

},          
{ 
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"category": "dynamic",             
"choices": ["english-us", "pt_BR", "ja_JP"],             
"common": false,             
"description": "This parameter defines the keyboard locale to use with this deployment.                             

English, Brazilian Portuguese, and Japanese are supported.",             
"label": "Keyboard Locale",             
"name": "keyboardLocale",             
"optional": false,             
"type": "string",             
"value": "english-us"          

}],          
"name": "server1",          
"optional": false,          
"type": "assoc_array",          
"targetServer": "BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB"       

}],       
"template": [{          

"category": "dynamic",          
"common": false,          
"content": [{             

"category": "dynamic",             
"choices": ["en_US", "pt_BR", "ja_JP"],             
"common": false,             
"description": "This parameter defines the OS language locale to use with this deployment.                             

English, Brazilian Portuguese, and Japanese are supported.",             
"label": "OS Locale",             
"name": "locale",             
"optional": false,             
"type": "string",             
"value": "en_US"          

},          
{             

"category": "dynamic",             
"choices": ["english-us", "pt_BR", "ja_JP"],             
"common": false,             
"description": "This parameter defines the keyboard locale to use with this deployment.                             

English, Brazilian Portuguese, and Japanese are supported.",             
"label": "Keyboard Locale",             
"name": "keyboardLocale",             
"optional": false,             
"type": "string",             
"value": "english-us"          

}],          
"name": "server",          
"optional": false,          
"type": "assoc_array"       

}],       
"type": "assoc_array"    

},    
{       

"category": "dynamic",       
"common": true,       
"description": "NTP Servers",       
"label": "NTP Servers",       
"maxElements": 3,       
"minElements": 0,       
"name": "common-ntpservers",       
"optional": true,       
"content": [{          

"category": "dynamic",          
"common": true, 
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"description": "A NTP Server",          
"label": "NTP Server",          
"name": "ntpserver0,          
"optional": true,          
"regex": "[\\w\\.]{1,64}$",          
"type": "string",          
"value": "192.0.2.1"       

},       
{          

"category": "dynamic",          
"common": true,          
"description": "A NTP Server",          
"label": "NTP Server",          
"name": "ntpserver1",          
"optional": true,          
"regex": "[\\w\\.]{1,64}$",          
"type": "string",          
"value": "192.0.2.2"       

}],       
"template": [{          

"category": "dynamic",          
"common": true,          
"description": "A NTP Server",          
"label": "NTP Server",          
"name": "ntpserver",          
"optional": true,          
"regex": "[\\w\\.]{1,64}$",          
"type": "string"       

}],       
"type": "array"    

},    
{       

"category": "static",       
"common": true,       
"description": "Directory for post-installation script logs.",       
"name": "logpath",       
"optional": false,       
"type": "string",       
"value": "/tmp/mylogger.log"    

}],    
"description": "Custom configuration file for deployment of custom locale, NTP server,                     

and directory for post-installation script logs.",    
"label": "My Custom Deployment",    
"name": "myCustomDeploy",    
"optional": false,    
"type": "array" 

}

Predefined macros

Macros give you the ability to add variable data (configuration settings) to an unattend file or post-installation 
script. Lenovo XClarity Administrator provides a set of predefined configuration settings that you can use. 

To inject predefined macros to an unattend or post-installation script file, prefix the macro with "predefined" 
for predefined macros, separate nested objects using a period, and then surround the macro name with a 
hash symbol (#), for example #predefined.globalSettings.ipAssignment#.

The value for each predefined macro varies based on the XClarity Administrator instance. For example, the 
Deploy OS Images ➙ Global Settings ➙ IP Assignment field allows you to specify the IP mode. After the 
user-inputted value is gathered during OS deployment, the value is represented in the predefined 
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configurations settings by the predefined macro #predefined.globalSettings.ipAssignment# and in the 
instance of the configuration-settings JSON file under the ipAssignment Object name. 

The following table lists the predefine macros (configuration settings) that are available in XClarity 
Administrator.

Macro name Type Description

predefined Object Information about all predefined OS-deployment settings

globalSettings Object Information about global OS-deployment settings

credentials Array of 
objects

Information about user credentials

name String

type String Operating system type. This can be one of the following values. 
• ESXi

• LINUX

• WINDOWS

ipAssignment String Host network setting option for operating system deployment. This 
can be one of the following values. 
• dhcpv4

• staticv4

• staticv6

isVLANMode String Indicates whether VLAN mode is used. This can be one of the 
following values. 
• true. VLAN mode is used.
• false. VLAN mode is not used.

hostPlatforms Object Deployment settings from the host platforms

licenseKey String License key to be used for Microsoft Windows or VMware ESXi. If 
you do not have a license key, you can set this field to null.

networkSettings Array Information about network settings

dns1 String Preferred DNS server for the host server to be used after the 
operating system is deployed

dns2 String Alternative DNS server for the host server to be used after the 
operating system is deployed

gateway String Gateway of the host server to be used after the operating system is 
deployed. This is used when the network setting is set to static in the 
Global OS deployment settings. 
Tip: To determine the IP mode, use GET /osdeployment/ 
globalSettings.

hostname String Hostname for the host server. If a hostname is not specified, a 
default hostname is assigned.

ipAddress String IP address of the host server to be used after the operating system 
is deployed. This is used when the network setting is set to static in 
the Global OS deployment settings.

mtu Long Maximum transmission unit for the host to be used after the 
operating system is deployed.

prefixLength String Prefix length of the host IP address to be used after the operating 
system is deployed. This is used when the network setting is set to 
static IPv6 in the Global OS deployment settings.
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Macro name Type Description

selectedMAC String MAC address of the host server to which the IP address is to be 
bound.  
The MAC address is set to AUTO by default. This setting 
automatically detects the Ethernet ports that can be configured and 
used for deployment. The first MAC address (port) that is detected is 
used by default. If connectivity is detected on a different MAC 
address, the XClarity Administrator host is automatically restarted to 
use the newly detected MAC address for deployment, and 
selectedMAC is set to the newly detected MAC address.

VLAN mode is supported only for servers that have MAC addresses 
in their inventory. If AUTO is the only the MAC address that is 
available for a server, then VLANs cannot be used to deploy 
operating systems to that server.

Tip: To obtain the MAC address, use the macaddress response 
property in GET /hostPlatforms.

subnetCIDRNumber Integer Subnet mask of the host server to be used after the operating 
system is deployed, in Classless Inter-Domain Routing (CIDR) 
format. This is used when the network setting is set to static in the 
Global OS deployment settings. 
The CIDR number is typically preceded by a slash “/” and follows the 
IP address. For example, an IP address of 131.10.55.70 with a 
subnet mask of 255.0.0.0 (which has 8 network bits) would be 
represented as 131.10.55.70 /8. For more information, see the CIDR 
Notation Tutorial webpage.
Tip: To determine the IP mode, use GET /osdeployment/ 
globalSettings.

subnetMask String Subnet mask of the host server to be used after the operating 
system is deployed, in dotted decimal notation (for example, 
255.0.0.0). This is used when the network setting is set to static in 
the Global OS deployment settings. 
Tip: To determine the IP mode, use GET /osdeployment/ 
globalSettings.

vlanId String VLAN ID for operating-system VLAN tagging. 
This parameter is valid only if in VLAN mode is enabled. To 
determine if VLAN mode is enabled use GET /osdeployment/ 
globalSettings in the XClarity Administrator online documentation).
Important: Only specify a VLAN ID when a VLAN tag is required to 
function on the network. Using VLAN tags can affect the network 
routability between the host operating system and the XClarity 
Administrator.

selectedImage String Profile ID of the operating-system image to be deployed. 
Tip: To obtain the operating-system image profile IDs, use the 
availableImages response property in GET /hostPlatforms.

storageSettings Array Preferred storage location on which you want to deploy operating- 
system images

32 Lenovo XClarity Administrator Quick Start Guide Customizing and deploying an operating system

https://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca_restapis.doc/rest_api_host_platforms_get.html
http://www.controltechnology.com/Files/common-documents/application_notes/CIDR-Notation-Tutorial
http://www.controltechnology.com/Files/common-documents/application_notes/CIDR-Notation-Tutorial
https://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca_restapis.doc/rest_api_osdeployment_globalsettings_get.html
https://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca_restapis.doc/rest_api_osdeployment_globalsettings_get.html
https://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca_restapis.doc/rest_api_osdeployment_globalsettings_get.html
https://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca_restapis.doc/rest_api_osdeployment_globalsettings_get.html
https://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca_restapis.doc/rest_api_osdeployment_globalsettings_get.html
https://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca_restapis.doc/rest_api_osdeployment_globalsettings_get.html
https://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca_restapis.doc/rest_api_host_platforms_get.html


Macro name Type Description

targetDevice String Target device. This can be one of the following values. 
• localdisk. Local disk drive. The first enumerated local disk drive 

in the managed server is used.
• M.2drive. M.2 drive. The first enumerated M.2 drive in the 

managed server is used.
• usbdisk. Embedded USB Hypervisor. This location is applicable 

only when a VMware ESXi image is being deployed to managed 
servers. If two hypervisor keys are installed on the managed 
server, the VMware installer selects the first enumerated key for 
deployment.

• lunpluswwn=LUN@WWN. FC SAN storage (for example, 
lunpluswwn=2@50:05:07:68:05:0c:09:bb).

• lunplusiqn=LUN@IQN. iSCSI SAN Storage (for example, 
lunplusiqn=0@iqn.1990-01.com.lenovo:tgt1). Specifying the IQN is 
optional if only one iSCSI target is configured If the IQN is not 
specified, the first detected iSCSI target is selected for OSDN. If 
specified, and exact match is made.

Note: For ThinkServer servers, this value is always “localdisk.”

unattendFileId String ID of the unattend file to be used with this deployment

uuid String UUID of the host server to which the operating system is to be 
deployed

imageSettings Object Information about each OS image and image profile

name String Operating-system image name

profile String Image profile name

otherSettings Object Additional settings that are related to the currently running OS 
deployment jobs

deployDataAndSoftwareLoca-
tion

String Path to the extracted software payload, custom files, and 
deployment data (such as certificates and logs)

installRepoUrl String (SLES 15 and later only) URL for the imported package image 
You can use this predefined macro in the custom unattend for the 
media_url in the add-on section, for example: 
<add-on>    

<add_on_products config:type="list">       
<listentry>          

<media_url>#predefined.otherSettings.installRepoUrl#          

</media_url>          
<product>sle-module-basesystem</product>          
<product_dir>/Module-Basesystem</product_dir>       

</listentry>    
</add_on_products> 

</add-on>

lxcaIp String IP address of the XClarity Administrator instance

lxcaRelease String XClarity Administrator release (for example. 2.0.0)

jobId String ID of the currently running OS deployment job

ntpServer String NTP server that is associated with XClarity Administrator

statusSettings Object OS deployment status settings

urlStatus String HTTPS URL (including the port) that XClarity Administrator uses for 
reporting status

Chapter 1. Customizing OS-image profiles 33



Macro name Type Description

certLocation String Folder containing the certificates that are needed to access the 
urlStatus web service from the host OS on first boot

sdkLocation String Location of XClarity Administrator provided helper scripts and 
interfaces for access to the XClarity Administrator

timezone String Time zone that is set for XClarity Administrator (for example, 
America/New_York)

unattendSettings Object Settings that are used to populate the unattend file. These values are 
specific to the version of XClarity Administrator

networkConfig String (ESXi and RHEL only) XClarity Administrator predefined content for 
use at unattend install time. This configures the network settings for 
the operating system

preinstallConfig String XClarity Administrator predefined content for use at pre-installation 
unattend time. This includes pre-installation status. 
• For ESXi and RHEL, this uses the %pre pre-installation scripts 

hook.
• For SLES, this uses the <scripts> pre-installation scripts hook.
Attention: It is strongly recommended that you include this macro 
in the custom unattend file. You can place the macro in the unattend 
file anywhere after line 1 (after the <xml> tag).

postinstallConfig String XClarity Administrator predefined content for use after the server is 
configured and booted for the first time. This includes post- 
installation status. 
• For ESXi and RHEL, this uses the %post post- installation scripts 

hook
• For SLES, this uses the <scripts> post-installation scripts hook.
• For Windows ,this uses the “specialize settings” section. 
Attention: It is strongly recommended that this macro be included 
in the custom unattend file. You can place the macro in the unattend 
file anywhere after line 1 (after the <xml> tag).

reportWorkloadNotComplete String When this macro is present, the postinstallConfig macro does not 
report OS Installation Completed (17) status. The custom profile 
must report complete.

storageConfig String (ESXi and RHEL only) XClarity Administrator predefined content for 
use at unattend install time. This configures the storage settings for 
the operating system. 

Importing custom unattend files

You can import custom unattend files into the OS images repository. These files can then be used to 
customize Linux and Windows OS-images profiles.

About this task

The following file types are supported for custom unattend files. 

Operating system Supported File Types More information

CentOS Linux Not supported

Microsoft® Windows® 
Azure Stack HCI

Not supported
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Operating system Supported File Types More information

Microsoft Windows 
Hyper-V Server

Not supported

Microsoft Windows 
Server

Unattend (.xml) For more information about unattend files, see the Unattended 
Windows Setup Reference webpage.

Red Hat® Enterprise 
Linux (RHEL) Server

Kickstart (.cfg) For more information about unattend files, see the Red Hat: 
Automating the Installation with Kickstart webpage. 
Consider the following when adding %pre, %post, %firstboot 
sections in the file. 

• You can include multiple %pre, %post, %firstboot sections 
to the unattend file; however, be aware of the ordering of 
the sections. 

• When the recommended #predefined.unattendSettings. 

preinstallConfig# macro is present in the unattend file, 
XClarity Administrator adds a %pre section before all other 
%pre sections in the file. 

• When the recommended #predefined.unattendSettings. 

postinstallConfig# macro is present in the unattend file, 
XClarity Administrator adds %post and %firstboot sections 
before all other %post and %firstboot sections in the file.

SUSE® Linux Enterprise 
Server (SLES)

AutoYast (.xml) For more information about unattend files, see the SUSE: 
AutoYaST webpage.

Ubuntu Not supported

VMware vSphere® 
Hypervisor (ESXi) with 
Lenovo Customization

Kickstart (.cfg) Supported only for ESXi 6.0u3 and later updates and 6.5 and 
later. 
For more information about unattend files, see the VMware: 
Installing or Upgrading Hosts by Using a Script webpage.

Consider the following when adding %pre, %post, %firstboot 
sections in the file. 

• You can include multiple %pre, %post, %firstboot sections 
to the unattend file; however, be aware of the ordering of 
the sections. 

• When the recommended #predefined.unattendSettings. 

preinstallConfig# macro is present in the unattend file, 
XClarity Administrator adds a %pre section before all other 
%pre sections in the file. 

• When the recommended #predefined.unattendSettings. 

postinstallConfig# macro is present in the unattend file, 
XClarity Administrator adds %post and %firstboot sections 
before all other %post and %firstboot sections in the file.

Attention: 

• You can inject predefined and custom macros (configuration settings) in the unattend file using the unique 
name of the object. Predefined values are dynamic based on the XClarity Administrator instances. Custom 
macros are dynamic based on user input that is specified during OS deployment.

Notes: 

– Surround the macro name with a hash symbol (#). 

– For nested objects, separate each object name using a period (for example, #server_settings.server0. 

locale#).
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– For custom macros, do not include the top-most object name. For predefined macros, prefix the macro 
name with "predefined." 

– When an object is created from a template, the name is appended with a unique number, starting with 
0 (for example, server0 and server1).

– You can see the name for each macro from the Deploy OS Images dialog on the Custom Settings tabs 

by hovering over the Help icon ( ) next to each custom setting. 

– For a list of predefined macros, see Predefined macros. For information about custom configuration 
settings and macros, see Custom macros.

• XClarity Administrator provides the following predefined macros that are used to communicate status 
from the OS installer, as well as several other critical installation steps. It is strongly recommended that 
you include these macros in unattend file (see Injecting predefined and custom macros to an unattend 
file).
– #predefined.unattendSettings.preinstallConfig#
– #predefined.unattendSettings postinstallConfig#

The OS images repository can store an unlimited number of predefined and custom files, if space is available 
to store the files.

Procedure

To import unattended files into the OS-images repository, complete the following steps.

Step 1. From the XClarity Administrator menu bar, click Provisioning ➙ Manage OS Images to display the 
Deploy Operating System: Manage OS Images page.

Step 2. Click the Unattend Files tab. 

Step 3. Click the Import File icon ( ). The Import File dialog is displayed.

Step 4. Click the Local Import tab to upload files from the local system, or click the Remote Import tab to 
upload files from a remote file server. 

Note: To upload a file from a remote file server, you must first create a remote file-server profile by 

clicking the Configure File Server icon ( ). For more information, see Configuring a remote file 
server in the XClarity Administrator online documentation
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Step 5. If you chose to use a remote file server, select the server that you want to use from the Remote File 

Server list.

Step 6. Select the operating-system type.

Step 7. Enter the file name of the unattend file, or click Browse to find the file that you want to import.

Step 8.  Optional: Optional: Enter a description for the unattend file. 

Tip: Use the Description field to distinguish between custom files with the same name.

Step 9.  Optional: Optional: Select a checksum type to verify that the file being uploaded is not corrupt, 
and copy and paste the checksum value in the provided text field. 

If you select a checksum type, you must specify a checksum value to check the integrity and 
security of the uploaded file. The value must come from a secure source from an organization that 
you trust. If the uploaded file matches with the checksum value, it is safe to proceed with 
deployment. Otherwise, you must upload the file again or check the checksum value.

Three checksum types are supported: 
• MD5

• SHA1

• SHA256

Step 10. Click Import. 

Tip: The file is uploaded over a secure network connection. Therefore, network reliability and 
performance affects how long it takes to import the file.

If you close the web browser tab or window in which the file is being uploaded locally before the 
upload completes, the import fails.

After you finish

The unattend-file image is listed on the Unattend Files tab on the Manage OS Images page.

From this page, you can perform the following actions.

• Create an unattend file by clicking the Create icon ( ).

The editor identifies the location of any errors that are found in the file. Note that some messages are 
English only.

• Associate an unattend file with a configuration-settings file (see Associating an unattend file with a 
configuration settings file).

• View and modify an unattend file by clicking the Edit icon ( ).

The editor identifies the location of any errors that are found in the file. Note that some messages are 
English only.

• Copy an unattend file by clicking the Copy icon ( ).

If you copy an unattend file that is associated with a configuration-settings file, the associated 
configuration-settings file is also copied and the association is automatically created between both copied 
files.

• Remove selected unattend files by clicking the Delete icon ( ).

• Create a remote-file-server profile by clicking the Configure File Server icon ( ).
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For information about adding an unattend file to a customized OS image profile, see Creating a custom OS- 
image profile.

Injecting predefined and custom macros to an unattend file

You can add predefined and custom macros to an unattend file.

About this task

Macros give you the ability to add dynamic data (configuration settings) to an unattend file. You provide the 
data values when the OS-image profile is deployed.

Lenovo XClarity Administrator provides a set of predefine macros that you can add to an unattend file 
without associating a custom configuration-settings file. For a list of predefined macros, see Predefined 
macros.

It is strongly recommended that you include the following predefined macros in the custom unattend files. 

• #predefined.unattendSettings.preinstallConfig# and #predefined.unattendSettings 

postinstallConfig#. Used to communicate status from the OS installer, as well as several other critical 
installation steps.

See the following example OS-deployment scenarios for more information about how to include the 
installation-configuration macros.
– Deploying RHEL and a Hello World PHP application using a custom unattend file
– Deploying SLES 12 SP3 with a configurable locale and NTP servers
– Deploying VMware ESXi v6.7 with Lenovo Customization to a local disk using a static IP address
– Deploying Windows 2016 with custom features

• #predefined.unattendSettings.networkConfig#. (For ESXi and RHEL only) Enables XClarity 
Administrator to configure the network. This macro uses the network settings that are specified on the 
Deploy OS Images page. If you do not include this macro in the unattend file or if the network settings are 
not defined in XClarity Administrator, you must configure the IP interface as part of the unattend file so 
that the host has a network route back to XClarity Administrator.

See the following example OS-deployment scenarios for more information about how to include the 
network-configuration macro.
– Deploying RHEL and a Hello World PHP application using a custom unattend file
– Deploying VMware ESXi v6.7 with Lenovo Customization to a local disk using a static IP address

• #predefined.unattendSettings.storageConfig#. (For ESXi and RHEL only) Enables XClarity 
Administrator to configure storage on the host. This macro uses the storage settings that are specified on 
the Deploy OS Images page. If you do not include this macro in the unattend file or if the storage settings 
are not defined in XClarity Administrator, you must specify the storage configuration in unattend file.

See the following example OS-deployment scenarios for more information about how to include the 
storage-configuration macro.
– Deploying RHEL and a Hello World PHP application using a custom unattend file
– Deploying VMware ESXi v6.7 with Lenovo Customization to a local disk using a static IP address

You can create custom macros by creating a configuration-settings file and then associating the unattend file 
with a custom configuration-settings file. When you import the custom configuration-settings file, XClarity 
Administrator creates a macro for each configuration setting in the file. 

Procedure

Complete the following steps to add macros to an unattend file.
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Step 1. From the XClarity Administrator menu bar, click Provisioning ➙ Manage OS Images to display the 
Deploy Operating System: Manage OS Images page.

Step 2. Click the Unattend Files tab.

Step 3. Select the unattend file that you want to edit.

Step 4. Click the Edit icon ( ) display the Edit Unattend File dialog. 

Step 5. Add the recommended predefined macros, for example: 

1. Place the cursor in the unattend file anywhere after line 1 (after the <xml> tag).

2. Expand the predefine ➙ unattendSettings list in the list of available macros. 

3. Click the preinstallConfig and postinstallConfig to add the required predefined macros to 
the unattend file.

The following code is added to the file:

#predefined.unattendSettings.preinstallConfig# 

#predefined.unattendSettings.postinstallConfig#

Step 6. Add additional predefined or custom macros by placing the cursor in the correct location in 
unattend file and then clicking the macro from the list.

Step 7. Click Save.

Associating an unattend file with a configuration settings file

You can associate (bind) configuration settings to an unattend file, and then add the associated custom 
macros to the unattend file.

About this task

You can add predefined macros to an unattend file without associating a custom configuration settings file.
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You cannot edit configuration settings files that are associated with unattend files. However, you can copy an 
associated file and then edit the copy.

Procedure

Complete the following steps to associate an unattend file with a configuration-settings file.

Step 1. From the Lenovo XClarity Administrator menu bar, click Provisioning ➙ Manage OS Images to 
display the Deploy Operating System: Manage OS Images page.

Step 2. Click the Unattend Files tab.

Step 3. Select the custom attend file.

Step 4. Click the Associate a Configuration File icon ( ) to display the Associate an Unattend File 
dialog.

Step 5. Select a configuration-settings file to associate with the unattend file. 

Step 6. Add predefined and custom macros to the unattend file by placing the cursor at the location in the 
editor where you want to add the macro and then clicking the macro in the available list (see 
Injecting predefined and custom macros to an unattend file).  

You can inject macros in the unattend file using the unique name of the object. For nested name 
objects, separate each object using a period (for example, server_specific_settings.server.locale). 
Note that you do not include the top-most name.

Step 7. Click Associate to bind the files together.

Importing custom installation scripts

You can import installation scripts into the OS images repository. These files can then be used to customize 
Linux and Windows images.

About this task

Currently, only post-installation scripts are supported.

The following table lists the file types for installation scripts that Lenovo XClarity Administrator supports for 
each operating system. Note that certain operation system versions do not support all of the file types that 
XClarity Administrator supports (for example, some RHEL versions might not include Perl in the minimal 
profile and, therefore, Perl scripts will not run). Ensure that you use the correct file type for the operating 
system versions that you want to deploy. 

Operating system Supported File Types More information

CentOS Linux Not supported

Microsoft® Windows® Azure Stack 
HCI

Not supported

Microsoft Windows Hyper-V Server Not supported

Microsoft® Windows® Server Command file (.cmd), PowerShell (. 
ps1)

The default custom data and files 
path is C:\lxca. 
For more information about 
installation scripts, see the Add a 
custom script to Windows Setup 
webpage
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Operating system Supported File Types More information

Red Hat® Enterprise Linux (RHEL) 
Server

Bash (.sh), Perl (.pm or .pl), Python (. 
py)

The default custom data and files 
path is /home/lxca. 
For more information about 
installation scripts, see the RHEL: 
Post-installation Script webpage.

SUSE® Linux Enterprise Server 
(SLES)

Bash (.sh), Perl (.pm or .pl), Python (. 
py)

The default custom data and files 
path is /home/lxca. 
For more information about 
installation scripts, see the SUSE: 
Custom user script webpage

Ubuntu Not supported

VMware vSphere® Hypervisor (ESXi) 
with Lenovo Customization

Bash (.sh), Python (.py) The default custom data and files 
path is /home/lxca. 
For more information about 
installation scripts, see the VMware: 
Installation and Upgrade Scripts 
webpage

Note: The OS images repository can store an unlimited number of predefined and custom files, if space is 
available to store the files.

After the data is gathered during OS deployment, XClarity Administrator creates an instance of the 
configuration settings file (which includes the custom settings in the selected file and a subset of predefined 
settings) on the host system that can be used by the post installation script.

You can inject predefined and custom macros (configuration settings) in the post-installation script using the 
unique name of the object. Predefined values are dynamic based on the XClarity Administrator instances. 
Custom macros are dynamic based on user input that is specified during OS deployment.

Notes: 

• Surround the macro name with a hash symbol (#). 

• For nested objects, separate each object name using a period (for example, #server_settings.server0. 

locale#).

• For custom macros, do not include the top-most object name. For predefined macros, prefix the macro 
name with "predefined." 

• When an object is created from a template, the name is appended with a unique number, starting with 0 
(for example, server0 and server1).

• You can see the name for each macro from the Deploy OS Images dialog on the Custom Settings tabs by 

hovering over the Help icon ( ) next to each custom setting. 

• For a list of predefined macros, see Predefined macros. For information about custom configuration 
settings and macros, see Custom macros.

The recommended predefined macros in the unattend file report final operating-system deployment status 
and report status when downloading and running post-installation scripts. You can modify the post- 
installation script to include custom status reporting, depending on the target operating system. For more 
information, see Adding custom status reporting to installation scripts.

Procedure

To import installation scripts into the OS-images repository, complete the following steps.
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Step 1. From the XClarity Administrator menu bar, click Provisioning ➙ Manage OS Images to display the 
Deploy Operating System: Manage OS Images page.

Step 2. Click the Installation Scripts tab. 

Step 3. Click the Import File icon ( ). The Import Installation Script dialog is displayed.

Step 4. Click the Local Import tab to upload files from the local system, or click the Remote Import tab to 
upload files from a remote file server. 

Note: To upload a file from a remote file server, you must first create a remote file-server profile by 

clicking the Configure File Server icon ( ). For more information, see Configuring a remote file 
server in the XClarity Administrator online documentation.

Step 5. If you chose to use a remote file server, select the server that you want to use from the Remote File 

Server list.

Step 6. Select the operating-system type.

Step 7. Enter the file name of the installation script, or click Browse to find the file that you want to import.

Step 8.  Optional: Optional: Enter a description for the installation script. 

Tip: Use the Description field to distinguish between custom files with the same name.

Step 9.  Optional: Optional: Select a checksum type to verify that the file being uploaded is not corrupt, 
and copy and paste the checksum value in the provided text field. 

If you select a checksum type, you must specify a checksum value to check the integrity and 
security of the uploaded file. The value must come from a secure source from an organization that 
you trust. If the uploaded file matches with the checksum value, it is safe to proceed with 
deployment. Otherwise, you must upload the file again or check the checksum value.

Three checksum types are supported: 
• MD5

• SHA1

• SHA256

Step 10. Click Import. 

Tip: The file is uploaded over a secure network connection. Therefore, network reliability and 
performance affects how long it takes to import the file.

If you close the web browser tab or window in which the file is being uploaded locally before the 
upload completes, the import fails.

After you finish
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The installation scripts are listed on the Installation Scripts tab on the Manage OS Images page.

From this page, you can perform the following actions.

• Create a remote-file-server profile by clicking the Configure File Server icon ( ).

• Remove selected installation scripts by clicking the Delete icon ( ).

For information about adding an installation script to a customized OS image profile, see Creating a custom 
OS-image profile.

Adding custom status reporting to installation scripts

The recommended predefined macros in the unattend file report final operating-system deployment status 
and report status when downloading and running post-installation scripts. You can include additional status 
reporting in the post-installation scripts.

Linux

For Linux, you can use the following ccuurrll command to report status. 
curl -X PUT -globoff #predefined.otherSettings.statusSettings.urlStatus# 

-H "Content-Type: application/json" -d '{"deployStatus":{"id":"<status_ID>"}}'  
-cert #predefined.otherSettings.statusSettings.certLocation#/cert.pem  
-key #predefined.otherSettings.statusSettings.certLocation#/key.pem  
-cacert #predefined.otherSettings.statusSettings.certLocation#/ca-bundle.crt 

Where <status_ID> can be one of the following values.
• 44. Workload deployment succeeded
• 45. Workload deployment is running with warning
• 46. Workload deployment failed
• 47. Workload deployment message
• 48. Custom post-install script error

Note that the ccuurrll command uses predefined macros for the HTTPS URL that Lenovo XClarity Administrator 
uses for reporting status (predefined.otherSettings.statusSettings.urlStatus) and for the folder that 
contains the certificates that are needed to access the urlStatus web service from the host OS on first boot 
(predefined.otherSettings.statusSettings.certLocation).The following example reports that an error 
occurred in the post-installation script.

The following example reports that an error occurred in the post-installation script. 
curl -X PUT -globoff #predefined.otherSettings.statusSettings.urlStatus# 

-H "Content-Type: application/json" -d '{"deployStatus":{"id":"48"}}'  
-cert #predefined.otherSettings.statusSettings.certLocation#/cert.pem  
-key #predefined.otherSettings.statusSettings.certLocation#/key.pem  
-cacert #predefined.otherSettings.statusSettings.certLocation#/ca-bundle.crt 

Windows

For Wiindows, you can import the LLXXCCAA..ppssmm11 script and then call the following commands to report status. 

• initializeRestClient

Initializes the REST client. Use the following syntax to run this command. This command is required 
before running the reporting commands.

initializeRestClient

• testLXCAConnection
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Verifies that the XClarity Administrator can connect to the host server. Use the following syntax to run this 
command. This command is optional but recommended in the installation script before running the 
reporting commands..

testLXCAConnection –masterIP "#predefined.otherSettings.lxcaIp#"

• reportWorkloadDeploymentSucceeded

Reports a successful-completion message to be logged in the XClarity Administrator jobs log. Use the 
following syntax to run this command. 

Tip: If the #predefined.unattendSettings.reportWorkloadNotComplete# macro is included in a custom 
unatted file or post-installation script, include the reportWorkloadDeploymentSucceeded command in 
the post-installation script to signal a successful-completion. Otherwise, XClarity Administrator 
automatically reports a complete status after all post-installation scripts are run. 

reportWorkloadDeploymentSucceeded -masterIP "#predefined.otherSettings.lxcaIp#"  
-UUID "#predefined.hostPlatforms.uuid#"

• reportWorkloadDeploymentRunningWithWarning

Reports a warning message to be logged in the XClarity Administrator jobs log. Use the following syntax 
to run this command.

reportWorkloadDeploymentRunningWithWarning -masterIP "#predefined.otherSettings.lxcaIp#"  
-UUID "#predefined.hostPlatforms.uuid#" –WarningMessage "<message_text>"

• reportWorkloadDeploymentFailed

Reports a failure message to be logged in the XClarity Administrator jobs log. Use the following syntax to 
run this command.

reportWorkloadDeploymentFailed -masterIP "#predefined.otherSettings.lxcaIp#"  
-UUID "#predefined.hostPlatforms.uuid#" -ErrorMessage "<message_text>"

• reportCustomPostInstallScriptError

Reports a post-installation script error message to be logged in the XClarity Administrator jobs log. Use 
the following syntax to run this command.

reportCustomPostInstallScriptError -masterIP "#predefined.otherSettings.lxcaIp#"  
-UUID "#predefined.hostPlatforms.uuid#" -Message "<message_text>"

• reportWorkloadDeploymentMessage

Reports a general message to be logged in the XClarity Administrator jobs log without affecting the state 
of the deployment. Use the following syntax to run this command.

reportWorkloadDeploymentMessage -masterIP "#predefined.otherSettings.lxcaIp#"  
-UUID "#predefined.hostPlatforms.uuid#" -Message "<message_text>"

Where <message_text> is the message that you want to return to XClarity Administrator for each status 
condition.

Note that these commands use predefined macros for the IP address of the XClarity Administrator instance 
(#predefined.otherSettings.lxcaIp#) and for the UUID of the host server to which the operating system is to 
be deployed (#predefined.hostPlatforms.uuid#).

The following example is a PowerShell installation script that installs Java and reports an error if the 
installation fails

import-module C:\windows\system32\WindowsPowerShell\v1.0\Modules\LXCA\LXCA.psm1  

initializeRestClient   

testLXCAConnection –masterIP "#predefined.otherSettings.lxcaIp#" 
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Write-Output "Reporting status to Lenovo XClarity Administator..."    
reportWorkloadDeploymentMessage -masterIP "#predefined.otherSettings.lxcaIp#"     

-UUID "#predefined.hostPlatforms.uuid#" -Message "Installing Java"  

Write-Output "Install Java...."    
Invoke-Command -ScriptBlock {#predefined.otherSettings.deployDataAndSoftwareLocation#\jre-8u151-windows-x64.exe    
[INSTALLCFG=#predefined.otherSettings.deployDataAndSoftwareLocation#\java_configfile.cfg] /s}  

if ($LastExitCode -ne 0) {    
reportWorkloadDeploymentFailed -masterIP "#predefined.otherSettings.lxcaIp#"        

-UUID "#predefined.hostPlatforms.uuid#" -ErrorMessage "Java could not be installed" 
}  

Write-Output "Completed install of Java for Administrator user."  

Importing custom software

You can import software into the OS images repository. These files can then be used to customize Linux and 
Windows images

About this task

The custom software files are installed after the operating-system deployment and post-installation scripts 
are complete.

The following file types are supported for custom software. 

Operating system Supported File Types More information

CentOS Linux Not supported

Microsoft® Windows® Azure Stack 
HCI

Not supported

Microsoft Windows Hyper-V Server Not supported

Microsoft Windows® Server A .zip file containing the software 
payload.

The default custom data and files 
path is C:\lxca.

Red Hat® Enterprise Linux (RHEL) 
Server

A .tar.gz file containing the software 
payload

The default custom data and files 
path is /home/lxca.

SUSE® Linux Enterprise Server 
(SLES)

A .tar.gz file containing the software 
payload

The default custom data and files 
path is /home/lxca.

Ubuntu Not supported

VMware vSphere® Hypervisor (ESXi) 
with Lenovo Customization

A .tar.gz file containing the software 
payload

The default custom data and files 
path is /home/lxca.

Note: The OS images repository can store an unlimited number of predefined and custom files, if space is 
available to store the files.

Procedure

To import software into the OS-images repository, complete the following steps.

Step 1. From the Lenovo XClarity Administrator menu bar, click Provisioning ➙ Manage OS Images to 
display the Deploy Operating System: Manage OS Images page.
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Step 2. Click the Software tab. 

Step 3. Click the Import File icon ( ). The Import Installation Script dialog is displayed.

Step 4. Click the Local Import tab to upload files from the local system, or click the Remote Import tab to 
upload files from a remote file server. 

Note: To upload a file from a remote file server, you must first create a remote file-server profile by 

clicking the Configure File Server icon ( ). For more information, see Configuring a remote file 
server in the Lenovo XClarity Administrator online documentation.

Step 5. If you chose to use a remote file server, select the server that you want to use from the Remote File 

Server list.

Step 6. Select the operating-system type.

Step 7. Enter the file name of the software file, or click Browse to find the file that you want to import.

Step 8.  Optional: Optional: Enter a description of the software file. 

Tip: Use the Description field to distinguish between custom files with the same name.

Step 9.  Optional: Optional: Select a checksum type to verify that the file being uploaded is not corrupt, 
and copy and paste the checksum value in the provided text field. 

If you select a checksum type, you must specify a checksum value to check the integrity and 
security of the uploaded file. The value must come from a secure source from an organization that 
you trust. If the uploaded file matches with the checksum value, it is safe to proceed with 
deployment. Otherwise, you must upload the file again or check the checksum value.

Three checksum types are supported: 
• MD5

• SHA1

• SHA256

Step 10. Click Import. 

Tip: The file is uploaded over a secure network connection. Therefore, network reliability and 
performance affects how long it takes to import the file.

If you close the web browser tab or window in which the file is being uploaded locally before the 
upload completes, the import fails.
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After you finish

The installation scripts are listed on the Software tab on the Manage OS Images page.

From this page, you can perform the following actions.

• Create a remote-file-server profile by clicking the Configure File Server icon ( ).

• Remove selected software files by clicking the Delete icon ( ).

For information about adding a software file to a customized OS image profile, see Creating a custom OS- 
image profile.

Creating a custom OS-image profile

You can add custom device drivers, boot files (Windows only), configuration settings, unattend files, 
installation scripts, and software to a predefined OS-image profile that exists in the OS-images repository. 
When you add files to an OS image, Lenovo XClarity Administrator creates a custom profile for that OS 
image. The custom profile includes the custom files and installation options.

Before you begin

The custom files that you want to add must exist in the OS-images repository (see Importing boot files, 
Importing device drivers, Importing custom configuration settings, Importing custom unattend files, 
Importing custom installation scripts, and Importing custom software).

Procedure

To customize an OS image, complete the following steps.

Step 1. From the XClarity Administrator menu bar, click Provisioning ➙ Manage OS Images to display the 
Deploy Operating System: Manage OS Images page.

Step 2. Click the OS Images tab.

Step 3. Select the predefined OS-image profile that you want to customize. 

The Customization column identifies which OS images can be customized. Click the Help icon (
) for more information about the customization for a specific OS image.
• Customizable. The OS image support customization but is not customized.
• Non Customizable. The OS image does not support customization.

Note: You can import additional base OS images (in .iso format) from a local or remote system by 

clicking the Import File icon ( ).

Step 4. Click the Create Customized Profile icon ( ). The New Custom OS Image dialog is displayed. 
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Step 5. On the General tab, specify a name, description, path for the custom files and deployment data on 
the deployment host, and customization type for the new customized OS-image profile. 

The customization type can be one of the following: 
• Only unattend files

• Only configuration files

• Unassociated unattend and configuration files

• Associated unattend and configuration files

• None

Step 6. Click Next.

Step 7. On the Device Drivers tab, select the device drive that you want to add to the Linux OS-image 
profile. 

For a list of supported formats, see Importing device drivers. 

The selected file is applied after you complete the configuration wizard.

Note: You can import additional device drivers from a local or remote system by clicking the 

Import File icon ( ). 

Step 8. Click Next.

Step 9. (Windows only) On the Boot Options tab, select the boot files that you want to add to the Windows 
OS-image profile. 

For a list of supported formats, see Importing boot files.

The selected file is applied after you complete the configuration wizard.

Step 10. Click Next.

Step 11. On the Configuration Settings tab (if applicable), select one or more custom configuration files 
that you want to add to the OS-image profile. You can select at most one file

Step 12. Click Next.

Step 13. On the Unattend Files tab: 

a. Select the unattend file that you want to add to the OS-image profile. 
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For a list of supported formats, see Importing custom unattend files.

The selected file is applied after you complete the configuration wizard.

b. Select a configuration file to associate with the unattend file from the Associated 

Configuration File column

c. Optionally select custom macros that are available in the selected configuration file or add 
custom macros in .xml format.

Step 14. Click Next.

Step 15. On the Installation Scripts tab (if applicable), select the installation scripts that you want to add to 
the Windows OS-image profile. You can select at most one post-installation script. 

For a list of supported formats, see Importing custom installation scripts.

The selected file is applied after you complete the configuration wizard.

Note: You can import additional installation scripts from a local or remote system by clicking the 

Import File icon ( ). 

Step 16. Click Next.

Step 17. On the Software tab, select the software that you want to add to the Linux OS-image profile. 

For a list of supported formats, see Importing custom software.

The selected file is applied after you complete the configuration wizard.

Note: You can import additional software from a local or remote system by clicking the Import File 

icon ( ). 

Step 18. Click Next.

Step 19. Review the settings on the Summary tab, and click Customize to create the customized OS-image 
profile.

After you finish

The customized OS images profile is listed under the base operating system on the OS Images tab on the 
Manage OS Images page.

From this page, you can perform the following actions: 

• Import a customized OS image profile and apply to a base OS image by clicking Import/Export Profile ➙ 
Export Customized Profile Image (see Importing a customized OS image profile).

• Export a selected customized OS image profile by clicking Import/Export Profile ➙ Export Customized 

Profile Image.

• Modify a selected customized OS image profile by clicking the Edit icon ( ).

• Remove a selected customized OS image profile by clicking the Delete icon ( ).
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Chapter 2. OS-deployment scenarios

Use these scenarios to help you customize and deploy operating systems to your managed servers.

Deploying RHEL with custom device drivers

This scenario installs the Red Hat Enterprise Linux (RHEL) operating system and additional device drivers 
that are not available in the base operating system. A custom profile is used that includes the additional 
device drivers. The custom profile can then be selected on the Deploy OS Images page.

Before you begin

When deploying operating systems using Lenovo XClarity Administrator, the operating system must include 
the appropriate Ethernet, Fibre Channel, and storage-adapter device drivers for your hardware. If a device 
driver is not included in the operating system, that adapter is not supported for OS deployment. In XClarity 
Administrator v1.2.0 and later, you can customize an operating system by adding device drivers.

You can obtain device drivers from the Lenovo YUM Repository webpage, from the vendor (such as Red Hat), 
or through a custom device driver that you generated yourself. For some Windows device drivers, you can 
generate a custom device driver by extracting the device driver from the installation .exe to your local system 
and creating a .zip archive file.

Note: RHEL device drivers must be in .rpm or .iso image format.

Procedure

To deploy RHEL with custom device drivers, complete the following steps.

Step 1. Download the base RHEL operating system from the Red Hat website to the local system, and 
import the image to the OS-images repository. For more information, see Importing operating- 
system images in the XClarity Administrator online documentation. 

1. From the XClarity Administrator menu bar, click Provisioning ➙ Manage OS Images to 
display the Deploy Operating System: Manage OS Images page.

2. Click the OS Images tab.

3. Click Import icon ( ).

4. Click Local Import.

5. Click Browse to find and select the RHEL image to import (for example, RHEL-<ver>–<date>- 
Server-x86_64-dvd1.iso).

6. Click Import to upload the image to the OS-images repository.

7. Wait for the import to complete. This might take a while.

Step 2. Download the custom device drivers to the local system and import the files into the OS-images 
repository. For more information, see Importing device drivers in the XClarity Administrator online 
documentation. 

1. Click the Device Drivers tab.

2. Click the Import icon ( ).

3. Click Local Import.

4. Select RHEL for the operating system.

5. Select the operating-system version.

© Copyright Lenovo 2017, 2022 51

https://linux.lenovo.com/yum/latest/repo_readme.html
https://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca.doc/osdeploy_importimages.html
https://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca.doc/osdeploy_importimages.html
https://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca.doc/osdeploy_importdevicedrivers.html


6. Select the device type.

7. Click Browse to find and select the device driver to import (for example, kmod-i40e-2.0.12-1. 
el7.x86_64.rpm).

8. Click Import to upload the file to the OS-images repository.

Step 3. Create a custom OS-image profile that includes the custom device drivers. For more information, 
see Creating a custom OS-image profile in the XClarity Administrator online documentation. 

1. Click the OS Images tab.

2. Select an OS-image profile to customize (for example, Virtualization).

3. Click Create icon ( ) to display the Create Customized Profile dialog.

4. On the General tab:
a. Enter a name for the profile (for example, Custom RHEL with device drivers).
b. Use the default value for the Custom data and file path field.
c. Select None for the customization type.
d. Click Next.

5. On the Driver Options tab, select the custom device drivers to include in profile, and click 
Next. The inbox device drivers are included by default.

6. On the Software tab, click Next.

7. Click Customize to create the custom OS-image profile.

Step 4. Deploy the custom OS-image profile to the target servers. For more information, see Deploying an 
operating-system image in the XClarity Administrator online documentation. 

1. From the XClarity Administrator menu bar, click Provisioning ➙ Deploy OS Images to display 
the Deploy Operating System: Deploy OS Images page.

2. For each target server:

a. Select the server.

b. Click Change Selected ➙ Network Settings, and specify the hostname, IP address, DNS, 
MTU and VLAN settings for the server.

Tip: VLAN settings are available only when VLAN mode is set in Global Settings ➙ IP 

Assignment ➙ Use VLANs.

c. Select the custom OS-image profile (for example, <base_OS>|<timestamp>_Custom RHEL 
with device drivers) from the drop-down list in the Image to Deploy column.

Note: Ensure that all target servers use the same custom profile.

d. (Optional) Click the License Key icon ( ) and specify the license key to use to activate the 
operating system after it is installed. 

e. Select the preferred storage location where you want to deploy the operating system image 
from the Storage column. 

Note: To ensure that operating-system deployments are successful, detach all storage 
from the managed server except the storage that is chosen for the operating-system 
deployment.

f. Verify that the deployment status for the selected server is Ready.

3. Select all target servers, and click the Deploy image icon ( ) to initiate the operating-system 
deployment.

4. On the Summary tab, review the settings.

5. Click Deploy to deploy the operating system.
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Deploying RHEL and a Hello World PHP application using a custom 
unattend file

This scenario installs the RHEL operating system along with custom software (Apache HTTP, PHP, and a 
hello-world PHP application). A custom OS-image profile is used that includes the custom unattend that 
registers the operating system with the internal Lenovo RHEL subscription service so that it can use the yum 
repositories, installs the Apache and PHP packages, configures the firewall to allow Apache connections, 
creates a Hello World PHP application and copies to the Apache web server directory, and configures the 
Apache configuration files to support PHP. 

Before you begin

You can deploy RHEL with custom software in a few different ways. This example uses a custom attend file 
that you include in the custom OS-image profile. You can also use a post-installation script that installs 
custom software that you import into the repository and include in the custom OS-image profile. For 
installing software using a post-installation script, see Deploying RHEL and a Hello World PHP application 
using custom software and a post-installation script.

This scenario uses the following sample file. 

• RHEL_installSoftware_customUnattend.cfg This custom unattend file uses values in predefined and 
custom macros and installs and configures the custom software.

Procedure

To deploy RHEL with custom software using a custom unatttend file, complete the following steps.

Step 1. Download the base RHEL operating system from the Red Hat website to the local system, and 
import the image to the OS-images repository. For more information, see Importing operating- 
system images in the Lenovo XClarity Administrator online documentation. 

1. From the XClarity Administrator menu bar, click Provisioning ➙ Manage OS Images to 
display the Deploy Operating System: Manage OS Images page.

2. Click the OS Images tab.

3. Click Import icon ( ).

4. Click Local Import.

5. Click Browse to find and select the RHEL image to import (for example, RHEL-<ver>-<date>- 
Server-x86_64-dvd1.iso).

6. Click Import to upload the image to the OS-images repository.

7. Wait for the import to complete. This might take a while.

Step 2. Modify the RHEL unattend (kickstart) file to register the operating system with your RHEL satellite 
subscription service, install HTTP (Apache) and PHP packages, and create a simple Hello World 
PHP application, add the required predefined macros and other predefined macros where 
applicable, such as the IP address, gateway, DNS and host name settings, and then import the 
custom file to the OS-images repository. For more information, see Importing custom unattend files

in the XClarity Administrator online documentation. 

Add commands to register the host with your RHEL satellite, for example: 
rpm -Uvh http://<YOUR_SATELLITE_SERVER_IP>/pub/katello-ca-consumer-latest.noarch.rpm 
subscription-manager register --org="<YOUR_ORGANIZATION>" --activationkey="RHEL_Base" --force 
subscription-manager repos --enable rhel-7-server-rpms 

Important: In the example unattend file, specify the IP address of your satellite server and your 
organization based on our subscription service configuration.
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Add commands to update the host and to install and configure apache and php packages, for 
example:  
%packages 
@base 
@core 
@fonts 
@gnome-desktop 
@internet-browser 
@multimedia 
@x11 
@print-client 
-gnome-initial-setup  

#Add the Apache and PHP packages 
httpd 
mod_ssl  
openssl  
php  
php-mysql  
php-gd  
%end   

yum -y update  

systemctl enable httpd.service  

firewall-cmd --permanent --zone=public --add-service=http  
firewall-cmd --permanent --zone=public --add-service=https 
firewall-cmd --reload  

echo "<?PHP  
echo 'Hello World !! '; 
?>" | tee /var/www/html/index.php  

sudo cp /etc/httpd/conf/httpd.conf /etc/httpd/conf/httpd.conf.original  

sudo sed -i -e 's/^[ \t]*//' /etc/httpd/conf/httpd.conf 
sudo sed -i "s|IncludeOptional|#IncludeOptional|" /etc/httpd/conf/httpd.conf 
sudo sed -i "s|#ServerName www.example.com:80|ServerName localhost|" /etc/httpd/conf/httpd.conf 
sudo sed -i "s|DirectoryIndex index.html|DirectoryIndex index.html index.php|" /etc/httpd/conf/httpd.conf  

echo "AddType application/x-httpd-php .php" | tee -a /etc/httpd/conf/httpd.conf

Note: The example unattend file modifies the default packages that are being installed with the 
kickstart file. It specifies the Apache and PHO packages as part of the %packages section.

For ESXi and RHEL only, XClarity Administrator provides the #predefined.unattendSettings. 

networkConfig# macro, which adds all network settings that are defined in the UI to the unattend 
file, and the #predefined.unattendSettings.storageConfig# macro, which adds all storage 
settings that are defined in the UI to the unattend file. The example unattend file already contains 
these macros.

XClarity Administrator also provides some basic convenience macros, such as OOB driver 
injection, status reporting, post-install scripts, custom software. However, to take advantage of 
these predefine macros, you must specify the following macros in the custom unattend file. The 
example file already contains the required macros.  
#predefined.unattendSettings.preinstallConfig# 
#predefined.unattendSettings.postinstallConfig#
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The example file already contains the required macros and additional predefined macros for 
dynamically specifying network settings for the target server and timezone. For more information 
about adding macros to unattend files, see Injecting predefined and custom macros to an unattend 
file.

You can also add commands to send custom messages to the jobs log in XClarity Administrator. 
For more information, see Adding custom status reporting to installation scripts.

To import the custom installation script, complete these steps. For more information, see Importing 
custom installation scripts.

To import the custom unattend file, complete these steps.

1. Click the Unattend Files tab.

2. Click the Import icon ( ).

3. Click Local Import.

4. Select RHEL for the operating system.

5. Click Browse to find and select the software file to import (for example, RHEL_installSoftware_ 
customUnattend.cfg).

6. Click Import to upload the file to the OS-images repository.

Step 3. Create a custom OS-image profile that includes the custom software and post-installation script. 
For more information, see Creating a custom OS-image profile in the XClarity Administrator online 
documentation. 

1. Click the OS Images tab.

2. Select an OS-image profile to customize (for example, Basic).

3. Click Create icon ( ) to display the Create Customized Profile dialog.

4. On the General tab:
a. Enter a name for the profile (for example, Custom RHEL with software using custom 

unattend).
b. Use the default value for the Custom data and file path field.
c. Select Only unattend files for the customization type.
d. Click Next.

5. On the Driver Options tab, click Next. The inbox device drivers are included by default.

6. On the Software tab, click Next.

7. On the Unattend Files tab, select custom unattend file (for example, RHEL_installSoftware_ 
customUnattend.cfg), and click Next.

8. On the Installation Scripts tab, click Next.

9. On the Summary tab, review the settings.

10. Click Customize to create the custom OS-image profile.

Step 4. Deploy the custom OS-image profile to the target servers. For more information, see Deploying an 
operating-system image in the XClarity Administrator online documentation. 

1. From the XClarity Administrator menu bar, click Provisioning ➙ Deploy OS Images to display 
the Deploy Operating System: Deploy OS Images page.

2. For each target server:

a. Select the server.

b. Click Change Selected ➙ Network Settings, and specify the hostname, IP address, DNS, 
MTU and VLAN settings for the server.
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Tip:  

• VLAN settings are available only when VLAN mode is set in Global Settings ➙ IP 

Assignment ➙ Use VLANs.

• The network settings that you specify on the Network Settings dialog are added to the 
unattend file at runtime using the #predefined.hostPlatforms.networkSettings. 

<setting># macros.

c. Select the custom OS-image profile (for example, <base_OS>|<timestamp>_Custom RHEL 
with software using custom unattend) from the drop-down list in the Image to Deploy 

column

Note: Ensure that all target servers use the same custom profile.

d. (Optional) Click the License Key icon ( ) and specify the license key to use to activate the 
operating system after it is installed. 

e. Select the preferred storage location where you want to deploy the operating system image 
from the Storage column. 

Note: To ensure that operating-system deployments are successful, detach all storage 
from the managed server except the storage that is chosen for the operating-system 
deployment.

f. Verify that the deployment status for the selected server is Ready.

3. Select all target servers, and click the Deploy image icon ( ) to initiate the operating-system 
deployment.

4. On the Custom Settings tab, click the Unattend and Configuration Settings subtab, and 
select the custom unattend file (for example, RHEL_installSoftware_customUnattend.cfg).

5. On the Summary tab, review the settings.

6. Click Deploy to deploy the operating system.
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Deploying RHEL and a Hello World PHP application using custom 
software and a post-installation script

This scenario installs the RHEL operating system along with custom software (Apache HTTP, PHP, and a 
hello-world PHP application). A custom OS-image profile is used that includes the custom software and a 
post-installation script that registers the operating system with the internal Lenovo RHEL subscription 
service so that it can use the yum repositories, installs the Apache and PHP packages, configures the firewall 
to allow Apache connections, creates a Hello World PHP application and copies to the Apache web server 
directory, and configures the Apache configuration files to support PHP. The custom software packages are 
exported to the host during the deployment and made available for the custom post-installation script to use.

Before you begin

You can deploy RHEL and a Hello World PHP application in a few different ways. This example uses a post- 
installation script that installs custom software that you import into the repository and include in the custom 
OS-image profile. You can also use a custom attend file that you include in the custom OS-image profile. For 
installing software using a custom attend file, see Deploying RHEL and a Hello World PHP application using 
a custom unattend file.

This scenario uses the following sample files. 

• httpd.conf. This is the installation file for Apache HTTP. 

• hello_world.php This is the Hello World PHP application.

• RHEL_installSoftware_customScript.sh This post-installation script installs and configures the custom 
software.

Notes: 

• RHEL installation scripts can be in one of the following formats: Bash (.sh), Perl (.pm or .pl), Python (.py)

• Software files and installation scripts are installed from the custom data and files path that you specify 
during deployment. The default custom data and files path is /home/lxca.

Procedure

To deploy RHEL with custom software using a post-installation script, complete the following steps.

Step 1. Download the base RHEL operating system from the Red Hat website to the local system, and 
import the image to the OS-images repository. For more information, see Importing operating- 
system images in the Lenovo XClarity Administrator online documentation. 

1. From the XClarity Administrator menu bar, click Provisioning ➙ Manage OS Images to 
display the Deploy Operating System: Manage OS Images page.

2. Click the OS Images tab.

3. Click Import icon ( ).

4. Click Local Import.

5. Click Browse to find and select the RHEL image to import (for example, RHEL-<ver>–<date>- 
Server-x86_64-dvd1.iso).

6. Click Import to upload the image to the OS-images repository.

7. Wait for the import to complete. This might take a while.

Step 2. Download the custom software to the local system and import the files into the OS-images 
repository. For more information, see Importing custom software in the XClarity Administrator online 
documentation. 
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Tip: To import custom software into XClarity Administrator, the files must be contained in a tar.gz 
file. For this example, compress the example software files httpd.conf and index.php into a tar.gz 
file named RHEL_installSoftware_customsw.tar.gz before continuing

1. Click the Software tab.

2. Click the Import icon ( ).

3. Click Local Import.

4. Select RHEL for the operating system.

5. Click Browse to find and select the software file to import (for example, RHEL_installSoftware_ 
customsw.tar.gz).

6. Click Import to upload the file to the OS-images repository.

Step 3. Create a custom post-installation script, and import the file to the OS-images repository. 

Add commands to register the host with the RHEL satellite, for example: 
rpm -Uvh http://satellite.labs.lenovo.com/pub/katello-ca-consumer-latest.noarch.rpm 
subscription-manager register --org="Default_Organization" --activationkey="RHEL_Base" --force 
subscription-manager repos --enable rhel-7-server-rpms A

Add a command to update the host and install and configure apache and php packages, for 
example: 
yum -y update  
yum -y install httpd mod_ssl openssl php php-mysql php-gd   

systemctl enable httpd.service  

firewall-cmd --permanent --zone=public --add-service=http  
firewall-cmd --permanent --zone=public --add-service=https 
firewall-cmd --reload

Add commands to add our PHP application to the web serversatellite, for example: 
cp #predefined.otherSettings.deployDataAndSoftwareLocation#/lxca/index.php /var/www/html/index.php

Add commands to configure Apache HTTP, for example: 
cp /etc/httpd/conf/httpd.conf /etc/httpd/conf/httpd.conf.original 
cp #predefined.otherSettings.deployDataAndSoftwareLocation#/httpd.conf /etc/httpd/conf/httpd.conf 

Note that these commands use predefined macros for the path to the extracted data and software 
files (predefined.otherSettings.deployDataAndSoftwareLocation).

You can also add commands to send custom messages to the jobs log in XClarity Administrator. 
For more information, see Adding custom status reporting to installation scripts.

To import the custom installation script, complete these steps. For more information, see Importing 
custom installation scripts in the XClarity Administrator online documentation.

1. Click the Installation Scripts tab.

2. Click the Import icon ( ).

3. Click Local Import.

4. Select RHEL for the operating system.

5. Click Browse to find and select the post-installation script to import (for example, RHEL_ 
installSoftware_customScript.sh).

6. Click Import to upload the file to the OS-images repository.
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Step 4. Create a custom OS-image profile that includes the custom software and post-installation script. 
For more information, see Creating a custom OS-image profile in the XClarity Administrator online 
documentation. 

1. Click the OS Images tab.

2. Select an OS-image profile to customize (for example, Basic).

3. Click Create icon ( ) to display the Create Customized Profile dialog.

4. On the General tab:
a. Enter a name for the profile (for example, Custom RHEL with software using post- 

installation script).
b. Use the default value for the Custom data and file path field.
c. Select None for the customization type.
d. Click Next.

5. On the Driver Options tab, click Next. The inbox device drivers are included by default.

6. On the Software tab, select the software installation files (for example httpd.conf and index. 
php), and click Next.

7. On the Installation Scripts tab, select the installation scripts (for example, RHEL_ 
installSoftware_customScript.sh), and click Next.

8. On the Summary tab, review the settings.

9. Click Customize to create the custom OS-image profile.

Step 5. Deploy the custom OS-image profile to the target servers. For more information, see Deploying an 
operating-system image in the XClarity Administrator online documentation. 

1. From the XClarity Administrator menu bar, click Provisioning ➙ Deploy OS Images to display 
the Deploy Operating System: Deploy OS Images page.

2. For each target server:

a. Select the server.

b. Click Change Selected ➙ Network Settings, and specify the hostname, IP address, DNS, 
MTU and VLAN settings for the server.

Tip: VLAN settings are available only when VLAN mode is set in Global Settings ➙ IP 

Assignment ➙ Use VLANs.

c. Select the custom OS-image profile (for example, <base_OS>|<timestamp>_Custom RHEL 
with software using post-installation script) from the drop-down list in the Image to 

Deploy column

Note: Ensure that all target servers use the same custom profile.

d. Select the preferred storage location where you want to deploy the operating system image 
from the Storage column. 

Note: To ensure that operating-system deployments are successful, detach all storage 
from the managed server except the storage that is chosen for the operating-system 
deployment.

e. Verify that the deployment status for the selected server is Ready.

3. Select all target servers, and click the Deploy image icon ( ) to initiate the operating-system 
deployment.

4. On the Summary tab, review the settings.

5. Click Deploy to deploy the operating system.
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Deploying SLES 12 SP3 with custom packages and time zone

This scenario installs the SLES 12 SP3 operating system (in English) and several optional SLES packages. It 
also prompts for the time zone. A custom OS-image profile is used that includes a custom configuration file 
and custom unattend file. This custom profile can be selected on the Deploy OS Images page. Then, the SLE 
packages that you want to deploy can be selected and time zone can be specified on the Custom Settings 
tab. The selected values are substituted for the custom macros in the custom unattend, and the SLES 
autoyast installer uses those values in the unattend file to configure the operating system.

Before you begin

This scenario uses the following sample files. 

• SLES_installPackages_customConfig.json. This configuration file prompts for the time zone and optional 
SLES packages (Linux, Apache, MySQL, PHP software package, SLES mail server package, and SLES 
file server package) to install. 

• SLES_installPackages_customUnattend.xml This unattend file uses values in predefined macros and 
custom macros that are defined in the configuration file.

Procedure

To deploy SLES 12 SP3 to servers using a custom OS-image profile, complete the following steps.

Step 1. Download the base SLES operating system from the SUSE website to the local system, and import 
the image to the OS-images repository. For more information, see Importing operating-system 
images in the Lenovo XClarity Administrator online documentation. 

1. From the XClarity Administrator menu bar, click Provisioning ➙ Manage OS Images to 
display the Deploy Operating System: Manage OS Images page.

2. Click the OS Images tab.

3. Click Import icon ( ).

4. Click Local Import.

5. Click Browse to find and select the SLES 12 SP3 image to import (for example, SLE-12-SP3- 
Server-DVD-x86_64-GM-DVD1.iso).

6. Click Import to upload the image to the OS-images repository.

7. Wait for the import to complete. This might take a while.

Step 2. Create a custom configuration-settings file, and import the file to the OS-images repository. 

The configuration-settings file is a JSON file that describe the data that needs to be gathered 
dynamically during the OS deployment process. For this scenario, we want to specify the optional 
SLES packages that can be installed (including SLES Linux, Apache, MySQL, PHP software 
package, SLES mail-server package, and SLES file-server package) and a time zone to use for 
each OS deployment. For more information about creating a configuration-settings file, see 
Configuration-settings JSON specification in the XClarity Administrator online documentation.

To import the configuration-settings file, complete these steps. For more information, see Importing 
custom configuration settings in the XClarity Administrator online documentation.

1. Click the Configuration Files tab.

2. Click the Import icon ( ).

3. Click Local Import.

4. Select SLES for the operating system.
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5. Click Browse to find and select the configuration-settings file to import (for example, SLES_ 
installPackages_customConfig.json).

6. Click Import to upload the file to the OS-images repository.

Note: When you import a custom configuration-settings file, XClarity Administrator generates 
custom macros for each setting in the file. You can add those macros to the unattend file. 
During OS deployment, the macros are replaced with actual values.

Step 3. Modify the SLES unattend file to specify dynamic values for the optional SLES packages and time 
zone, and then import the custom file to the OS-images repository. For more information, see 
Importing custom unattend files in the XClarity Administrator online documentation. 

In the <general> section, add the time zone information, for example: 
<timezone>    

<hwclock></hwclock>    

<timezone></timezone> 

</timezone>

In the <patterns> section, add three pattern tags. These tags are used for the custom macros for 
the optional SLES package settings, for example: 
<patterns config:type="list">    

<pattern>32bit</pattern>    
<pattern>Basis-Devel</pattern>    
<pattern>Minimal</pattern>    
<pattern>WBEM</pattern>    
<pattern>apparmor</pattern>    
<pattern>base</pattern>    
<pattern>documentation</pattern>    
<pattern>fips</pattern>    
<pattern>gateway_server</pattern>    
<pattern>ofed</pattern>    
<pattern>printing</pattern>    
<pattern>sap_server</pattern>    
<pattern>x11</pattern>    
<pattern></pattern>    

<pattern></pattern>    

<pattern></pattern> 

</patterns>

Notes: 

• These tags are in the sample unattend file.

• When you use a custom unattend file, XClarity Administrator does not provide many of the 
normal convenience features that you get when you use a predefined unattend file. For example, 
the targets <DiskConfiguration>, <ImageInstall>, <ProductKey>, and <UserAccounts> for 
Administrator, <Interfaces> for networking, and <package> list for installation features must be 
specified in the custom unattend file that is being uploaded.

To import the custom unattend file, complete these steps.

1. Click the Unattend Files tab.

2. Click the Import icon ( ).

3. Click Local Import.

4. Select SLES for the operating system.

5. Click Browse to find and select the unattend file to import (for example, SLES_installPackages_ 
customUnattend.xml).
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6. Click Import to upload the file to the OS-images repository.

Note: A warning that there are missing predefined macros in the unattend file is displayed. 
You can ignore the warning for now. You will add the predefined macros in the next step

7. Click Close in the warning dialog to open the Edit Unattend File dialog.

Step 4. Associate the custom unattend file with the custom configuration-settings file, and add the required 
predefined and custom macros (settings) from the configuration-settings file to the unattend file. 
For more information, see Associating an unattend file with a configuration settings file and Injecting 
predefined and custom macros to an unattend file in the XClarity Administrator online documentation. 

Tip: You can optionally associate the custom unattend file with the custom configuration-settings 
file and add macros when importing the unattend file.

1. From the Edit Unattend File dialog, select the configuration-settings file to associate with the 
unattend file from the Associate a Configuration File drop-down list (for example, SLES_ 
installPackages_customConfig).

2. Add the required predefined macros to the unattend file.

a. Select Predefined from the Available Macros drop-down list.

b. Place the cursor in the unattend file anywhere after line 1 (after the <xml> tag).

c. Expand the predefined ➙ unattendSettings list in the list of available predefined macros. 

d. Click the preinstallConfig and postinstallConfig macros to add the macros to the 
unattend file.

For example:

<?xml version="1.0"?> 
<!DOCTYPE profile SYSTEM "/usr/share/YaST2/include/autoinstall/profile.dtd"> 
#predefined.unattendSettings.preinstallConfig# 

#predefined.unattendSettings.postinstallConfig# 

<profile xmlns="http://www.suse.com/1.0/yast2ns" xmlns:config="http://www.suse.com/1.0/configns">

3. Add the custom macro for specifying the time zone.

a. Select Custom from the Available Macros drop-down list.

b. Place the cursor after the <hwclock> tag, and click timezone to add the time zone macro.

c. Place the cursor after the <timezone> tag, and click timezone to add the time zone macro.

For example:

<timezone>    
<hwclock>#timezone#</hwclock>    
<timezone>#timezone#</timezone> 

</timezone>

4. Add the custom macro for specifying the optional SLES packages.

a. Expand the server-settings ➙ node list in the list of available custom macros. 

b. Place the cursor in one of the empty <pattern> tags, and click fileserver.

c. Place the cursor in one of the empty <pattern> tags, and click lampserver.

d. Place the cursor in one of the empty <pattern> tags, and click mailserver.

For example:

<patterns config:type="list">    
<pattern>32bit</pattern>    
<pattern>Basis-Devel</pattern>    
<pattern>Minimal</pattern>    
<pattern>WBEM</pattern>    
<pattern>apparmor</pattern> 
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<pattern>base</pattern>    
<pattern>documentation</pattern>    
<pattern>fips</pattern>    
<pattern>gateway_server</pattern>    
<pattern>ofed</pattern>    
<pattern>printing</pattern>    
<pattern>sap_server</pattern>    
<pattern>x11</pattern>    
<pattern>#server-settings.node.fileserver#</pattern>    
<pattern>#server-settings.node.lampserver#</pattern>    
<pattern>#server-settings.node.mailserver#</pattern> 

</patterns>

5. Click Save to bind the files together and save the changes to the unattend file.

Step 5. Create a custom OS-image profile that includes the custom configuration-settings and unattend 
files. For more information, see Creating a custom OS-image profile in the XClarity Administrator 
online documentation. 

1. Click the OS Images tab.

2. Select an OS-image profile to customize (for example, Basic).

3. Click Create icon ( ) to display the Create Customized Profile dialog.

4. On the General tab:
a. Enter a name for the profile (for example, Custom SLES with optional packages).
b. Use the default value for the Custom data and file path field.
c. Select Associated unattend and configuration-settings files for the customization type.
d. Click Next.

5. On the Driver Options tab, click Next. The inbox device drivers are included by default.

6. On the Software tab, click Next.

7. On the Unattend Files tab, select the unattend file (for example, SLES_installPackages_ 
customUnattend.xml), and click Next.

The associated configuration-settings file is automatically selected.

8. On the Installation Scripts tab, click Next.

9. On the Summary tab, review the settings.

10. Click Customize to create the custom OS-image profile.

Step 6. Deploy the custom OS-image profile to the target servers. For more information, see Deploying an 
operating-system image in the XClarity Administrator online documentation. 

1. From the XClarity Administrator menu bar, click Provisioning ➙ Deploy OS Images to display 
the Deploy Operating System: Deploy OS Images page.

2. For each target server:

a. Select the server.

b. Click Change Selected ➙ Network Settings, and specify the hostname, IP address, DNS, 
MTU and VLAN settings for the server.

Tip: VLAN settings are available only when VLAN mode is set in Global Settings ➙ IP 

Assignment ➙ Use VLANs.

c. Select the custom OS-image profile (for example, <base_OS>|<timestamp>_Custom SLES 
with optional packages) from the drop-down list in the Image to Deploy column

Note: Ensure that all target servers use the same custom profile.

d. Select the preferred storage location where you want to deploy the operating system image 
from the Storage column. 
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Note: To ensure that operating-system deployments are successful, detach all storage 
from the managed server except the storage that is chosen for the operating-system 
deployment.

e. Verify that the deployment status for the selected server is Ready.

3. Select all target servers, and click the Deploy image icon ( ) to initiate the operating-system 
deployment.

4. On the Custom Settings tab, click the Unattend and Configuration Settings subtab, and 
select the custom configuration-settings file (for example, SLES_installPackages_ 
customConfig). 

Note: The associated custom unattend file is selected automatically.

5. On the Server-Specific Settings subtab, select the target server and the optional SLES 
packages that you want to deploy.

64 Lenovo XClarity Administrator Quick Start Guide Customizing and deploying an operating system



6. On the Common Settings subtab, select the time zone to set for all target servers.  

7. On the Summary tab, review the settings.

8. Click Deploy to deploy the operating system.
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Deploying SLES 12 SP3 with custom software

This scenario installs the SLES 12 SP3 operating system along with custom software (Java and Eclipse IDE). 
A custom profile is used that includes the custom software and post-installation scripts to install and 
configure the custom software. The custom software packages are copied to the host during the deployment 
and made available for the custom post-install script to use.

Before you begin

This scenario uses the following sample files. 

• jre-8u151-linux-x64.tar.gz. This is the installation file for Java for Eclipse. 

• eclipse-4.6.3-3.1.x86_64.tar.gz This is the installation file for Eclipse IDE.

• SLES_installSoftware_customScript.sh This post-installation script creates a user to launch Eclipse, and 
installs Eclipse IDE and Java.

Notes: 

• SLES installation scripts can be in one of the following formats: Bash (.sh), Perl (.pm or .pl), Python (.py)

• Software files and installation scripts are installed from the custom data and files path that you specify 
during deployment. The default custom data and files path is /home/lxca.

• For SLES 12 SP3, the Eclipse IDE requires the GCC compiler, which is included in the predefined Basic 
profile. This scenario creates a custom OS-image profile using the predefined Basic profile as the base. If 
you choose to use another profile, you must ensure that the profile includes the GCC compiler.

Procedure

To deploy SLES 12 SP3 with custom software, complete the following steps.

Step 1. Download the base SLES 12 SP3 operating system from the SUSE website to the local system, 
and import the image to the OS-images repository. For more information, see Importing operating- 
system images in the Lenovo XClarity Administrator online documentation. 

1. From the XClarity Administrator menu bar, click Provisioning ➙ Manage OS Images to 
display the Deploy Operating System: Manage OS Images page.

2. Click the OS Images tab.

3. Click Import icon ( ).

4. Click Local Import.

5. Click Browse to find and select the SLES 12 SP3 image to import (for example, SLE-12-SP3- 
Server-DVD-x86_64-GM-DVD1.iso).

6. Click Import to upload the image to the OS-images repository.

7. Wait for the import to complete. This might take a while.

Step 2. Download the custom software to the local system and import the files into the OS-images 
repository. For more information, see Importing custom software in the XClarity Administrator online 
documentation. 

1. Click the Software tab.

2. Click the Import icon ( ).

3. Click Local Import.

4. Select SLES for the operating system.

5. Click Browse to find and select the software file to import (for example, jre-8u151-linux-x64. 
tar.gz).
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6. Click Import to upload the file to the OS-images repository.

7. Click the Import icon ( ) again.

8. Click Local Import.

9. Select SLES for the operating system.

10. Click Browse to find and select the software- file to import (for example, eclipse-4.6.3-3.1. 
x86_64.tar.gz).

11. Click Import to upload the file to the OS-images repository.

Step 3. Create a custom post-installation script, and import the file to the OS-images repository. 

Add commands to create a user to launch eclipse to this file, for example: 
echo "Create a user called lenovo..." 
egrep "lenovo" /etc/passwd >/dev/null 
pass=$(perl -e 'print crypt($ARGV[0], "password")' "Passw0rd") 
useradd -m -p $pass lenovo 
[ $? -eq 0 ] && echo "User has been created." || curl -X PUT  
--globoff #predefined.otherSettings.statusSettings.urlStatus# -H "Content-Type: application/json"  
-d '{"deployStatus":{"id":"46","parameters":["'"Could not create lenovo user"'"]}}'  
--cert #predefined.otherSettings.statusSettings.certLocation#/cert.pem  
--key #predefined.otherSettings.statusSettings.certLocation#/key.pem  
--cacert #predefined.otherSettings.statusSettings.certLocation#/ca-bundle.crt 

Add commands to install the software, for example: 
#Install Java for eclipse 
echo "Installing Java JRE 8...." 
rpm -ivh #predefined.otherSettings.deployDataAndSoftwareLocation#/jre-8u151-linux-x64.rpm  

#Install eclipse 
echo "Installing Eclipse IDE..." 
rpm -ivh #predefined.otherSettings.deployDataAndSoftwareLocation#/eclipse-4.6.3-3.1.x86_64.rpm 

Note that these commands use predefined macros for the HTTPS URL that XClarity Administrator 
uses for reporting status (predefined.otherSettings.statusSettings.urlStatus), for the Folder 
containing the certificates that are needed to access the urlStatus web service from the host OS on 
first boot (predefined.otherSettings.statusSettings.certLocation), and for the path to the 
extracted data and software files (predefined.otherSettings.deployDataAndSoftwareLocation).

You can also add commands to send custom messages to the jobs log in XClarity Administrator, as 
shown in the sample file. For more information, see Adding custom status reporting to installation 
scripts.

To import the custom installation script, complete these steps. For more information, see Importing 
custom installation scripts in the XClarity Administrator online documentation.

1. Click the Installation Scripts tab.

2. Click the Import icon ( ).

3. Click Local Import.

4. Select SLES for the operating system.

5. Click Browse to find and select the post-installation script to import (for example, SLES_ 
installSoftware_customScript.sh).

6. Click Import to upload the file to the OS-images repository.
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Step 4. Create a custom OS-image profile that includes the custom software and post-installation script. 
For more information, see Creating a custom OS-image profile in the XClarity Administrator online 
documentation. 

1. Click the OS Images tab.

2. Select an OS-image profile to customize (for example, Basic).

3. Click Create icon ( ) to display the Create Customized Profile dialog.

4. On the General tab:
a. Enter a name for the profile (for example, Custom SLES with software).
b. Use the default value for the Custom data and file path field.
c. Select None for the customization type.
d. Click Next.

5. On the Driver Options tab, click Next. The inbox device drivers are included by default.

6. On the Software tab, select the software installation files (for example jre-8u151-linux-x64.tar. 
gz and eclipse-4.6.3-3.1.x86_64.tar.gz), and click Next.

7. On the Installation Scripts tab, select the installation scripts (for example, SLES_ 
installSoftware_customScript.sh), and click Next.

8. On the Summary tab, review the settings.

9. Click Customize to create the custom OS-image profile.

Step 5. Deploy the custom OS-image profile to the target servers. For more information, see Deploying an 
operating-system image in the XClarity Administrator online documentation. 

1. From the XClarity Administrator menu bar, click Provisioning ➙ Deploy OS Images to display 
the Deploy Operating System: Deploy OS Images page.

2. For each target server:

a. Select the server.

b. Click Change Selected ➙ Network Settings, and specify the hostname, IP address, DNS, 
MTU and VLAN settings for the server.

Tip: VLAN settings are available only when VLAN mode is set in Global Settings ➙ IP 

Assignment ➙ Use VLANs.

c. Select the custom OS-image profile (for example, <base_OS>|<timestamp>_Custom SLES 
with software) from the drop-down list in the Image to Deploy column

Note: Ensure that all target servers use the same custom profile.

d. Select the preferred storage location where you want to deploy the operating system image 
from the Storage column. 

Note: To ensure that operating-system deployments are successful, detach all storage 
from the managed server except the storage that is chosen for the operating-system 
deployment.

e. Verify that the deployment status for the selected server is Ready.

3. Select all target servers, and click the Deploy image icon ( ) to initiate the operating-system 
deployment.

4. On the Summary tab, review the settings.

5. Click Deploy to deploy the operating system.
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Deploying SLES 12 SP3 with a configurable locale and NTP servers

This scenario installs the SLES 12 SP3 operating system with either English, Brazilian, or Japanese enabled 
for the keyboard and operating-system locales. It also configures the IP address for up to three NTP servers. 
A custom OS-image profile is used that includes an unattend file (with predefined and custom macros) and a 
configuration-settings file for selecting the locales and NTP-server settings. This custom profile can be 
selected on the Deploy OS Images page. Then, the locales and NTP-server settings can be selected on the 
Custom Settings tab. The specified values are substituted for the custom macros contain in the custom 
unattend file, and the SLES autoyast installer uses those values in the unattend file to configure the operating 
system.

Before you begin

This scenario uses the following sample files. 

• SLES_locale_customConfig.json. This custom configuration file prompts for the language to install for the 
OS local and keyboard for SLES and for the NTP server. 

• SLES_locale_customUnattend.xml. This custom unattend file uses values in custom macros that are 
defined in the configuration file.

Procedure

To deploy SLES 12 SP3 using custom OS-image profile, complete the following steps.

Step 1. Download the base SLES operating system from the SUSE website to the local system, and import 
the image to the OS-images repository. For more information, see Importing operating-system 
images in the Lenovo XClarity Administrator online documentation. 

1. From the XClarity Administrator menu bar, click Provisioning ➙ Manage OS Images to 
display the Deploy Operating System: Manage OS Images page.

2. Click the OS Images tab.

3. Click Import icon ( ).

4. Click Local Import.

5. Click Browse to find and select the SLES 12 SP3 image to import (for example, SLE-12-SP3- 
Server-DVD-x86_64-GM-DVD1.iso).

6. Click Import to upload the image to the OS-images repository.

7. Wait for the import to complete.

Step 2. Create a custom configuration-settings file, and import the file to the OS-images repository. 

The configuration-settings file is a JSON file that describe the data that needs to be gathered 
dynamically during the OS deployment process. For this scenario, we want to specify the 
operating-system locale (en_US, ja_JP, pt_BR), the keyboard locale (english-us, Japanese, or 
portugese-br), and up to three NTP server IP addresses to use for each OS deployment. For more 
information about creating a configuration-settings file, see Configuration-settings JSON 
specification in the XClarity Administrator online documentation.

To import the configuration-settings file, complete these steps. For more information, see Importing 
custom configuration settings in the XClarity Administrator online documentation.

1. Click the Configuration Files tab.

2. Click the Import icon ( ).

3. Click Local Import.

4. Select SLES for the operating system.
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5. Click Browse to find and select the configuration-settings file to import (for example, SLES_ 
locale_customConfig.json).

6. Click Import to upload the file to the OS-images repository 

Note: When you import a custom configuration-settings file, XClarity Administrator generates 
custom macros for each setting in the file. You can add those macros to the unattend file. 
During OS deployment, the macros are replaced with actual values.

Step 3. Modify the SLES unattend file to specify dynamic values for the operating-system locale, keyboard 
locale, and NTP server IP addresses, and then import the custom file to the OS-images repository. 
For more information, see Importing custom unattend files in the XClarity Administrator online 
documentation. 

Just after the <profile> tag, add the NTP server and networking information. The following example 
includes tags for two NTP servers. The IP addresses will be added as macros in a later step. 
<ntp-client>    

<configure_dhcp config:type="boolean">false</configure_dhcp>    
<peers config:type="list">       

<peer>          
<address></address>          
<initial_sync config:type="boolean">true</initial_sync>          
<options></options>          
<type>server</type>       

</peer>       
<peer>          

<address></address>          
<initial_sync config:type="boolean">true</initial_sync>          
<options></options>          
<type>server</type>       

</peer>    
</peers>    
<start_at_boot config:type="boolean">true</start_at_boot>    
<start_in_chroot config:type="boolean">true</start_in_chroot> 

</ntp-client>

In the <general> section, add the OS and keyboard locale info, as shown in the following example. 
The keyboard and operating system locale settings will be added as macros in a later step. 
<keyboard>    

<keymap></keymap> 
</keyboard> 
<language></language>

Note: When you use a custom unattend file, XClarity Administrator does not provide many of the 
normal convenience features that you get when you use a predefined unattend file. For example, 
the targets <DiskConfiguration>, <ImageInstall>, <ProductKey>, and <UserAccounts> for 
Administrator, <Interfaces> for networking, and <package> list for installation features must be 
specified in the custom unattend file that is being uploaded.

To import the custom unattend file, complete these steps.

1. Click the Unattend Files tab.

2. Click the Import icon ( ).

3. Click Local Import.

4. Select SLES for the operating system.

5. Click Browse to find and select the unattend file to import (for example, SLES_locale_ 
customUnattend.xml).
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6. Click Import to upload the file to the OS-images repository 

Step 4. Associate the custom unattend file with the custom configuration-settings file, and add the required 
predefined and custom macros (settings) from the configuration-settings file to the unattend file. 
For more information, see Associating an unattend file with a configuration settings file and Injecting 
predefined and custom macros to an unattend file in the XClarity Administrator online documentation 

Tip: You can optionally the custom unattend file with the custom configuration-settings file and add 
macros when importing the unattend file.

1. From the Unattend Files tab, select the custom attend file (for example, SLES_locale_ 
customUnattend.xml).

2. Click the Associate a Configuration File icon ( ) to display the Associate an Unattend File 
dialog.

3. Select the configuration-settings file to associate with the unattend file (for example, SLES_ 
locale_customConfig).

4. Add the required predefined macros to the unattend file.

a. Select Predefined from the Available Macros drop-down list.

b. Place the cursor in the unattend file anywhere after line 1 (after the <xml> tag).

c. Expand the predefined ➙ unattendSettings list in the list of available predefined macros. 

d. Click the preinstallConfig and postinstallConfig macros to add the macros.

For example:

<?xml version="1.0"?> 
<!DOCTYPE profile SYSTEM "/usr/share/YaST2/include/autoinstall/profile.dtd"> 
#predefined.unattendSettings.preinstallConfig# 

#predefined.unattendSettings.postinstallConfig# 

<profile xmlns="http://www.suse.com/1.0/yast2ns" xmlns:config="http://www.suse.com/1.0/configns">

5. Add the custom macro for specifying the operating-system locale.

a. Select Custom from the Available Macros drop-down list

b. Place the cursor after the <language> tag.

c. Expand server-settings ➙ node in the list of available custom macros, and then click 
locale to add the OS-locale macro.

For example:

<language>#server-settings.node.locale#</language>

6. Add the custom macro for specifying the keyboard locale.

a. Place the cursor after the <keymap> tag.

b. Expand server-settings ➙ node in the list of available custom macros, and then click 
keyboardLocale to add the keyboard-locale macro.

For example:

<keyboard>    
<keymap>#server-settings.node.keyboardLocale#</keymap> 

</keyboard>

7. Add the custom macro for specifying the NTP server IP addresses.

In this scenario, the custom configuration-settings file uses a template to specify zero to three 
NTP servers. When using templates in the configuration-settings file, macros that are 
associated with template are not displayed in the Associate an Unattend File dialog. Instead, 
you must manually edit the unattend file and add the macros and appropriate tags.
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For example, to include three NTP servers, you would add the following tags and macros to 
the unattend file. These tags and macros already exist in the example unattend file for this 
scenario.

<ntp-client>     
<configure_dhcp config:type="boolean">false</configure_dhcp>     
<peers config:type="list">       

<peer>         
<address>#server-settings.ntpserver1#</address>         
<initial_sync config:type="boolean">true</initial_sync>         
<options></options>         
<type>server</type>       

</peer>       
<peer>         

<address>#server-settings.ntpserver2#</address>         
<initial_sync config:type="boolean">true</initial_sync>         
<options></options>         
<type>server</type>       

</peer>       
<peer>         

<address>#server-settings.ntpserver3#</address>         
<initial_sync config:type="boolean">true</initial_sync>         
<options></options>         
<type>server</type>       

</peer>     
</peers>     
<start_at_boot config:type="boolean">true</start_at_boot>     
<start_in_chroot config:type="boolean">true</start_in_chroot> 

</ntp-client>

8. Click Associate to bind the files together and save the changes to the unattend file.

Step 5. Create a custom OS-image profile that includes the custom configuration-settings and unattend 
files. For more information, see Creating a custom OS-image profile in the XClarity Administrator 
online documentation. 

1. Click the OS Images tab.

2. Select an OS-image profile to customize (for example, Basic).

3. Click Create icon ( ) to display the Create Customized Profile dialog.

4. On the General tab:
a. Enter a name for the profile (for example, Custom SLES for OS and keyboard locale and NTP 

server).
b. Use the default value for the Custom data and file path field.
c. Select Associated unattend and configuration-settings files for the customization type.
d. Click Next.

5. On the Driver Options tab, click Next. The inbox device drivers are included by default.

6. On the Software tab, click Next.

7. On the Unattend Files tab, select the unattend file (for example, SLES_locale_customUnattend. 
xml), and click Next.

The associated configuration-settings file is automatically selected.

8. On the Installation Scripts tab, click Next.

9. On the Summary tab, review the settings.

10. Click Customize to create the custom OS-image profile.

Step 6. Deploy the custom OS-image profile to the target server. For more information, see Deploying an 
operating-system image in the XClarity Administrator online documentation. 
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1. From the XClarity Administrator menu bar, click Provisioning ➙ Deploy OS Images to display 
the Deploy Operating System: Deploy OS Images page.

2. For each target server:

a. Select the server.

b. Click Change Selected ➙ Network Settings, and specify the hostname, IP address, DNS, 
MTU and VLAN settings for the server.

Tip: VLAN settings are available only when VLAN mode is set in Global Settings ➙ IP 

Assignment ➙ Use VLANs.

c. Select the custom OS-image profile (for example, <base_OS>|<timestamp>_Custom SLES 
for OS and keyboard locale and NTP server) from the drop-down list in the Image to Deploy 

column

Note: Ensure that all target servers use the same custom profile.

d. Select the preferred storage location where you want to deploy the operating system image 
from the Storage column. 

Note: To ensure that operating system deployments are successful, detach all storage 
from the managed server except the storage that is chosen for the operating-system 
deployment.

e. Verify that the deployment status for the selected server is Ready.

3. Select all target servers, and click the Deploy image icon ( ) to initiate the operating-system 
deployment.

4. On the Custom Settings tab, click the Unattend and Configuration Settings subtab, and 
select the custom configuration-settings file (for example, SLES_locale_customConfig). 

Note: The associated custom unattend file is selected automatically.

5. On the Server-Specific Settings subtab, select the target server, OS locale, and keyboard 
locale.

6. On the Common Settings subtab, click Add to specify the IP address of up to three NTP 
servers. 

7. On the Summary tab, review the settings.
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8. Click Deploy to deploy the operating system.

Deploying VMware ESXi v6.7 with Lenovo Customization to a local disk 
using a static IP address

This scenario installs the VMware ESXi v6.7 with Lenovo Customization operating system to the local disk 
using the static IP address of the host server. A custom OS-image profile is used that includes an unattend 
file with predefined macros. This custom profile can be selected on the Deploy OS Images page. Known 
values are substituted for the predefined macros in the custom unattend file, and the VMware ESXi kickstart 
installer uses those values in the unattend file to configure the operating system.

Before you begin

This scenario uses the following sample files. 

• ESXi_staticIP_customUnattend.cfg. This custom unattend file uses values in predefined macros.

Procedure

To deploy VMware ESXi v6.7 using custom OS-image profile, complete the following steps.

Step 1. Download the VMware vSphere® Hypervisor (ESXi) with Lenovo Customization operating system 
from the VMware Support – Downloads webpage website to the local system, and import the image 
to the OS-images repository. For more information, see Importing operating-system images in the 
Lenovo XClarity Administrator online documentation. 

1. From the XClarity Administrator menu bar, click Provisioning ➙ Manage OS Images to 
display the Deploy Operating System: Manage OS Images page.

2. Click the OS Images tab.

3. Click Import icon ( ).

4. Click Local Import.

5. Click Browse to find and select the ESXi image to import (for example, ESXi6.7-7535516-RC- 
Lenovo_20180126_Async.iso).

6. Click Import to upload the image to the OS-images repository.

7. Wait for the import to complete.

Step 2. Modify the ESXi unattend (kickstart) file to add the required predefined macros and other 
predefined macros where applicable, such as the IP address, gateway, DNS and host name 
settings, and then import the custom file to the OS-images repository. For more information, see 
Importing custom unattend files in the XClarity Administrator online documentation. 

For ESXi and RHEL only, XClarity Administrator provides the #predefined.unattendSettings. 

networkConfig# macro, which adds all network settings that are defined in the UI to the unattend 
file. Because this example specifies a setting (--addvmportgroup) that is not defined in the UI, the . 
#predefinedunattendSettings.storageConfig# macro is not used in the sample unattend file. 
Instead, network settings are individually added to the file, and the #predefined.hostPlatforms. 

networkSettings.<setting># macros are used.

For ESXi and RHEL only, XClarity Administrator also provides the #predefined.unattendSettings. 

storageConfig# macro, which adds all storage settings that are defined in the UI to the unattend 
file. Because this example specifies settings (--novmfsondisk and –ignoressd) that are not 
defined in the UI, the #predefinedunattendSettings.storageConfig# macro is not used in the 
sample unattend file. Instead, storage settings are individually added and --firstdisk=local is 
hardcoded in the file.
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Note: XClarity Administrator provides some basic convenience macros, such as OOB driver 
injection, status reporting, post-install scripts, custom software. However, to take advantage of 
these predefine macros, you must specify the following macros in the custom unattend file. The 
example file already contains the required macros. Note that because the %firstboot section is 
included, the ordering of these predefined macros matters. For more information, see Importing 
custom unattend files in the XClarity Administrator online documentation. 
#predefined.unattendSettings.preinstallConfig# 
#predefined.unattendSettings.postinstallConfig#
The example file already contains the required macros and additional predefined macros for 
dynamically specifying network settings for the target server. For more information about adding 
macros to unattend files, see Injecting predefined and custom macros to an unattend file.

For more information about available predefined macros, see Predefined macros.

To import the custom unattend file, complete these steps.

1. Click the Unattend Files tab.

2. Click the Import icon ( ).

3. Click Local Import.

4. Select ESXi for the operating system.

5. Click Browse to find and select the unattend file to import (for example, ESXi_staticIP_ 
customUnattend.cfg).

6. Click Import to upload the file to the OS-images repository 

Step 3. Create a custom OS-image profile that includes the custom unattend. For more information, see 
Creating a custom OS-image profile in the XClarity Administrator online documentation. 

1. Click the OS Images tab.

2. Select an OS-image profile to customize (for example, Virtualization).

3. Click Create icon ( ) to display the Create Customized Profile dialog.

4. On the General tab:
a. Enter a name for the profile (for example, Custom ESXi using static IP).
b. Use the default value for the Custom data and file path field.
c. Select Only unattend files for the customization type.
d. Click Next.

5. On the Unattend Files tab, select the unattend file (for example, ESXi_staticIP_ 
customUnattend.cfg), and click Next.

6. On the Summary tab, review the settings.

7. Click Customize to create the custom OS-image profile.

Step 4. Deploy the custom OS-image profile to the target server. For more information, see Deploying an 
operating-system image in the XClarity Administrator online documentation. 

1. From the XClarity Administrator menu bar, click Provisioning ➙ Deploy OS Images to display 
the Deploy Operating System: Deploy OS Images page.

2. For each target server:

a. Select the server.

b. Click Change Selected ➙ Network Settings, and specify the hostname, IP address, DNS, 
MTU and VLAN settings for the server.

Tip:  

• VLAN settings are available only when VLAN mode is set in Global Settings ➙ IP 

Assignment ➙ Use VLANs.
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• The network settings that you specify on the Network Settings dialog are added to the 
unattend file at runtime using the #predefined.hostPlatforms.networkSettings. 

<setting># macros.

c. Select the custom OS-image profile (for example, <base_OS>|<timestamp>_Custom ESXi 
using static IP) from the drop-down list in the Image to Deploy column

Note: Ensure that all target servers use the same custom profile.

d. (Optional) Click the License Key icon ( ) and specify the license key to use to activate the 
operating system after it is installed. 

e. Verify that the deployment status for the selected server is Ready.

Note: Because --firstdisk=local is specified in the unattend file, you do not need to specify 
the preferred storage location in the Storage column. The setting in the UI is ignored.

3. Select all target servers, and click the Deploy image icon ( ) to initiate the operating-system 
deployment.

4. On the Custom Settings tab, click the Unattend and Configuration Settings subtab, and 
select the custom unattend file (for example, ESXi_staticIP_customUnattend.cfg). 

5. On the Summary tab, review the settings.

6. Click Deploy to deploy the operating system.

Deploying VMware ESXi v6.7 with Lenovo Customization with a 
configurable locale and second-user credentials

This scenario installs the VMware ESXi v6.7 with Lenovo Customization operating system with a configurable 
language enabled for the keyboard locale and credentials for a second ESXi user. This example also uses 
basic network and storage settings that are defined in the UI. A custom OS-image profile is used that 
includes an unattend file (with predefined and custom macros) and a configuration-settings file for selecting 
the password. This custom profile can be selected on the Deploy OS Images page. Then, the password can 
be specified on the Custom Settings tab. The specified value is substituted for the custom macro in the 
custom unattend file, and the ESXi installer uses those values in the unattend file to configure the operating 
system.

Before you begin
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This scenario uses the following sample files. 

• ESXi_locale_customConfig.json. This custom configuration file prompts for the keyboard locale and 
credentials for the second ESXi user.

• ESXi_locale_customUnattend.cfg. This custom unattend file uses values in predefined macros and 
custom macros that are defined in the configuration file.

Procedure

To deploy VMware ESXi v6.7 using custom OS-image profile, complete the following steps.

Step 1. Download the VMware vSphere® Hypervisor (ESXi) with Lenovo Customization operating system 
from the VMware Support – Downloads webpage website to the local system, and import the image 
to the OS-images repository. For more information, see Importing operating-system images in the 
Lenovo XClarity Administrator online documentation. 

1. From the XClarity Administrator menu bar, click Provisioning ➙ Manage OS Images to 
display the Deploy Operating System: Manage OS Images page.

2. Click the OS Images tab.

3. Click Import icon ( ).

4. Click Local Import.

5. Click Browse to find and select the ESXi image to import (for example, ESXi6.7-7535516-RC- 
Lenovo_20180126_Async.iso).

6. Click Import to upload the image to the OS-images repository.

7. Wait for the import to complete.

Step 2. Create a custom configuration-settings file, and import the file to the OS-images repository. 

The configuration-settings file is a JSON file that describe the data that needs to be gathered 
dynamically during the OS deployment process. For this scenario, we want to choose keyboard 
locale and the user ID and password for a second ESXi user to use for each OS deployment. For 
more information about creating a configuration-settings file, see Configuration-settings JSON 
specification in the XClarity Administrator online documentation.

To import the configuration-settings file, complete these steps. For more information, see Importing 
custom configuration settings in the XClarity Administrator online documentation.

1. Click the Configuration Files tab.

2. Click the Import icon ( ).

3. Click Local Import.

4. Select ESXi for the operating system.

5. Click Browse to find and select the configuration-settings file to import (for example, ESXi_ 
locale_customConfig.json).

6. Click Import to upload the file to the OS-images repository 

Note: When you import a custom configuration-settings file, XClarity Administrator generates 
custom macros for each setting in the file. You can add those macros to the unattend file. 
During OS deployment, the macros are replaced with actual values.

Step 3. Modify the ESXi unattend (kickstart) file to specify the operating-system locale and keyboard locale 
and user credentials for the second ESXi user, and then import the custom file to the OS-images 
repository. For more information, see Importing custom unattend files in the XClarity Administrator 
online documentation. 
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Add commands to set the keyboard locale, for example: 
# Set the keyboard locale 
keyboard ''

Add commands to create a second ESXi user. In the following example, <user_id> and 
<password> will be replaced with custom macros in the next step.  
#Create second user 
/usr/lib/vmware/auth/bin/adduser -D -h /tmp <user_id> 
echo <password> | /usr/lib/vmware/auth/bin/passwd <user_id> --stdin 
/bin/vim-cmd vimsvc/auth/entity_permission_add vim.Folder:ha-folder-root <user_id> false Admin true 

To import the custom unattend file, complete these steps.

1. Click the Unattend Files tab.

2. Click the Import icon ( ).

3. Click Local Import.

4. Select ESXi for the operating system.

5. Click Browse to find and select the unattend file to import (for example, ESXi_locale_ 
customUnattend.cfg).

6. Click Import to upload the file to the OS-images repository 

Step 4. Associate the custom unattend file with the custom configuration-settings file, and add the required 
predefined and custom macros (settings) from the configuration-settings file to the unattend file. 
For more information, see Associating an unattend file with a configuration settings file and Injecting 
predefined and custom macros to an unattend file in the XClarity Administrator online documentation 

Tip:  

• You can optionally associate the custom unattend file with the custom configuration-settings file 
and add macros when importing the unattend file.

• XClarity Administrator provides some basic convenience macros, such as OOB driver injection, 
status reporting, post-install scripts, custom software. However, to take advantage of these 
predefine macros, you must specify the following macros in the custom unattend file. The 
example file already contains the required macros. Note that because the %firstboot section is 
included, the ordering of these predefined macros matters. For more information, see Importing 
custom unattend files in the XClarity Administrator online documentation.
#predefined.unattendSettings.preinstallConfig# 
#predefined.unattendSettings.postinstallConfig#

• XClarity Administrator also provides macros that inject all network and storage-location settings 
that are defined in the UI. These macros are useful when only basic settings are needed for the 
deployment. The example file already contains the required macros.
#predefined.unattendSettings.networkConfig# 
#predefined.unattendSettings.storageConfig#

For more information about adding macros to unattend files, see Injecting predefined and custom 
macros to an unattend file. For more information about available predefined macros, see 
Predefined macros.

To associate the custom unattend file with the custom configuration-settings file, complete these 
steps.

1. From the Unattend Files tab, select the custom attend file (for example, ESXi_locale_ 
customUnattend.cfg).

2. Click the Associate a Configuration File icon ( ) to display the Associate an Unattend File 
dialog.
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3. Select the configuration-settings file to associate with the unattend file (for example, ESXi_ 
locale_customConfig).

4. Select Custom from the Available Macros drop-down list.

5. Add the custom macro for specifying the keyboard locale by placing the cursor between the 
single quotes after keyboard, and then clicking keyboard_locale.

For example:

# Set the keyboard locale  
keyboard '#keyboard_locale#' 

6. Add the custom macro for specifying the second user's ID by placing the cursor at each 
location where you want to add the user ID, and then clicking second_user_id. In the example 
file, replace each occurrence of <user_id> with the custom macro.

For example:

#Create second user 
/usr/lib/vmware/auth/bin/adduser -D -h /tmp #second_user_id# 

echo <password> | /usr/lib/vmware/auth/bin/passwd #second_user_id# --stdin 
/bin/vim-cmd vimsvc/auth/entity_permission_add vim.Folder:ha-folder-root #second_user_id# false Admin true 

7. Add the custom macro for specifying the second user's password by placing the cursor at the 
location where you want to add the password, and then clicking second_user_password. In 
the example file, replace <password> with the custom macro.

For example:

#Create second user 
/usr/lib/vmware/auth/bin/adduser -D -h /tmp #second_user_id# 
echo #second_user_password# | /usr/lib/vmware/auth/bin/passwd #second_user_id# --stdin 
/bin/vim-cmd vimsvc/auth/entity_permission_add vim.Folder:ha-folder-root #second_user_id# false Admin true 

8. Click Associate to bind the files together and save the changes to the unattend file.

Step 5. Create a custom OS-image profile that includes the custom configuration-settings and unattend 
files. For more information, see Creating a custom OS-image profile in the XClarity Administrator 
online documentation. 

1. Click the OS Images tab.

2. Select an OS-image profile to customize (for example, Virtualization).

3. Click Create icon ( ) to display the Create Customized Profile dialog.

4. On the General tab:
a. Enter a name for the profile (for example, Custom ESXi using custom locale and second user 

credentials).
b. Use the default value for the Custom data and file path field.
c. Select Associated unattend and configuration-settings files for the customization type.
d. Click Next.

5. On the Unattend Files tab, select the unattend file (for example, ESXi_locale_customUnattend. 
cfg), and click Next.

The associated configuration-settings file is automatically selected.

6. On the Summary tab, review the settings.

7. Click Customize to create the custom OS-image profile.

Step 6. Deploy the custom OS-image profile to the target server. For more information, see Deploying an 
operating-system image in the XClarity Administrator online documentation. 

1. From the XClarity Administrator menu bar, click Provisioning ➙ Deploy OS Images to display 
the Deploy Operating System: Deploy OS Images page.
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2. For each target server:

a. Select the server.

b. Click Change Selected ➙ Network Settings, and specify the hostname, IP address, DNS, 
MTU and VLAN settings for the server.

Tip:  

• VLAN settings are available only when VLAN mode is set in Global Settings ➙ IP 

Assignment ➙ Use VLANs.

• The network settings that you specify on the Network Settings dialog are added to the 
unattend file at runtime using the #predefined.hostPlatforms.networkConfig# macro.

c. Select the custom OS-image profile (for example, <base_OS>|<timestamp>_Custom ESXi 
using custom locale and second user credentials) from the drop-down list in the Image to 

Deploy column

Note: Ensure that all target servers use the same custom profile.

d. (Optional) Click the License Key icon ( ) and specify the license key to use to activate the 
operating system after it is installed.

e. Select the preferred storage location where you want to deploy the operating system image 
from the Storage column. 

Notes: 

• To ensure that operating system deployments are successful, detach all storage from 
the managed server except the storage that is chosen for the operating-system 
deployment.

• The storage settings that you specify on the Storage Settings dialog are added to the 
unattend file at runtime using the #predefined.hostPlatforms.storageConfig# macro.

f. Verify that the deployment status for the selected server is Ready.

3. Select all target servers, and click the Deploy image icon ( ) to initiate the operating-system 
deployment.

4. On the Custom Settings tab, click the Unattend and Configuration Settings subtab, and 
select the custom configuration-settings file (for example, ESXi_locale_customConfig). 

Note: The associated custom unattend file is selected automatically.
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5. On the Server-Specific Settings subtab, select the keyboard locale and credentials for the 
second ESXi user.

6. On the Summary tab, review the settings.

7. Click Deploy to deploy the operating system.

Deploying Windows 2016 with custom features

This scenario installs the Windows 2016 operating system and several additional features. A custom profile is 
used that includes a custom unattend file. The custom profile can then be selected on the Deploy OS Images 
page.

Before you begin

This scenario uses the following sample files. 

• Windows_installFeatures_customUnattend.xml. This custom unattend file installs the 
WindowsMediaPlayer and BitLocker features, and uses predefined macros for dynamic values.

Procedure

To deploy Windows 2016 with custom features, complete the following steps.

Step 1. Download the Japanese Windows 2016 operating system to the local system, and import the 
image to the OS-images repository. For more information, see Importing operating-system images in 
the Lenovo XClarity Administrator online documentation. 

1. From the XClarity Administrator menu bar, click Provisioning ➙ Manage OS Images to 
display the Deploy Operating System: Manage OS Images page.

2. Click the OS Images tab.

3. Click Import icon ( ).

4. Click Local Import.

5. Click Browse to find and select the OS image that you want to import (for example, ja_ 
windows_server_2016_x64_dvd_9720230.iso).

6. Click Import to upload the image to the OS-images repository.

7. Wait for the import to complete. This might take a while.
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Step 2. Download the bundle file for Windows 2016 to the local system, and import the image to the OS- 
images repository. For more information, see Importing device drivers in the XClarity Administrator 
online documentation. 

The bundle file contains the latest device drivers and WinPE boot files that you can add to your 
custom OS-images profiles. This scenario uses a custom boot file, so the boot file in the bundle will 
not be used.

1. Click the Driver Files tab.

2. Click Downloads ➙ Windows Bundle Files to go to the Lenovo Support webpage, and 
download the bundle file for Windows 2016 to the local system.

3. Click Import icon ( ).

4. Click Local Import.

5. Click Browse to find and select the OS image that you want to import (for example, bundle_ 
win2016_20180126130051.zip).

6. Click Import to upload the file to the OS-images repository.

7. Wait for the import to complete. This might take a while.

Step 3. Modify the Windows unattend file to install the additional features (such as WindowsMediaPlayer 
and BitLocker), and import the custom file to the OS-images repository. 

In the “servicing” section of the Windows unattend file, add the Windows features to install, for 
example 
<servicing>    

<package action="configure">       
<assemblyIdentity name="Microsoft-Windows-Foundation-Package" version="10.0.14393.0"                          

processorArchitecture="amd64" publicKeyToken="31bf3856ad364e35"                          
language=""></assemblyIdentity>       

<selection name="Microsoft-Hyper-V" state="true"></selection>       
<selection name="MultipathIo" state="true"></selection>       
<selection name="FailoverCluster-PowerShell" state="true"></selection>       
<selection name="FailoverCluster-FullServer" state="true"></selection>       
<selection name="FailoverCluster-CmdInterface" state="true"></selection>       
<selection name="FailoverCluster-AutomationServer" state="true"></selection>       
<selection name="FailoverCluster-AdminPak" state="true"></selection>       
<selection name="MicrosoftWindowsPowerShellRoot" state="true"></selection>       
<selection name="MicrosoftWindowsPowerShell" state="true"></selection>       
<selection name="ServerManager-Core-RSAT" state="true"></selection>       
<selection name="WindowsMediaPlayer" state="true"></selection>       

<selection name="BitLocker" state="true"></selection>    

</package> 
</servicing>

Notes: 

• These tags are in the sample unattend file.

• When you use a custom unattend file, XClarity Administrator does not provide many of the 
normal convenience features that you get when you use a predefined unattend file. For example, 
the targets <DiskConfiguration>, <ImageInstall>, <ProductKey>, and <UserAccounts> for 
Administrator, <Interfaces> for networking, and <package> list for installation features must be 
specified in the custom unattend file that is being uploaded.

To import the custom unattend file, complete these steps. For more information, see Importing 
custom unattend files.

1. Click the Unattend Files tab.
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2. Click Import icon ( ).

3. Click Local Import.

4. Select Windows for the operating system.

5. Click Browse to find and select the custom unattend file (for example, Windows_ 
installFeatures_customUnattend.xml).

6. Click Import to upload the file to the OS-images repository.

XClarity Administrator provides some basic convenience macros, such as OOB driver injection, 
status reporting, post-install scripts, and custom software. However, to take advantage of these 
predefine macros, you must specify the following macros in the custom unattend file. 
• #predefined.unattendSettings.preinstallConfig#
• #predefined.unattendSettings.postinstallConfig#

The example file already contains the code for installing the additional features, required macros, 
and other macros that are needed for dynamic input. For more information about adding macros to 
unattend files, see Injecting predefined and custom macros to an unattend file.

For more information about available predefined macros, see Predefined macros.

Step 4. Create a custom OS-image profile that includes the unattend file. For more information, see 
Creating a custom OS-image profile in the XClarity Administrator online documentation. 

1. Click the OS Images tab.

2. Select the profile to customize (for example, win2016-x86_64-install-Datacenter_ 
Virtualization).

3. Click Create icon ( ) to display the Create Customized Profile dialog.

4. On the General tab:
a. Enter a name for the profile (for example, Custom Windows with features).
b. Use the default value for the Custom data and file path field.
c. Select Only unattend files for the customization type.
d. Click Next.

5. On the Driver Options tab, click Next. The inbox device drivers are included by default.

6. On the Boot Options tab, and click Next. The predefined WinPE boot file is selected by 
default.

7. On the Software tab, click Next.

8. On the Unattend Files tab, select custom unattend file (for example, Windows_installFeatures_ 
customUnattend.xml), and click Next.

9. On the Installation Scripts tab, click Next.

10. On the Summary tab, review the settings.

11. Click Customize to create the custom OS-image profile

Step 5. Deploy the custom OS-image profile to the target servers. For more information, see Deploying an 
operating-system image in the XClarity Administrator online documentation. 

1. From the XClarity Administrator menu bar, click Provisioning ➙ Deploy OS Images to display 
the Deploy Operating System: Deploy OS Images page.

2. For each target server:

a. Select the server.

b. Click Change Selected ➙ Network Settings, and specify the hostname, IP address, 
subnet mask, gateway, DNS, MTU and VLAN settings for the server.
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Tip: VLAN settings are available only when VLAN mode is set in Global Settings ➙ IP 

Assignment ➙ Use VLANs.

c. Select the custom OS-image profile (for example, <base_OS>|<timestamp>_Custom 
Windows with features) from the drop-down list in the Image to Deploy column. 

Note: Ensure that all target servers use the same custom profile.

d. (Optional) Click the License Key icon ( ) and specify the license key to use to activate the 
operating system after it is installed. 

e. Select the preferred storage location where you want to deploy the operating system image 
from the Storage column. 

Note: To ensure that operating system deployments are successful, detach all storage 
from the managed server except the storage that is chosen for the operating-system 
deployment

f. Verify that the deployment status for the selected server is Ready.

3. Select all target servers, and click the Deploy image icon ( ) to initiate the operating-system 
deployment.

4. On the Custom Settings tab, click the Unattend and Configuration Settings subtab, and 
select the custom unattend file (for example, Windows_installFeatures_customUnattend.xml).

5. (Optional) On the Active Directory Domain tab, specify information to join an Active Directory 
domain as part of a Windows image deployment (see Integrating with Windows Active Directory

in the XClarity Administrator online documentation).

6. On the Summary tab, review the settings.

7. Click Deploy to deploy the operating system.

Deploying Windows 2016 with custom software

This scenario installs the Windows 2016 operating system along with custom software (Java and Eclipse 
IDE). A custom profile is used that includes the custom software and post-installation scripts to install and 
configure the custom software. The custom software packages are copied to the host during the deployment 
and made available for the custom post-install script to use.

Before you begin

This scenario uses the following sample files. 

• jre-8u151-windows-x64-with-configfile.zip. This is the installation file for Java for Eclipse. 

• eclipse-java-oxygen-1a-win32-x86_64.zip This is the installation file for Eclipse IDE.

• Windows_installSoftware_customScript.ps1 This post-installation script creates a user to launch Eclipse, 
and installs Eclipse IDE and Java.

Notes: 

• Windows installation scripts can be in one of the following formats: Command file (.cmd), PowerShell (. 
ps1)

• Software files and installation scripts are installed from the custom data and files path that you specify 
during deployment. The default custom data and files path is C:\lxca.

Procedure

To deploy Windows 2016 with custom software, complete the following steps.
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Step 1. Download the Japanese Windows 2016 operating system to the local system, and import the 
image to the OS-images repository. For more information, see Importing operating-system images in 
the Lenovo XClarity Administrator online documentation. 

1. From the XClarity Administrator menu bar, click Provisioning ➙ Manage OS Images to 
display the Deploy Operating System: Manage OS Images page.

2. Click the OS Images tab.

3. Click Import icon ( ).

4. Click Local Import.

5. Click Browse to find and select the OS image that you want to import (for example, ja_ 
windows_server_2016_x64_dvd_9720230.iso).

6. Click Import to upload the image to the OS-images repository.

7. Wait for the import to complete. This might take a while.

Step 2. Download the bundle file for Windows 2016 to the local system, and import the image to the OS- 
images repository. For more information, see Importing device drivers in the XClarity Administrator 
online documentation. 

The bundle file contains the latest device drivers and WinPE boot files that you can add to your 
custom OS-images profiles. This scenario uses a custom boot file, so the boot file in the bundle will 
not be used.

1. Click the Driver Files tab.

2. Click Downloads ➙ Windows Bundle Files to go to the Lenovo Support webpage, and 
download the bundle file for Windows 2016 to the local system.

3. Click Import icon ( ).

4. Click Local Import.

5. Click Browse to find and select the OS image that you want to import (for example, bundle_ 
win2016_20180126130051.zip).

6. Click Import to upload the file to the OS-images repository.

7. Wait for the import to complete. This might take a while.

Step 3. Download the custom software to the local system and import the files into the OS-images 
repository. For more information, see Importing custom software in the Lenovo XClarity 
Administrator online documentation. 

1. Click the Software tab.

2. Click the Import icon ( ).

3. Click Local Import.

4. Select Windows for the operating system.

5. Click Browse to find and select the configuration-settings file to import (for example, jre- 
8u151-windows-x64-with-configfile.zip).

6. Click Import to upload the file to the OS-images repository.

7. Click the Import icon ( ) again.

8. Click Local Import.

9. Select Windows for the operating system.

10. Click Browse to find and select the configuration-settings file to import (for example, eclipse- 
java-oxygen-1a-win32-x86_64.zip).

11. Click Import to upload the file to the OS-images repository.
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Step 4. Create a custom post-installation script, and import the file to the OS-images repository. 

Add commands to install the software, for example: 
Write-Output "Install Java...." 
Invoke-Command -ScriptBlock         

{#predefined.otherSettings.deployDataAndSoftwareLocation#\jre-8u151-windows-x64.exe        
[INSTALLCFG=#predefined.otherSettings.deployDataAndSoftwareLocation#\java_configfile.cfg]         
/s}  

Write-Output "Install Eclipse..." 
$eclipseDir="C:\Users\Administrator\Desktop\eclipse" 
New-Item -ItemType directory -Path $eclipseDir 
Expand-Archive -LiteralPath         

"#predefined.otherSettings.deployDataAndSoftwareLocation#\eclipse-java-oxygen-1a-win32-x86_64.zip"         
-DestinationPath $eclipseDir  

Note that these command use the predefined macro for the path to the extracted data and 
software files (predefined.otherSettings.deployDataAndSoftwareLocation). 

You can also add commands to send custom messages to the jobs log in XClarity Administrator, as 
shown in the sample file. For more information, see Adding custom status reporting to installation 
scripts.

To import the custom installation script, complete these steps. For more information, see Importing 
custom installation scripts in the Lenovo XClarity Administrator online documentation

1. Click the Installation Scripts tab.

2. Click the Import icon ( ).

3. Click Local Import.

4. Select Windows for the operating system.

5. Click Browse to find and select the unattend file to import (for example, Windows_ 
installSoftware_customScript.ps1).

6. Click Import to upload the file to the OS-images repository.

Step 5. Create a custom OS-image profile that includes the custom unattend file. For more information, see 
Creating a custom OS-image profile in the XClarity Administrator online documentation. 

1. Click the OS Images tab.

2. Select an OS-image profile to customize (for example, Datacenter virtualization).

3. Click Create icon ( ) to display the Create Customized Profile dialog.

4. On the General tab:
a. Enter a name for the profile (for example, Custom Windows with software).
b. Use the default value for the Custom data and file path field.
c. Select None for the customization type.
d. Click Next.

5. On the Driver Options tab, click Next. The inbox device drivers are included by default.

6. On the Boot Options tab, and click Next. The predefined WinPE boot file is selected by 
default.

7. On the Software tab, select the software installation files (for example jre-8u151-windows- 
x64-with-configfile.zip and eclipse-java-oxygen-1a-win32-x86_64.zip), and click Next.

8. On the Installation Scripts tab, select the installation scripts (for example, Windows_ 
installSoftware_customScript.ps1), and click Next.

9. On the Summary tab, review the settings.

86 Lenovo XClarity Administrator Quick Start Guide Customizing and deploying an operating system

https://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca.doc/osdeploy_importinstallscript.html
https://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca.doc/osdeploy_importinstallscript.html
https://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca.doc/osdeploy_createcustomprofile.html


10. Click Customize to create the custom OS-image profile.

Step 6. Deploy the custom OS-image profile to the target servers. For more information, see Deploying an 
operating-system image in the XClarity Administrator online documentation. 

1. From the XClarity Administrator menu bar, click Provisioning ➙ Deploy OS Images to display 
the Deploy Operating System: Deploy OS Images page.

2. For each target server:

a. Select the server.

b. Click Change Selected ➙ Network Settings, and specify the hostname, IP address, DNS, 
MTU and VLAN settings for the server.

Tip: VLAN settings are available only when VLAN mode is set in Global Settings ➙ IP 

Assignment ➙ Use VLANs.

c. Select the custom OS-image profile (for example, <base_OS>|<timestamp>_Custom 
Windows with software) from the drop-down list in the Image to Deploy column

Note: Ensure that all target servers use the same custom profile.

d. (Optional) Click the License Key icon ( ) and specify the license key to use to activate the 
operating system after it is installed. 

e. Select the preferred storage location where you want to deploy the operating system image 
from the Storage column. 

Note: To ensure that operating-system deployments are successful, detach all storage 
from the managed server except the storage that is chosen for the operating-system 
deployment.

f. Verify that the deployment status for the selected server is Ready.

3. Select all target servers, and click the Deploy image icon ( ) to initiate the operating-system 
deployment.

4. On the Summary tab, review the settings.

5. Click Deploy to deploy the operating system.

Deploying Windows 2016 for Japanese

This scenario installs the Windows 2016 operating system to multiple servers with Japanese enabled for the 
keyboard and operating-system locales. A custom profile is used that includes a custom WinPE boot file and 
unattend file. The custom profile can then be selected on the Deploy OS Images page.

Before you begin

This scenario uses the following sample files. 

• WinPE_64_ja.zip. This custom Windows boot (WinPE) file installs the Japanese locale.

• Windows_locale_customUnattend.xml. This custom unattend file uses the WinPE file to install Japanese.

Notes: The sample custom unattend file assumes the following: 

• The server only has one visible disk (disk 0) and does not already have a system partition on it.

• Static IPv4 mode is used and sets a static IP (which gets used in the custom unattend as a predefined 
macro).

Procedure
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To deploy Japanese Windows 2016 to target servers using a custom OS-image profile, complete the 
following steps.

Step 1. Download the Japanese Windows 2016 operating system to the local system, and import the 
image to the OS-images repository. For more information, see Importing operating-system images in 
the Lenovo XClarity Administrator online documentation. 

1. From the XClarity Administrator menu bar, click Provisioning ➙ Manage OS Images to 
display the Deploy Operating System: Manage OS Images page.

2. Click the OS Images tab.

3. Click Import icon ( ).

4. Click Local Import.

5. Click Browse to find and select the OS image that you want to import (for example, ja_ 
windows_server_2016_x64_dvd_9720230.iso).

6. Click Import to upload the image to the OS-images repository.

7. Wait for the import to complete. This might take a while.

Step 2. Download the bundle file for Windows 2016 to the local system, and import the image to the OS- 
images repository. For more information, see Importing device drivers in the XClarity Administrator 
online documentation. 

The bundle file contains the latest device drivers and WinPE boot files that you can add to your 
custom OS-images profiles. This scenario uses a custom boot file, so the boot file in the bundle will 
not be used.

1. Click the Driver Files tab.

2. Click Downloads ➙ Windows Bundle Files to go to the Lenovo Support webpage, and 
download the bundle file for Windows 2016 to the local system.

3. Click Import icon ( ).

4. Click Local Import.

5. Click Browse to find and select the OS image that you want to import (for example, bundle_ 
win2016_20180126130051.zip).

6. Click Import to upload the file to the OS-images repository.

7. Wait for the import to complete. This might take a while.

Step 3.  Optional: Create a custom WinPE boot file that uses the Japanese locale during the WinPE install, 
and import the file to the OS-images repository. 

XClarity Administrator uses a predefined Windows PreInstallation (WinPE) boot file to install the 
Windows operating system. The locale that is used with this predefined boot file is English (en-US). 
If you want to change the locale that is used during Windows Setup, you can create a custom 
WinPE boot file with the desired locale and assign that custom boot file to your custom profile. 

For information about injecting locales into WinPE, see the Windows WinPE: Add packages 
webpage.

Important: Specifying a non-English locale in the WinPE boot file does not change the locale of 
the final OS being deployed. It only changes the locale that is shown during Windows install and 
setup.

To create a custom WinPE boot file that includes the Japanese locale, complete these steps. For 
more information, see Creating a boot (WinPE) file. 
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1. Using a user ID with administrator authority, run the Windows ADK command “Deployment 
and Imaging Tools Environment.” A command session is displayed.

2. From the command session, change to the directory where the ggeenniimmaaggee..ccmmdd and ssttaarrnneett.. 
ccmmdd files were downloaded (for example, C:\customwim).

3. Ensure that no previously mounted images are on the host by running the following command: 
dism /get-mountedwiminfo

If there are mounted images, discard them by running the following command:

dism /unmount-wim /MountDir:C:\<mount_path> /Discard

4. If you are adding in-box device drivers to a customized Windows profile, copy the raw device- 
driver files, in .inf format, to the host system in the C:\drivers directory.

5. Run the following command to generate the boot file, in .wim format, and then wait a few 
minutes for the command to complete. 
genimage.cmd amd64 <ADK_Version>

Where <ADK_Version> is one of the following values.  

• 8.1. For Windows 2012 R2

• 10. For Windows 2016

This command creates a boot file named C:\WinPE_64\media\Boot\WinPE_64.wim.

6. Mount the boot file by running the following command:
DISM /Mount-Image /ImageFile:C:\WinPE_64\media\Boot\WinPE_64.wim /index:1 /MountDir:C:\WinPE_64\mount

7. If you are adding out-of-box device drivers directly to the boot file, complete the following 
steps.

a. Create the following directory structure, where <os_release> is 2012R2, or 2016
drivers\<os_release>\

b. Copy the device drivers, in .inf format, to a directory inside that path, for example:
drivers\<os_release>\<driver1>\<driver1_files>

c. Copy the drivers directory to the mount directory, for example:
C:\WinPE_64\mount\drivers

8. Optional: Make additional customizations to the boot file, such as adding folders, files, startup 
scripts, language packs, and apps. For more information about customizing boot files, see the 
WinPE: Mount and Customize website.

9. Add the Japanese packages, for example.

10. View installed packages to ensure that the Japanese-specific packages are installed.
Dism /Add-Package /Image:"C:\WinPE_64\mount"  
/PackagePath="C:\Program Files (x86)\Windows Kits\10\Assessment  
and Deployment Kit\Windows Preinstallation Environment\amd64\WinPE_OCs\ja-jp\lp.cab"  
/PackagePath="C:\Program Files (x86)\Windows Kits\10\Assessment and Deployment Kit\Windows  
Preinstallation Environment\amd64\WinPE_OCs\ja-jp\WinPE-DismCmdlets_ja-jp.cab"  
/PackagePath="C:\Program Files (x86)\Windows Kits\10\Assessment and Deployment Kit\Windows  
Preinstallation Environment\amd64\WinPE_OCs\ja-jp\WinPE-NetFx_ja-jp.cab"  
/PackagePath="C:\Program Files (x86)\Windows Kits\10\Assessment and Deployment Kit\Windows  
Preinstallation Environment\amd64\WinPE_OCs\ja-jp\WinPE-PowerShell_ja-jp.cab"  
/PackagePath="C:\Program Files (x86)\Windows Kits\10\Assessment and Deployment Kit\Windows  
Preinstallation Environment\amd64\WinPE_OCs\ja-jp\WinPE-RNDIS_ja-jp.cab"  
/PackagePath="C:\Program Files (x86)\Windows Kits\10\Assessment and Deployment Kit\Windows  
Preinstallation Environment\amd64\WinPE_OCs\ja-jp\WinPE-Scripting_ja-jp.cab"  
/PackagePath="C:\Program Files (x86)\Windows Kits\10\Assessment and Deployment Kit\Windows  
Preinstallation Environment\amd64\WinPE_OCs\ja-jp\WinPE-StorageWMI_ja-jp.cab"  
/PackagePath="C:\Program Files (x86)\Windows Kits\10\Assessment and Deployment Kit\Windows  
Preinstallation Environment\amd64\WinPE_OCs\ja-jp\WinPE-WDS-Tools_ja-jp.cab"  
/PackagePath="C:\Program Files (x86)\Windows Kits\10\Assessment and Deployment Kit\Windows  
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Preinstallation Environment\amd64\WinPE_OCs\ja-jp\WinPE-WMI_ja-jp.cab"  
/PackagePath="C:\Program Files (x86)\Windows Kits\10\Assessment and Deployment Kit\Windows  
Preinstallation Environment\amd64\WinPE_OCs\WinPE-FontSupport-JA-JP.cab"

11. Review the International Settings in the image.
Dism /Get-Packages /Image:"C:\WinPE_64\mount"

12. Unmount the image by running the following command.
DISM /Unmount-Image /MountDir:C:\WinPE_64\mount /commit

13. Compress the contents of the C:\WinPE_64\media directory into a zip file called WinPE_64_ja. 
zip.

14. Import the .zip file into XClarity Administrator (see Importing boot files).

a. Click the Boot Files tab.

b. Click Import icon ( ).

c. Click Local Import.

d. Select Windows for the operating system.

e. Click Browse to find and select the custom boot file (for example, WinPE_64_ja.zip).

f. Click Import to upload the file to the OS-images repository.

Step 4. Modify the Windows unattend file to specify that Japanese is included in the OS image, and import 
the custom file to the OS-images repository. 

In the “windowsPE” pass of the Windows install, add the Japanese as the operating-system 
language and the locale, for example: 
<settings pass="windowsPE">    

<component name="Microsoft-Windows-International-Core-WinPE" processorArchitecture="amd64"               
publicKeyToken="31bf3856ad364e35" language="neutral" versionScope="nonSxS"                
xmlns:wcm="http://schemas.microsoft.com/WMIConfig/2002/State"                
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">       

<SetupUILanguage>          
<UILanguage>ja-JP</UILanguage>       

</SetupUILanguage>       
<SystemLocale>ja-JP</SystemLocale>       
<UILanguage>ja-JP</UILanguage>       
<UserLocale>ja-JP</UserLocale>       
<InputLocale>0411:00000411</InputLocale>    

</component> 
</settings>

Note: When you use a custom unattend file, XClarity Administrator does not provide many of the 
normal convenience features that you get when you use a predefined unattend file. For example, 
the targets <DiskConfiguration>, <ImageInstall>, <ProductKey>, and <UserAccounts> for 
Administrator, <Interfaces> for networking, and <package> list for installation features must be 
specified in the custom unattend file that is being uploaded.

XClarity Administrator provides some basic convenience macros, such as OOB driver injection, 
status reporting, post-install scripts, custom software. However, to take advantage of these 
predefine macros, you must specify the following macros in the custom unattend file. 
• #predefined.unattendSettings.preinstallConfig#
• #predefined.unattendSettings.postinstallConfig#

The example file already contains the required macros. For more information about adding macros 
to unattend files, see Injecting predefined and custom macros to an unattend file. For more 
information about available predefined macros, see Predefined macros.
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To import the custom unattend file, complete these steps. For more information, see Importing 
custom unattend files.

1. Click the Unattend Files tab.

2. Click Import icon ( ).

3. Click Local Import.

4. Select Windows for the operating system.

5. Click Browse to find and select the custom unattend file (for example, Windows_locale_ 
customUnattend.xml).

6. Click Import to upload the file to the OS-images repository.

Step 5. Create a custom OS-image profile that includes the custom boot (WinPE) file and unattend file. For 
more information, see Creating a custom OS-image profile in the XClarity Administrator online 
documentation. 

1. Click the OS Images tab.

2. Select the profile to customize (for example, win2016-x86_64-install-Datacenter_ 
Virtualization).

3. Click Create icon ( ) to display the Create Customized Profile dialog.

4. On the General tab:
a. Enter a name for the profile (for example, Custom Windows for Japanese profile).
b. Use the default value for the Custom data and file path field.
c. Select Only unattend files for the customization type.
d. Click Next.

5. On the Driver Options tab, click Next. The inbox device drivers are included by default.

6. On the Boot Files tab, select custom boot file (for example, WinPE_64_ja), and click Next.

7. On the Software tab, click Next.

8. On the Unattend Files tab, select custom unattend file (for example, Windows_locale_ 
customUnattend.xml), and click Next.

9. On the Installation Scripts tab, click Next.

10. On the Summary tab, review the settings.
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11. Click Customize to create the custom OS-image profile.

Step 6. Deploy the custom OS-image profile to the target servers. For more information, see Deploying an 
operating-system image in the XClarity Administrator online documentation. 

1. From the XClarity Administrator menu bar, click Provisioning ➙ Deploy OS Images to display 
the Deploy Operating System: Deploy OS Images page.

2. For each target server:

a. Select the server.

b. Click Change Selected ➙ Network Settings, and specify the hostname, IP address, 
subnet mask, gateway, DNS, MTU and VLAN settings for the server.

Tip: VLAN settings are available only when VLAN mode is set in Global Settings ➙ IP 

Assignment ➙ Use VLANs.

c. Select the custom OS-image profile (for example, <base_OS>|<timestamp>_Custom 
Windows for Japanese profile) from the drop-down list in the Image to Deploy column. 

Note: Ensure that all target servers use the same custom profile.

d. (Optional) Click the License Key icon ( ) and specify the license key to use to activate the 
operating system after it is installed. 

e. Select the preferred storage location where you want to deploy the operating system image 
from the Storage column. 

Note: To ensure that operating system deployments are successful, detach all storage 
from the managed server except the storage that is chosen for the operating-system 
deployment.

f. Verify that the deployment status for the selected server is Ready.
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3. Select all target servers, and click the Deploy image icon ( ) to initiate the operating-system 
deployment.

4. On the Custom Settings tab, click the Unattend and Configuration Settings subtab, and 
select the custom unattend file (for example, Windows_locale_customUnattend.xml).

5. (Optional) On the Active Directory Domain tab, specify information to join an Active Directory 
domain as part of a Windows image deployment (see Integrating with Windows Active Directory

in the XClarity Administrator online documentation).

6. On the Summary tab, review the settings.

7. Click Deploy to deploy the operating system.

The Windows installation dialog is displayed in Japanese. 

After installation is complete, the Windows login page also displayed in Japanese. 
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