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Updating Windows device drivers on managed servers

Using windows UpdateXpress System Packs (UXSPs), you can update OS device drivers on deployed 
Windows operating systems.

Before you begin

You must have lxc-os-admin, lxc-supervisor, lxc-admin or lxc-hw-admin authority to manage and deploy 

OS device drivers and to perform power actions on managed servers from the Windows Driver Updates 

pages. 

Updating firmware and updating device drivers are separate processes in XClarity Administrator; there is no 

connection between these processes. XClarity Administrator does not maintain compliance between 

firmware and devices drivers on managed devices, even though it is recommended that you update device 

drivers at the same time as the firmware. 

About this task

Windows UpdateXpress System Packs (UXSPs) contain Windows device drivers for supported Windows 

versions and for Lenovo servers that supports Windows.

Only device drivers for Windows Server 2012 R2 and later are supported. XClarity Administrator does not 

support updating Linux or VMware devices drivers.

For information about installing device drivers when deploying operating systems, see Deploying an operating 
system image in the XClarity Administrator online documentation.

Procedure

Step 1. Configuring Windows Server for OS device-driver updates 

Lenovo XClarity Administrator uses the Windows Remote Management service (WinRM) listening 

over HTTPS or HTTP to run device-driver update commands on target Windows systems. The 

WinRM service must be correctly configured on the target servers before attempting to update OS 

device drivers (see Configuring Windows Server for OS device-driver updates).

Step 2. Manage the OS device-driver repository 

The OS device-driver repository contains a catalog of available Windows device drivers and the 

device-drivers packages that can be applied to the managed devices. 

The catalog contains information about all Windows UpdateXpress System Packs (UXSPs) and 

device-driver updates that are available for all Lenovo servers that support Windows. The catalog 

organizes the device-driver updates by device type. When you refresh the catalog, XClarity 

Administrator retrieves information about the available UXSPs from the Lenovo Data Center Support 
website (including the metadata .xml and readme .txt files) and stores the information to the 

repository. The payload file (.exe) is not downloaded. For more information about refreshing the 

catalog, see Refreshing the OS device-driver catalog.

You can download or import Windows UXSPs in the repository. Windows UXSPs contain Windows 

device drivers for supported Windows versions and for Lenovo servers that supports Windows. 

UXSPs must be available in the repository before you can update Windows device drivers on 

managed severs. For more information about downloading device drivers, see Downloading 

Windows device drivers .
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You can determine whether UXSPs are stored in the OS device-driver repository from the 

Download Status column on the Individual Updates tab of the Windows Driver Updates Repository 

page. This column contains the following values. 

• Downloaded. The entire package or the individual update is stored in the repository. 

• x of y Downloaded. Some but not all updates in the package are stored in the repository. The 

numbers in parentheses indicate the number of available updates and the number of stored 

updates, or there are no updates for the specific device type.

• Not Downloaded. The entire package or the individual update is available but not stored in the 

repository.

Note: When you download or import UXSPs from the Windows Driver Updates Repository page, 

only device drivers are downloaded and stored in the repository. Firmware updates are discarded. 

For information about downloading or importing firmware updates, see .

XClarity Administrator must be connected to the Internet to refresh the catalog and download 

UXSPs. If it is not connected to the Internet, you can manually download the UXSPs to a 

workstation that has network access to the XClarity Administrator host using a web browser. This 

UXSPs download is a zip format file and contains all the required device driver files for the UXSP, 

including the payload (.exe), metadata (.xml), and change history file (.chg), and readme files (.txt).

Note: You might see messages that the firmware (fw) files are not needed and have been removed. 

This is normal because only windows device drivers are updated using this process.

Attention: 

• Do not unzip the UXSP before importing the it.

• The Windows UXSPs include device drivers and firmware updates. The firmware updates in the 

Windows UXSPs are discarded when the UXSPs are imported to the repository and a warning 

message displayed. Only the device drivers are imported.

Step 3. Applying OS device drivers 

XClarity Administrator does not automatically update device drivers to managed servers. To update 

device drivers, you must manually apply the device drivers on selected servers.

Attention: Before you attempt to update device drivers on managed servers, ensure that you 

reviewed the following considerations and completed any applicable prerequisite actions. 

• Devices that are not supported cannot be selected for updates.

• Read the device-driver update considerations before you attempt to update device drivers on 

your managed servers (see OS device-driver update considerations). 

• Ensure that the repository contains the UXSPs and device drivers that you intend to deploy (see 

Downloading Windows device drivers ).
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Note: When XClarity Administrator is initially installed, the catalog and repository are empty.

• XClarity Administrator can use the Windows Remote Management service (WinRM) listening 

over HTTPS or HTTP to run device-driver update commands on target Windows systems 

HTTPS is the default. To use HTTP, click All Actions ➙ Global Settings on the Windows Driver 

updates: Apply page, and then clear Use HTTPS for Windows driver updates.

Attention: When using HTTP, Windows user credentials are sent over the network without 

encryption and can be easily viewed using commonly available network troubleshooting tools.

Important: 

– Ensure that Windows Remote Management (WinRM) on the target server is configured to use 

the same setting (HTTPS or HTTP) that is defined in XClarity Administrator (see Configuring 

Windows Server for OS device-driver updates).

– Ensure that WinRM on the target server is configured with basic authentication.

– When using HTTPS, ensure that WinRM on the target server is configured with 

allowUnencrypted=false.

• Ensure that PowerShell is supported on the target server.

• Ensure that the target server is powered on before attempting to update device drivers. If the 

server is not powered on, select the target server, and click All Actions ➙ Power Actions ➙ 
Power On.

• Ensure that XClarity Administrator has information that it needs to access the host operating 

system (see Managing access to operating-systems on managed servers in the XClarity 

Administrator online documentation.

• If you want to use a domain account when updating OS device drivers, ensure that you created 

the required configuration file (see Configuring a domain account for OS device-drivers 

updates).

• Ensure that no jobs are currently running on the target server. You cannot update device drivers 

on a managed server that is locked by a running job. If another update job is running on the 

target server, this update job is queued until the current update job completes. To see a list of 

active jobs, click Monitoring ➙ Jobs. 

For more information about updating device drivers, see Applying Windows device drivers.

OS device-driver update considerations

Before you begin updating OS device drivers for managed devices by using Lenovo XClarity Administrator, 
review the following important considerations.

Note: You must have lxc-os-admin, lxc-supervisor, lxc-admin or lxc-hw-admin authority to manage and 
deploy device drivers and to perform power actions on managed servers from the Windows Driver Updates 
pages. 

Network considerations

• Required ports and Internet addresses must be available before you attempt to download UpdateXpress 

System Packs (UXSPs). For more information, see Port availability and Firewalls and proxy servers in the 

XClarity Administrator online documentation. 

• XClarity Administrator must have access to management and data network to access the operating 

system.

• XClarity Administrator must be able to communicate with the target server (both the baseboard 

management controller and the server’s data network) over the network interface (Eth0 or Eth1) that was 
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selected when you configured the XClarity Administrator network access and that the interface is 

configured with an IPv4 address or an IPv6 auto ULA address.

To specify an interface to be used for operating-system deployment, see Configuring network access in the 

XClarity Administrator online documentation). 

For more information about the operating-system deployment network and interfaces, see Network 
considerations in the XClarity Administrator online documentation. 

• IP addresses must be are unique for the host operating system.

• XClarity Administrator can use the Windows Remote Management service (WinRM) listening over HTTPS 

or HTTP to run device-driver update commands on target Windows systems HTTPS is the default. To use 

HTTP, click All Actions ➙ Global Settings on the Windows Driver updates: Apply page, and then clear 

Use HTTPS for Windows driver updates.

Attention: When using HTTP, Windows user credentials are sent over the network without encryption and 

can be easily viewed using commonly available network troubleshooting tools.

Managed-device considerations

• For ThinkSystem SR635 and SR655 servers, updating Windows device drivers is not supported. 

• Only ThinkSystem, Lenovo System x, and Lenovo Flex System servers are supported.

• XClarity Administrator does not validate the relationship between the management controller and 

operating system. The baseboard management controller is used to power on or off the server. 

• Ensure that the LAN-over-USB interface is enabled. LAN-over-USB is used when updating OS device 

drivers.

Operating-system and device-driver considerations

• You can update device drivers for the following operating systems.

– Windows Server 2012 R2

– Windows Server 2016

– Windows Server 2019

Note: XClarity Administrator is tested with only Windows versions that are supported by Microsoft at the 

time when the XClarity Administrator version was released.

• Windows Remote Management (WinRM) must be configured for HTTPS on the target server (see 

Configuring Windows Server for OS device-driver updates).

• PowerShell must be supported on the target server.

• You must provide information that is needed to access the host operating system on the target server, 

including the OS IP address and credentials (see Managing access to operating-systems on managed 
servers in the XClarity Administrator online documentation). You must provide credentials for a user 

account that has administrator authority.

• XClarity Administrator updates only device drivers that are out of compliance. Device drivers are out of 

compliance when the version on the server is earlier than version in the selected UXSP. Device drivers that 

are equal to or later than version in the selected UXSP are skipped.

• Device-driver compliance is accurate only when hardware is present. If hardware is not present, device 

drivers are still applied to the server. When the missing hardware is added to the server, Windows loads 

the latest version.

• System x servers do not support some predefined device drivers that come with XClarity Administrator. 

To deploy device drivers to these servers, create a custom profile that includes only the needed device 

drivers.
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Managing the OS device-drivers repository

The OS device-driver repository includes the catalog and downloaded Windows device drivers.

About this task

The catalog contains information about all Windows UpdateXpress System Packs (UXSPs) and device-driver 

updates that are available for all Lenovo servers that support Windows. The catalog organizes the device- 

driver updates by device type. When you refresh the catalog, XClarity Administrator retrieves information 

about the available UXSPs from the Lenovo Data Center Support website (including the metadata .xml and 

readme .txt files) and stores the information to the repository. The payload file (.exe) is not downloaded. For 

more information about refreshing the catalog, see Refreshing the OS device-driver catalog.

Windows UpdateXpress System Packs (UXSPs) contain Windows device drivers for supported Windows 

versions and for Lenovo servers that supports Windows. You can download or import Windows UXSPs in the 

repository. Windows UXSPs contain Windows device drivers for supported Windows versions and for 

Lenovo servers that supports Windows. UXSPs must be available in the repository before you can update 

Windows device drivers on managed severs.For more information about downloading device drivers, see 

Downloading Windows device drivers .

XClarity Administrator must be connected to the Internet to refresh the catalog and download UXSPs. If it is 

not connected to the Internet, you can manually download the UXSPs to a workstation that has network 

access to the XClarity Administrator host using a web browser. This UXSPs download is a zip format file and 

contains all the required device driver files for the UXSP, including the payload (.exe), metadata (.xml), and 

change history file (.chg), and readme files (.txt).

After a UXSP is downloaded in the repository, information about each device driver in the pack is added to 

the Windows Driver Updates Repository page. This includes the release date, size, and severity. The severity 

indicates the impact and the need to apply the update to help you to assess how your environment might be 

affected. 

• Initial Release. This is the first release of the device driver.

• Critical. The device driver contains urgent fixes for data corruption, security, or stability issues.

• Suggested. The device driver contains significant fixes for problems that you are likely to encounter.

• Non-Critical. The device driver contains minor fixes, performance enhancements, and textual changes.

Notes: 

• The severity is relative to the previously released version of the device driver. For example, if the installed 

device driver is v1.01, and update v1.02 is Critical, and update v1.03 is Recommended, this means that 

the update from 1.02 to 1.03 is recommended, but the update from v1.01 to v1.03 is critical because it is 

cumulative (v1.03 includes v1.02 critical issues).

• Special cases might arise where an update is only critical or recommended for a specific machine type. 

Refer to the Release Notes for additional information.

Procedure

To view UXSPs and device drivers that are available in the repository, complete the following steps.

Step 1. From the XClarity Administrator menu bar, click Provisioning ➙ Windows Driver Updates: 

Repository. The Windows Driver Updates Repository page is displayed with a list of available 

UXSPs, organized by device type.

Step 2. Expand a server type, and then expand the UXSPs that are available for that server type to list the 

device drivers that are available for that server type. 
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You can sort the table columns and click the Expand all icon ( ) and Collapse all icon ( ) to 

make it easier to find specific device drivers. In addition, you can filter the list of displayed server 

types and device drivers by selecting an option in the Show menu to list only device drivers of a 

specific age, device drivers for all server types or only managed-server types or by entering text in 

the Filter field. 

From this page, you can perform the following actions:

• Retrieve the latest information about available UXSPs by clicking Refresh Catalog.

Retrieving this information might take several minutes to complete. For more information, see Refreshing 

the OS device-driver catalog.

• Download UXSPs and device drivers using XClarity Administrator by refreshing the catalog and then 

clicking the Download icon ( ). When the UXSPs and device drivers are downloaded and added to the 

repository, the status changes to "Downloaded."

For more information about downloading UXSPs and device drivers, see Downloading Windows device 

drivers .

• Import UXSPs that you manually downloaded to a workstation from the web or device drivers that you 

exported from XClarity Administrator (see Downloading Windows device drivers ).

• Stop selected downloads that are currently in progress by clicking the Cancel Downloads icon ( ).

• Delete selected UXSPs or individual device drivers from the repository by clicking the Delete icon ( ).

Refreshing the OS device-driver catalog

The OS device-driver catalog contains information about all Windows UpdateXpress System Packs (UXSPs) 
and device drivers that are available for all Lenovo servers that support Windows device driver updates.

Before you begin

Ensure that Lenovo XClarity Administrator is connected to the Internet.
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About this task

When you refresh the catalog, XClarity Administrator retrieves information about the available UXSPs from 

the Lenovo Data Center Support website (including the metadata .xml and readme .txt files) and stores the 

information to the repository. The payload file (.exe) is not downloaded. You must download the desired 

UXSP and OS device-driver payloads before updating device drivers on managed servers. For more 

information about downloading device drivers, see Downloading Windows device drivers .

Note: Refreshing the catalog might take several minutes to complete.

Procedure

To refresh the catalog, complete the following steps.

Step 1. From the XClarity Administrator menu bar, click Provisioning ➙ Windows Driver Updates: 

Repository to display the Windows Driver Updates Repository page.

Step 2. Click Refresh Catalog, and then click one of the following options to obtain information about the 

latest available UXSPs. 

• Refresh Selected - Latest Only. Retrieves information about the most current UXSP versions 

that are available for only the selected servers.

• Refresh All - Latest Only. Retrieves information about the most current UXSP versions for all 

supported servers.

• Refresh Selected. Retrieves information about all UXSP versions that are available for only the 

selected servers.

• Refresh All. Retrieves information about all UXSP versions that are available for all supported 

servers.

Step 3. Click Refresh Catalog to refresh immediately, or click Schedule to schedule this refresh to run at a 

later time.

Downloading Windows device drivers 

Windows UpdateXpress System Packs (UXSPs) contain Windows device drivers for supported Windows 
versions and for Lenovo servers that supports Windows. You can download or import Windows UXSPs in the 
repository. Windows UXSPs contain Windows device drivers for supported Windows versions and for 
Lenovo servers that supports Windows. UXSPs must be available in the repository before you can update 
Windows device drivers on managed severs.

Before you begin

Ensure that all required ports and Internet addresses are available before you attempt to download 

UpdateXpress System Packs (UXSPs). For more information, see Port availability and Firewalls and proxy 
servers in the XClarity Administrator online documentation.

To download UXSPs using XClarity Administrator, ensure that XClarity Administrator is connected to the 

Internet.

Internet Explorer and Microsoft Edge web browsers have an upload limit of 4 GB. If the file that you are 

importing is greater than 4 GB, consider using another web browser (such as Chrome or Firefox).

About this task

XClarity Administrator must be connected to the Internet to refresh the catalog and download UXSPs. If 

XClarity Administrator is not connected to the Internet, you can manually download the files to a workstation 
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that has network access to the XClarity Administrator host using a web browser and then import the updates 

into the firmware-updates repository. 

You can determine whether UXSPs are stored in the repository from the Download Status column on 

Windows Driver Updates Repository page. This column contains the following values:

• Downloaded. All device drivers in the UXSP or the individual device driver is downloaded in the 

repository. 

• x of y Downloaded. Some but not all device drivers in the UXSP are downloaded in the repository. The 

numbers in parentheses indicate the number of available device drivers and the number of download 

device drivers.

• Not Downloaded. The UXSP or individual device driver is available on the Lenovo Support site but not 

downloaded in the repository.

A message is displayed on the Windows Driver Updates Repository page when the space that is available for 

UXSPs and device drivers is more than 50% full. Another message is displayed on the page when the 

repository is more than 85% full. To reduce the space that is used in the repository, you can remove unused 

files by selecting the target files and then clicking the Delete icon ( ). For more information, see Managing 
disk space in the XClarity Administrator online documentation. 

Attention: The Windows UXSPs include device drivers and firmware updates. The firmware updates in the 

Windows UXSPs are discarded when the UXSPs are imported to the repository and a warning message 

displayed. Only the device drivers are imported.

Procedure

To download UXSPs and specific device drivers, perform one of the following procedures.

• When XClarity Administrator is connected to the Internet:

1. From the XClarity Administrator menu bar, click Provisioning ➙ Windows Driver Updates: 

Repository to display the Windows Driver Updates Repository page.

2. Click Refresh Catalog, and then click one of the following options to obtain information about the 

latest available UXSPs.

– Refresh Selected - Latest Only. Retrieves information about the most current UXSP versions that 

are available for only the selected servers.

– Refresh All - Latest Only. Retrieves information about the most current UXSP versions for all 

supported servers.

– Refresh Selected. Retrieves information about all UXSP versions that are available for only the 

selected servers.

– Refresh All. Retrieves information about all UXSP versions that are available for all supported 

servers.

Note: Refreshing the catalog might take several minutes to complete.

3. Expand the server type to display the list of available UXSPs. Expand the UXSP to see a list of 

available device drivers.

8 Lenovo XClarity Administrator Quick Start Guide Updating OS device drivers

https://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca.doc/lxca_managediskspace.html
https://sysmgt.lenovofiles.com/help/topic/com.lenovo.lxca.doc/lxca_managediskspace.html


4. Select one or more target UXSPs and device drivers to download.

5. Click the Download Selected icon ( ).

6. Click Download to download immediately, or click Schedule to schedule this download to run at a 

later time.

Downloading the UXSPs might take a few minutes. When the UXSPs and device drivers have been 

downloaded and stored in the repository, the row in the catalog is highlighted, and the Download 

Status column is changed to "Downloaded."

You can monitor the status of the download process from the jobs log. From the XClarity 

Administrator menu, click Monitoring ➙ Jobs. For more information about the jobs log, see 
Monitoring jobs in the XClarity Administrator online documentation.

• When XClarity Administrator is not connected to the Internet:

1. Download the UXSPs to a workstation that has network connection to the XClarity Administrator host 

from the Lenovo Data Center Support website.

2. From the XClarity Administrator menu bar, click Provisioning ➙ Windows Driver Updates: 

Repository to display the Windows Driver Updates Repository page. 

3. Click the Import icon ( ).

4. Click Select Files, and browse to the location of the UXSP on the workstation. 

5. Select the UXSP .zip file (do not unzip the zip file before importing), and then click Open.

The UXSP .zip file contains the metadata file (.xml), payload (.exe), change history file (.chg), and 

readme file (.txt).

6. Click Import.

You can monitor the status of the import process from the jobs log. From the XClarity Administrator 

menu, click Monitoring ➙ Jobs. For more information about the jobs log, see Monitoring jobs in the 

XClarity Administrator online documentation.

After you finish
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From this page, you can perform the following actions on selected UXSPs.

• Cancel a download that is currently in process by clicking the Cancel download icon ( ).

• Delete all file associated with the UXSP by clicking the Delete icon ( ).

Configuring Windows Server for OS device-driver updates

Lenovo XClarity Administrator uses the Windows Remote Management service (WinRM) listening over 
HTTPS or HTTP to run device-driver update commands on target Windows systems. The WinRM service 
must be correctly configured on the target servers before attempting to update OS device drivers.

Before you begin

Required ports must be available. For more information, see Port availability in the XClarity Administrator 

online documentation.

For more information about configuring Windows Server before updating OS device driver, see the XClarity 
Administrator: Preparing for OS Device Driver Updates (white paper). 

Procedure

To configure Windows Server to support updating OS device drivers, complete the following steps.

• For HTTPS

1. Sign and install a server certificate on each of your target Windows systems.

Important: The certificate must contain the following information. 

– In the Subject, ensure that the Domain Component is set (for example, DC=labs, DC=com, DC= 

company).

– In the Subject Alternative Name, ensure that the DNS Name and host IP Address are set (for 

example, DNS Name=node1325C554A6F.labs.company.com and IP Address=10.245.43.149).

2. Configure the remote management commands and data over an HTTPS connection by running one 

of the following commands from an administrative command prompt, and then confirm the suggested 

configuration changes.

– 
winrm quickconfig -transport:https

– 
winrm create winrm/config/Listener?Address=*+Transport=HTTPS  
@{Hostname="host_name";CertificateThumbprint="certificate_thumbprint"}

To manually set up a WinRM HTTPS listener according to WinRM documentation, see the How to 
configure WinRM for HTTPS webpage.

3. Enable basic authentication of local Windows users by running the following command from an 

administrative command prompt.
winrm set winrm/config/service/Auth @{Basic="true"}

4. To avoid a possible timeout and sending WinRM request errors in compliance checking and 

performing driver updates, increase the default value for the WinRM response timeout by running the 

following command from an administrative command prompt. A value of 280000 is recommended. 

For more information, see the Installation and Configuration for Windows Remote Management webpage.
winrm set winrm/config @{MaxTimeoutms="280000"}

5. Open the port in your firewall that you configured for the WinRM HTTPS listener. The default HTTPS 

port is 5986. For example
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netsh advfirewall firewall add rule name="Windows Remote Management (HTTPS-In)" dir=in action=allow  
protocol=TCP localport=5986

6. If you are using HTTPS listeners, adds the certificate to the XClarity Administrator trust store by 

completing the following steps. Adding the certificate to the trust store allows XClarity Administrator 

to trust the WinRM HTTPS listeners to which it connects. Repeat the following steps for any 

additional certification paths that need to be trusted for the Windows Remote Management service.

a. Identify and collect the Certificate Authority root certificate that you used to sign the server 

certificates for the target Windows systems. If you do not have access to the CA root certificate, 

collect the server certificate itself or another certificate in the certification path.

b. From the XClarity Administrator menu bar, click Administration ➙ Security to display the 

Security page.

c. Click Trusted Certificates under the Certificate Management section.

d. Click the Create icon ( ) to display the Add Certificate dialog.

e. Either browse for the certificate file that you collected in step 1, or copy/paste the contents of the 

certificate file into the text box.

f. Click Create.

7. After the WinRM listener is running on your target Windows systems, XClarity Administrator can 

connect to these systems and perform the device driver updates.

• For HTTP

1. Configure the remote management commands and data over an HTTP connection by running the 

following command from an administrative command prompt, and then confirm the suggested 

configuration changes.
winrm quickconfig

2. Enable basic authentication of local Windows users by running the following command from an 

administrative command prompt.
winrm set winrm/config/service/Auth @{Basic="true"}

3. Allocate enough memory for the update commands on this system by running the following 

command from an administrative command prompt.
winrm set winrm/config/winrs @{MaxMemoryPerShellMB="1024"}

4. Allow unencrypted data by running the following command from an administrative command prompt.
winrm set winrm/config/service @{AllowUnencrypted="true"}

5. Open the port in your firewall that you configured for the WinRM HTTP listener. The default HTTPS 

port is 5985. For example
netsh advfirewall firewall add rule name="Windows Remote Management (HTTP-In)" dir=in action=allow  
protocol=TCP localport=5985

After the WinRM listener is running on your target Windows systems, XClarity Administrator can connect 

to these systems and perform the device driver updates.

Configuring a domain account for OS device-drivers updates

You can choose to use domain accounts to easily manage the privileges with a domain controller. To use a 
domain account when updating OS device drivers, you need to configure a domain account.

Before you begin

Ensure the managed Windows servers are in a domain network before configuring domain accounts.

When you add the Windows user account in Lenovo XClarity Administrator, use the format USER@DOMAIN. The 
format DOMAIN/USER is not supported.
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Procedure

To configure a domain account, complete the following steps.

Step 1. From the Lenovo XClarity Administrator menu bar, click Provisioning ➙ Windows Driver 

Updates: Apply. The Windows Driver Updates: Apply page is displayed.

Step 2. Click All Actions ➙ Manage Domain Account. The Domain Accounts page is displayed.

Step 3. Click the Create icon ( ). to add a realm for the domain account. The Create Realm dialog is 

displayed.

Step 4. Specify a name and one or more key distribution center hosts names for the realm. Use the Add 

icon ( ) to add another host name and use Remove icon ( ) to remove a host name.

Step 5. Click OK to save the realm.

Step 6. From the Domain Accounts page, optionally select the realm to use by default.

Step 7. Click Save to save the configuration.

After you finish

You can perform the following actions from the Configure Domain Account page.  

• Modify a selected realm by clicking the Edit icon ( ).

• Delete a selected realm by clicking the Delete icon ( )..

Configuring global Windows device-driver update settings

Global settings serve as defaults settings when Windows device-driver updates are applied.

About this task

From the Global Settings page, you can configure the following settings:

• Use HTTPS for Windows driver updates

• Show Device Drivers for installed hardware 

Procedure

To configure the global settings to be used for all servers, complete the following steps.

Step 1. From the Lenovo XClarity Administrator menu bar, click Provisioning ➙ Windows Driver 

Updates: Apply. The Windows Driver Updates: Apply page is displayed.

Step 2. Click All Actions ➙ Global Settings to display the Global Settings: Apply Windows driver updates 

dialog. 

Step 3. Optionally select the following options. 
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• Select Use HTTPS for Windows driver updates to use the Windows Remote Management 

service (WinRM) listening over HTTPS to run device-driver update commands on target 

Windows systems HTTPS is the default.

Clear this setting to use HTTP. 

Attention: When using HTTP, Windows user credentials are sent over the network without 

encryption and can be easily viewed using commonly available network troubleshooting tools.

• Select Show Device Drivers for installed hardware to list only device drivers for managed 

hardware.

Clear this setting to list all device drivers in each imported UpdateXpress System Packs (UXSPs) 

are listed. 

Important: After selecting this option, you must perform a compliance check by clicking the 

Check Compliance icon ( ) from the Windows Driver Updates: Apply page.

Step 4. Click OK to close the dialog.

Applying Windows device drivers

You can apply device drivers to managed servers running Windows.

Before you begin

• Lenovo XClarity Administrator uses the Windows Remote Management service (WinRM) listening over 

HTTPS or HTTP to run device-driver update commands on target Windows systems. The WinRM service 

must be correctly configured on the target servers before attempting to update OS device drivers (see 

Configuring Windows Server for OS device-driver updates).

• Devices that are not supported cannot be selected for updates.

• Read the device-driver update considerations before you attempt to update device drivers on your 

managed servers (see OS device-driver update considerations). 

• Ensure that the repository contains the UXSPs and device drivers that you intend to deploy (see 

Downloading Windows device drivers ).

Note: When XClarity Administrator is initially installed, the catalog and repository are empty.

• XClarity Administrator can use the Windows Remote Management service (WinRM) listening over HTTPS 

or HTTP to run device-driver update commands on target Windows systems HTTPS is the default. To use 

HTTP, click All Actions ➙ Global Settings on the Windows Driver updates: Apply page, and then clear 

Use HTTPS for Windows driver updates.

Attention: When using HTTP, Windows user credentials are sent over the network without encryption and 

can be easily viewed using commonly available network troubleshooting tools.

Important: 

– Ensure that Windows Remote Management (WinRM) on the target server is configured to use the same 

setting (HTTPS or HTTP) that is defined in XClarity Administrator (see Configuring Windows Server for 

OS device-driver updates).

– Ensure that WinRM on the target server is configured with basic authentication.

– When using HTTPS, ensure that WinRM on the target server is configured with allowUnencrypted= 

false.

• Ensure that PowerShell is supported on the target server.
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• Ensure that the target server is powered on before attempting to update device drivers. If the server is not 

powered on, select the target server, and click All Actions ➙ Power Actions ➙ Power On.

• Ensure that XClarity Administrator has information that it needs to access the host operating system (see 
Managing access to operating-systems on managed servers in the XClarity Administrator online 

documentation.

• If you want to use a domain account when updating OS device drivers, ensure that you created the 

required configuration file (see Configuring a domain account for OS device-drivers updates).

• Ensure that no jobs are currently running on the target server. You cannot update device drivers on a 

managed server that is locked by a running job. If another update job is running on the target server, this 

update job is queued until the current update job completes. To see a list of active jobs, click Monitoring 

➙ Jobs. 

About this task

XClarity Administrator updates only device drivers that are out of compliance. Device drivers are out of 

compliance when the version on the server is earlier than version in the selected UXSP. Device drivers that 

are equal to or later than version in the selected UXSP are skipped.

Procedure

To apply Windows device drivers to managed servers, complete the following steps.

Step 1. From the XClarity Administrator menu bar, click Provisioning ➙ Windows Driver Updates: Apply 

to display the Windows Driver Updates: Apply page. 

Important: 

• To discover the device drivers on the target server and determine compliance, you must select 

the target server and run the compliance check. After the compliance check is run for the first 

time, you can expand the row to see a list of device drivers on the target server.

• The Windows System column identifies the hostname or IP address of the host operating 

system. 

• The Server column identifies the name and IP address of the managed server.
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Step 2. Select one or more target servers and device drivers. 

You can sort the table columns to make it easier to find specific servers. In addition, you can filter 

the list of displayed servers by entering text (such as a name or IP address) in the Filter field.

Tip:  

• You can choose to update all device drivers for a specific operating system, or you can expand 

an operating system and choose to update only specific devices

• The Update Status column shows the authentication status for each server and the update 

status for each device driver. 

• The OS Credential column shows the stored credential that is used to authenticate to the 

operating system (for example, “901 – company\USER1.”

If OS credentials are not defined for the host operating system on the target server, the Edit OS 

Credentials dialog is displayed. For a single target server, specify the user name and password 

that you want to use for this operation. For multiple target servers, select the stored credential to 

use for each server. Then, click Save. 

Note: The OS credentials that you select on the Edit OS Credentials dialog are not saved for the 

host operating system. To save OS credentials, see Managing access to operating-systems on 
managed servers in the XClarity Administrator online documentation.

Step 3. Click the Check Authentication icon ( ) to run authentication and prerequisite checks. 

XClarity Administrator connects to the host operating system using the stored credential that is 

listed in the OS Credential column, determines the OS version, verifies that WinRM is enabled, 

performs additional prerequisite checks, and then disconnects from the host OS.

For information about changing the stored credential for the host operating system, see Managing 
access to operating-systems on managed servers in the XClarity Administrator online documentation.

Step 4. For each target server, select the target UXSP that you want to use to update device drivers from 

the Compliance Target column.

Step 5. Select the target servers again, and click the Check Compliance icon ( ) to verify the 

compliance of each device driver. 

The compliance check updates the compliance status in the Installed Driver Version column. This 

column displays the overall compliance status for the server and the installed version and 

compliance status for each device driver as measured against the assigned UXSP.

• Compliant. The installed device driver is equal to or later than the version in the assigned 

UXSP.

• Not compliant. The installed device driver is earlier than the version in the assigned UXSP. 

You can click on the link to get more information about the non compliance.

Note: Device-driver compliance is accurate only when hardware is present. If hardware is not 

present, device drivers are still applied to the server. When the missing hardware is added to the 

server, Windows loads the latest version.

Step 6. Click the Perform Updates icon ( ).

Step 7. Select one of the following update rules.  

• Stop all updates on error. If an error occurs while updating any of the device drivers on a target 

device, the update process stops for all target devices in the current device-driver update job. In 
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this case, none of the device-driver updates in the UXSP for the target device are applied. The 

current device driver that is installed on all target devices remains in effect.

• Continue on error. If an error occurs while updating any of the device drivers on the target 

device, the update process does not update the device driver for that specific device; however, 

the update process continues to update other device drivers on the device and continues to 

update all other target devices in the current device-driver update job.

• Continue to next system on error. If an error occurs while updating any of the device drivers 

on the device, the -update process stops all attempts to update the device drivers for that 

specific device, so the current device drivers that are installed on that device remains in effect. 

The update process continues to update all other devices in the current device-driver update 

job.

Step 8. Click Perform Updates to update immediately, or click Schedule to schedule this update to run at 

a later time.

After you finish

When applying an update, if the target server fails to enter maintenance mode, attempt to apply the update 

again.

If updates were not completed successfully, see OS device-driver update considerations for troubleshooting 

and corrective actions.

From the Windows Driver Updates: Apply page, you can perform the following actions.

• View the status of the device-driver update directly from the Apply page in the Update Status column.

• Monitor the status of the device-driver update from the jobs log. From the XClarity Administrator menu, 

click Monitoring ➙ Jobs.

For more information about the jobs log, see Monitoring jobs in the XClarity Administrator online 

documentation.

When the update job is complete, you can verify that the devices are compliant from the Windows Driver 

Updates: Apply page. The current driver version that is active on each device is listed in the Installed 

Driver Version column.
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