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Updating firmware on managed devices

From the Lenovo XClarity Administrator web interface, you can download, install, and manage firmware 
updates for managed devices, including chassis, servers, storage systems, and switches. You can assign 
firmware-compliance policies to the managed devices to ensure that firmware on those devices remains 
compliant. You can also create and edit firmware-compliance policies when validated firmware levels do not 
match the suggested predefined policies. 

Learn more: 

• XClarity Administrator: Boosting Efficiency when Updating Firmware

• Lenovo ThinkSystem Firmware and Driver Update Best Practices

• XClarity Administrator: Bare metal to cluster

• XClarity Administrator: Firmware updates

• XClarity Administrator: Provisioning firmware security updates

Before you begin

Updating firmware and updating device drivers are separate processes in XClarity Administrator; there is no 

connection between these processes. XClarity Administrator does not maintain compliance between 

firmware and devices drivers on managed devices, even though it is recommended that you update device 

drivers at the same time as the firmware. 

About this task

Note: An operating system is not required to update firmware. For bare metal servers, ensure that the server 

is powered off before updating firmware.

You can manage and apply firmware updates to the following managed devices. 

• Chassis. CMM updates

• ThinkAgile, ThinkSystem, System x, Converged, Flex System, and NeXtScale servers. Baseboard 

management controller, UEFI, DSA, mezzanine, and adapter updates

• RackSwitch and Flex System switches

• Lenovo Storage and ThinkSystem DM storage devices

• IBM TS4300 Tape Library device

Firmware for the following devices cannot be updated through XClarity Administrator. 

• ThinkServer servers. See the documentation that was provided with the server to find information about 

how to update the firmware.

• Flex Power Systems compute nodes. Several methods are available to update firmware for Flex Power 

Systems compute nodes. For more information, see IBM Flex System p260/p460 Compute Nodes online 

documentation. The process for other Flex Power Systems compute nodes is similar.

• Flex switches that are in stacked mode or protected mode. You cannot update firmware on stacked 

switches. Updating firmware is disabled for all switches that are stacked.

• Flex switches. If you are using the following switch, see the documentation that was provided with the 

switch to find information about how to update the firmware. 

– Cisco Nexus B22 Fabric Extender

Procedure

The following figure illustrates the workflow for updating firmware on managed devices.
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Step 1. Manage the firmware-updates repository 

The firmware-updates repository contains a catalog of available updates and the update packages 

that can be applied to the managed devices.

The catalog contains information about firmware updates that are currently available for all devices 

that XClarity Administrator supports. The catalog organizes the firmware updates by device type. 

When you refresh the catalog, XClarity Administrator retrieves information about the latest available 

firmware updates from the Lenovo website (including the metadata .xml and readme .txt files) and 

stores the information in the firmware-updates repository. The payload file (.exe) is not 

downloaded. For more information about refreshing the catalog, see Refreshing the product 

catalog.

If new firmware updates are available, you must first download the update packages before you 

can update that firmware on the managed devices. Refreshing the catalog does not automatically 

download update packages. The Product Catalog table on the Firmware Updates Repository 

page identifies which update packages are downloaded and which are available for download.

You can download firmware updates in a few different ways: 

• Firmware-update repository packs

Firmware-update repository packs are collections of the latest firmware that is available at the 

same time as the XClarity Administrator release for all supported devices and a refreshed default 

firmware-compliance policy. These repository packs are imported and then applied from the 

Update Management Server page. When you apply a firmware-update repository pack, each 

update package in the pack is added to the firmware-updates repository, and a default 

firmware-compliance policy is automatically created for all manageable devices. You can copy 

this predefined policy, but you cannot change it.

The following repository packs are available: 

– lnvgy_sw_lxca_cmmswitchrepox-x.x.x_anyos_noarch. Contains firmware updates for all 

CMMs and Flex System switches.

– lnvgy_sw_lxca_storagerackswitchrepox-x.x.x_anyos_noarch. Contains firmware updates 

for all RackSwitch switches and Lenovo Storage devices.

– lnvgy_sw_lxca_systemxrepox-x.x.x_anyos_noarch. Contains firmware updates for all 

Converged HX Series, Flex System, NeXtScale, and System x servers.

– lnvgy_sw_thinksystemrepox-x.x.x_anyos_noarch. Contains firmware updates for all 

ThinkAgile and ThinkSystem servers.

– lnvgy_sw_lxca_thinksystemv2repox-x.x.x_anyos_noarch. Contains firmware updates for 

all ThinkAgile and ThinkSystem V2 servers.

You can determine whether firmware-update repository packs are stored in the repository from 

the Download Status column on Update Management Server page. This column contains the 

following values: 

– Downloaded. The firmware-update repository pack is stored in the repository. 

– Not Downloaded. The firmware-update repository pack is available but not stored in the 

repository.
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• UpdateXpress System Packs (UXSPs)

UXSPs contains the latest available firmware and device driver updates, organized by operating 

system. When you download UXSPs, XClarity Administrator downloads the UXSP, based on the 

version that is listed in the catalog, and stores the update packages in the firmware-updates 

repository. When you download a UXSP, each firmware update in the UXSP is added to the 

firmware-updates repository and listed on the Individual Updates tab, and a default firmware- 

compliance policy is automatically created for all manageable devices using the name <uxsp- 

version>-<date>-<server-short-name>-UXSP (for example, v1.50-2017-11-22- SD530-UXSP). You 

can copy this predefined policy, but you cannot change it.

Note: When you download or import UXSPs from the Firmware Updates: Repository page, only 

firmware updates are downloaded and stored in the repository. Device driver updates are 

discarded. For information about downloading or importing Windows device driver updates 

using UXSPs, see Managing the OS device-drivers repository in the XClarity Administrator online 

documentation.

You can determine whether UXSPs are stored in the firmware-updates repository from the 

Download Status column on the Individual Updates tab of the Firmware Updates: Repository 

page. This column contains the following values: 

– Downloaded. The entire update package or the individual firmware update is stored in the 

repository. 

– x of y Downloaded. Some but not all firmware updates in the update package are stored 

in the repository. The numbers in parentheses indicate the number of available updates and 

the number of stored updates, or there are no updates for the specific device type.

– Not Downloaded. The entire update package or the individual firmware update is available 

but not stored in the repository.

• Individual firmware updates

You can download individual firmware-update packages, at one time. When you download 

firmware-update packages, XClarity Administrator downloads the update, based on the version 

that is listed in the catalog, and stores the update packages in the firmware-updates repository. 

You can then create firmware-compliance policies using those update packages for each of your 

managed devices.

Note: The core firmware updates (such as management controller, UEFI, and pDSA) are 

operating-system independent. Firmware-update packages for the RHEL 6 or SLES 11 

operating systems are used to update compute nodes and rack servers. For more information 

about which firmware-update packages to use for your managed servers, see Downloading 

firmware updates.

You can determine whether specific firmware updates are stored in the firmware-updates 

repository from the Download Status column on the Individual Updates tab on the Firmware 

Updates: Repository page. This column contains the following values: 

– Downloaded. The entire update package or the individual firmware update is stored in the 

repository. 

– x of y Downloaded. Some but not all firmware updates in the update package are stored 

in the repository. The numbers in parentheses indicate the number of available updates and 

the number of stored updates, or there are no updates for the specific device type.

– Not Downloaded. The entire update package or the individual firmware update is available 

but not stored in the repository.
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XClarity Administrator must be connected to the Internet to refresh the catalog and download 

firmware-update. If it is not connected to the Internet, you can manually download the files to a 

workstation that has network access to the XClarity Administrator host using a web browser and 

then import the files into the firmware-updates repository.  

When you manually import firmware updates into XClarity Administrator, you must include the 

following required files: payload (image and MIB), metadata XML, change history, and readme. For 

example: 

• lnvgy_sw_lxca_thinksystemrepo*_anyos_noarch.tgz

• lnvgy_sw_lxca_thinksystemrepo*_anyos_noarch.xml

• lnvgy_sw_lxca_thinksystemrepo*_anyos_noarch.chg

• lnvgy_sw_lxca_thinksystemrepo*_anyos_noarch.txt

Attention: 

• Only import these required files. Do not import other files that might be found on the firmware 

download websites.

• If you do not include the XML file in the update package, the update is not imported.

• If you do not include all required files that are associated with the update, the repository shows 

that the update is not downloaded, which means that it is partially imported. You can then 

import the missing files by selecting and importing them.

• The core firmware updates (such as management controller, UEFI, and pDSA) are operating- 

system independent. Firmware-update packages for the RHEL 6 or SLES 11 operating systems 

are used to update compute nodes and rack servers. For more information about which 

firmware-update packages to use for your managed servers, see Downloading firmware 

updates.

For more information about the firmware updates, see Managing the firmware-updates repository.

Step 2. (Optional) Create and assigning firmware-compliance policies 

Firmware-compliance policies ensure that the firmware on certain managed devices is at the 

current or specific level by flagging the devices that need attention. Each firmware-compliance 

policy identifies which devices are monitored and which firmware level must be installed to keep 

the devices in compliance. You can set compliance at the device or firmware component level. 

XClarity Administrator then uses these policies to check the status of managed devices and to 

identify devices that are out of compliance.

When you create a firmware-compliance policy, you can choose to have XClarity Administrator flag 

a device when: 

• The firmware on the device is down level

• The firmware on the device does not exactly match the compliance target version
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XClarity Administrator comes with a predefined firmware-compliance policy named Latest 

firmware in repository. When new firmware is downloaded or imported into the repository, this 

policy is updated to include latest available versions of firmware in the repository.

After a firmware-compliance policy is assigned to a device, XClarity Administrator checks the 

compliance status of each device when the device inventory changes or firmware-updates 

repository changes. When the firmware on a device is not compliant with the assigned policy, 

XClarity Administrator identifies that device as not compliant on the Firmware Updates: Apply / 

Activate page, based on the rule that you specified in the firmware-compliance policy 

For example, you can create a firmware-compliance policy that defines the baseline level for 

firmware that is installed in all ThinkSystem SR850 devices and then assign that firmware- 

compliance policy to all managed ThinkSystem SR850 devices. When the firmware-updates 

repository is refreshed and a new firmware update is added, those compute nodes might become 

out of compliance. When that happens, XClarity Administrator updates the Firmware Updates: 

Apply / Activate page to show that the devices are not compliant and generates an alert.

Note: You can choose to show or hide alerts for devices that do not meet the requirements of their 

assigned firmware-compliance policies (see Configuring global firmware-update settings). Alerts 

are hidden by default.

For more information about the firmware-compliance policies, see Creating and assigning 

firmware-compliance policies.

Step 3. Applying and activating updates 

XClarity Administrator does not automatically apply firmware updates to managed devices. To 

update firmware, you must manually apply and active the update on selected devices. You can 

apply the firmware in one of the following ways: 

• Apply bundled firmware updates using compliance policies

You can apply firmware updates to all components in the selected devices according to the 

assigned firmware-compliance policy using a bundle image that contain the applicable firmware 

update packages. 

The bundled-update process first updates the baseboard management controller and UEFI out 

of band. When these updates are complete, the process creates a bundled image of remaining 

firmware in the compliance policy based on the machine type. Then, the process mounts the 

image to the selected device and restarts the device to boot the image. The image automatically 

runs to perform the remaining updates.

Attention: Selected devices are powered off before starting the update process. Ensure that 

any running workloads have either been stopped or, if you are working in a virtualized 

environment, moved to a different server. If jobs are running, the update job is queued until all 

other jobs have completed. To see a list of active jobs, click Monitoring ➙ Jobs.

Notes: 
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– Applying bundled firmware updates is supported only for ThinkSystem SR635 and SR655 

servers.

– Applying bundled firmware updates is supported only for IPv4 address. IPv6 addresses are 

not supported.

– Ensure that each target device was booted to the OS at least once to retrieve the full 

inventory information.

– Baseboard management controller firmware v2.94 or later is required to use the bundled- 

update function.

– Only firmware updates from repository packs or individual firmware updates are used. 

UpdateXpress System Packs (UXSPs) are not supported.

– Only downloaded firmware updates are applied. Refresh the product catalog, and download 

the appropriate firmware updates (see Refreshing the product catalog and Downloading 

firmware updates). 

Note: When XClarity Administrator is initially installed, the product catalog and the repository 

are empty.

– Compliance check is supported only for the baseboard management controller and UEFI in 

ThinkSystem SR635 and SR655 servers; however, XClarity Administrator attempts to apply 

firmware updates to all available hardware components. 

– Updates are applied according to the assigned firmware-compliance policy. You cannot 

choose to update a subset of components.

– XClarity Administrator v3.2 or later is required to apply firmware updates for Lenovo XClarity 

Provisioning Manager (LXPM), LXPM windows drivers, or LXPM Linux drivers to ThinkSystem 

SR635 and SR655 servers.

– The baseboard management controller and UEFI updates are skipped if the currently installed 

version is higher than the assigned compliance policy.

– Firmware-compliance policies must be created and assigned to the devices on which you 

intend to apply firmware updates. For more information, see Creating and assigning firmware- 

compliance policies.

– The selected devices are powered off before starting the update process. Ensure that any 

running workloads have either been stopped or, if you are working in a virtualized 

environment, moved to a different server.

• Apply selected firmware updates with or without compliance policies

You can apply firmware updates on selected components and devices according to the 

assigned firmware-compliance policy using applicable firmware-update packages. You can also 

choose to apply firmware updates that are later than the currently installed firmware on selected 

components and devices without using compliance policies. 

You can choose to apply updates for all components in a specific device. You can also choose 

to update only a subset of components in the selected devices, such as the baseboard 

management controller or UEFI.

To activate the firmware updates, the devices must be restarted. (Note that restarting a device is 

disruptive.) You can choose to restart the devices as part of the update process (called 

immediate activation), or wait until a maintenance window is available to restart the devices 

(called delayed activation). In this case, you must manually restart the device for the update to 

take effect.

When you choose to update the firmware for a managed device, the following steps occur: 

1. XClarity Administrator sends the firmware updates (for example, for the management 

controller, UEFI, and DSA) to the device.
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2. When the device is restarted, the firmware updates are activated on the device.

3. For servers, XClarity Administrator sends updates for optional devices, such as network 

adapter and hard drive updates. XClarity Administrator applies these updates, and the 

server is restarted

4. When you restart the device or choose immediate activation, the updates for the optional 

devices are activated.

Notes: 

– When applying updates using compliance policies, a firmware-compliance policy must be 

created and assigned to each target devices. For more information, see Creating and 

assigning firmware-compliance policies.

– If you choose to install a firmware-update package that contains updates for multiple 

components, all components to which the update package applies are updated.

– Updates to CMMs and Flex switches are always activated immediately, even if you select 

delayed activation.

When you perform updates on a set of devices, XClarity Administrator performs the updates in the 

following order: 

• Chassis CMM

• RackSwitch and Flex System switches

• Flex compute nodes, and rack and tower servers

• Lenovo Storage devices

Attention: Before you attempt to apply firmware updates on managed devices, ensure that you 

have completed the following actions: 

• Read the firmware-update considerations before you attempt to update firmware on your 

managed devices (see Firmware-update considerations).

• Initially, devices that are not supported for updates are hidden from the view. Devices that are 

not supported cannot be selected for updates.

• By default, all detected components are listed as available for applying updates; however, 

down-level firmware might prevent a component from appearing in inventory or reporting full- 

version information. To list all policy-based packages that are available for you to apply updates, 

click All Actions ➙ Global Settings, and selecting Enhanced Support for Down-Level 

Devices. When this option is selected, “Other Available Software” is listed in the Installed 

Version column for undetected devices. For more information, see Configuring global firmware- 

update settings. 

Notes: 

– The global settings cannot be changed when updates to managed devices are in progress.

– It takes a few minutes to generate the additional options. After a few moments, you might 

need to click the Refresh icon ( ) to refresh the table.

• Ensure that no jobs are currently running on the target server. If jobs are running, the update job 

is queued until all other jobs have completed. To see a list of active jobs, click Monitoring ➙ 
Jobs.

• Ensure that the firmware-updates repository contains the firmware packages that you intend to 

deploy. If not, refresh the product catalog, and download the appropriate firmware updates (see 

Refreshing the product catalog and Downloading firmware updates). 

Note: When XClarity Administrator is initially installed, the product catalog and the repository 

are empty.
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If you intend to install prerequisite firmware, ensure that the prerequisite firmware is downloaded 

in the repository as well.

In some cases, multiple versions might be needed to update firmware, and all versions would 

need to be downloaded to the repository. For example, to upgrade the IBM FC5022 SAN 

scalable switch from v7.4.0a to v8.2.0a, you must first install v8.0.1-pha, then v8.1.1, and then 

v8.2.0a. All three versions must be in repository to update the switch to v8.2.0a.

• Typically, devices must be restarted to activate the firmware update. If you choose to restart the 

device during the update process (immediate activation), ensure that any running workloads 

have either been stopped or, if you are working in a virtualized environment, moved to a different 

server.

For more information about installing updates, see Applying and activating firmware updates.

Firmware-update considerations

Before you begin updating firmware for managed devices by using Lenovo XClarity Administrator, review the 
following important considerations.

General considerations

• Minimum required levels of firmware.

Ensure that the firmware that is installed on each managed device is at the minimum required level before 

using XClarity Administrator to update firmware on those devices. For information about firmware 

requirements, see Supported firmware in the XClarity Administrator online documentation.

Note: For information about I/O device support and known limitations, see the XClarity Administrator 

Support – Compatibility webpage.

• Update all components to the level that is included in the firmware-updates repository.

Because firmware updates for Flex System components are tested and released together, it is 

recommended that you maintain the same firmware level on all components in a Flex System chassis. 

Therefore, it is important to update firmware on all components in the chassis in the same maintenance 

window. XClarity Administrator applies the selected updates in the correct sequence automatically.

• LXPM Linux Drivers and LXPM Windows Drivers are not included when downloading UXSPs

Lenovo XClarity Provisioning Manager (LXPM) Linux and Windows drivers are not included in 

UpdateXpress System Packs (UXSPs). To apply these update packages to your devices, either download 

the latest firmware-update repository packs or manually download the individual packages and create a 

firmware compliance policy to include those packages.

• Some firmware updates are codependent on a minimum level of device driver.

Before applying adapter and I/O firmware updates on a server, you might be required to update the device 

driver to a minimum level. In general, firmware updates are not dependent on specific levels of device 

drivers. Refer to the firmware update readme for such co-dependencies, and update the device drivers in 

your operating system before updating the firmware. XClarity Administrator does not update device 

drivers in your operating system.

• Reboot XClarity Administrator before updating firmware

If previous attempts to update firmware fails, reboot XClarity Administrator before updating firmware. 

Rebooting the management sever ensures that the system reserved account that is used to update 

firmware is synchronized on the managed devices. 

• Firmware updates are disruptive and require workloads to be quiesced on devices.
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Performing firmware updates on managed devices is disruptive if you choose to immediately activate the 

update. You must quiesce the devices before updating firmware using immediate activation.

When updating firmware on servers, the servers are shut down and placed in a maintenance operating 

system to update device drivers for adapters, disk drives, and solid-state drives. 

Flex switches in a given chassis are updated sequentially and are restarted during the firmware update 

process. Implementing redundant data paths lessens the disruption, but there might still be a brief 

interruption in network connectivity during the firmware update. 

• Do not use XClarity Administrator to update the firmware on the server on which XClarity 

Administrator is running.

If XClarity Administrator is running on a hypervisor host that runs on a server that it is managing, do not 

use XClarity Administrator to update firmware on that server. When firmware updates are applied with 

immediate activation, XClarity Administrator forces the target server to restart, which would restart the 

hypervisor host and XClarity Administrator as well. When applied with deferred activation, only some 

firmware is applied until the target system is restarted

CMM considerations

• Virtually reseat CMMs before updating firmware .

If you are updating CMMs that are running firmware level stack release 1.3.2.1 2PET12K through 

2PET12Q, that have been running for more than three weeks, and are in a dual-CMM configuration, you 

must virtually reseat both the primary and standby CMMs before updating firmware (see .

Baseboard-management controller considerations

• Minimum required BMC levels for Pending-Activation status

To see the pending-activation status, the following firmware version must be installed on the primary 

baseboard management controller in the server.  

– IMM2: TCOO46F, TCOO46E, or later (depending on the platform)

– XCC: CDI328M, PSI316N, TEI334I, or later (depending on the platform)

• Updates applied to the primary management controller and UEFI firmware partitions.

Baseboard management-controller (BMC) and UEFI updates can be applied to the primary and backup 

firmware partitions for the management controller and UEFI independently.

You can also apply management controller and UEFI updates to only the primary firmware partitions on 

the server. By default, the management controller is configured to synchronize the backup management 

controller partition with the primary management controller partition after the primary management 

controller has been running satisfactorily and the new level is ready to promote to backup. However, the 

management controller is not configured to synchronize the UEFI backup partition by default. Therefore, 

consider one of the following options on the management controller:

– Enable the automatic synchronization of the UEFI backup partition. 

This ensures that both the primary and backup partitions are running the same level of firmware (and 

that the backup UEFI firmware is compatible with the management controller firmware).

– Disable the automatic synchronization of the management-controller backup partition. 

Although not recommended, this gives you complete control over the firmware levels for the 

management controller and the UEFI. However, you must manually update the management controller 

and UEFI firmware for both partitions.

You use firmware-compliance policies to determine which updates are applied to each device. For more 

information about firmware-compliance policies, see Creating and assigning firmware-compliance 

policies.
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Note: If the management controller and UEFI are configured to automatically synchronize the backup 

firmware from the primary, it is not necessary for XClarity Administrator to update the backup banks. In 

that case, you can clear the backup bank updates when applying updates to a server or remove the 

backup banks from the firmware-compliance policy.

• Possibility of VMware vSphere ESXi system failure (host purple diagnostic screen) when a 

management controller is reset.

If you are running VMware vSphere ESXi on any server, ensure that the following minimum VMware ESXi 

levels are installed before updating the firmware on the server: 

– If you are running VMware vSphere ESXi 5.0, install a minimum level of 5.0u2 (update 2)

– If you are running VMware vSphere ESXi 5.1, install a minimum level of 5.1u1 (update 1)

If you do not install these minimum levels, a VMware vSphere ESXi system failure (host purple diagnostic 

screen) might occur whenever the management controller is reset, including when management-controller 

firmware is applied and activated.

Note: This issue does not affect ESXi v5.5.

ThinkSystem device considerations

• For ThinkSystem SE350 servers running XCC firmware version earlier than 20A, IPMI over KCS 

Access must be manually enabled in the baseboard management controller to ensure that the 

management controller can communicate with XClarity Administrator.

For ThinkSystem SE350 servers, IPMI over KCS is disabled by default. For ThinkSystem SE350 servers 

running XCC firmware version 20A or later, XClarity Administrator automatically enables IPMI over KCS 

during a firmware update and then disables it after the firmware update is complete. However, for 

ThinkSystem SE350 servers running XCC firmware version earlier than 20A, you must manually enable this 

option from the Lenovo XClarity Controller user interface by clicking BMC Configuration ➙ Security ➙ 
IPMI over KCS Access. 

• For ThinkSystem SR635 and SR655 servers, the following limitations apply.

– Only Immediate activation is supported. Delayed activation and Prioritized activation are not supported.

– For XClarity Administrator v3.1.1 and later, you can use the bundled update function to update all 

components on ThinkSystem SR635 and SR655 servers, including baseboard management controller, 

UEFI, disk drives, and IO options.

Attention: Selected devices are powered off before starting the update process. Ensure that any 

running workloads have either been stopped or, if you are working in a virtualized environment, moved 

to a different server. If jobs are running, the update job is queued until all other jobs have completed. To 

see a list of active jobs, click Monitoring ➙ Jobs.

Notes: 

– Applying bundled firmware updates is supported only for ThinkSystem SR635 and SR655 servers.

– Applying bundled firmware updates is supported only for IPv4 address. IPv6 addresses are not 

supported.

– Ensure that each target device was booted to the OS at least once to retrieve the full inventory 

information.

– Baseboard management controller firmware v2.94 or later is required to use the bundled-update 

function.

– Only firmware updates from repository packs or individual firmware updates are used. 

UpdateXpress System Packs (UXSPs) are not supported.
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– Only downloaded firmware updates are applied. Refresh the product catalog, and download the 

appropriate firmware updates (see Refreshing the product catalog and Downloading firmware 

updates). 

Note: When XClarity Administrator is initially installed, the product catalog and the repository are 

empty.

– Compliance check is supported only for the baseboard management controller and UEFI in 

ThinkSystem SR635 and SR655 servers; however, XClarity Administrator attempts to apply firmware 

updates to all available hardware components. 

– Updates are applied according to the assigned firmware-compliance policy. You cannot choose to 

update a subset of components.

– XClarity Administrator v3.2 or later is required to apply firmware updates for Lenovo XClarity 

Provisioning Manager (LXPM), LXPM windows drivers, or LXPM Linux drivers to ThinkSystem SR635 

and SR655 servers.

– The baseboard management controller and UEFI updates are skipped if the currently installed 

version is higher than the assigned compliance policy.

– Firmware-compliance policies must be created and assigned to the devices on which you intend to 

apply firmware updates. For more information, see Creating and assigning firmware-compliance 

policies.

– The selected devices are powered off before starting the update process. Ensure that any running 

workloads have either been stopped or, if you are working in a virtualized environment, moved to a 

different server.

You can also use the traditional update function to apply firmware updates to only the baseboard 

management controller and UEFI.

– For XClarity Administrator v3.0:

– Management data is not correctly updated when updating firmware from 20A to 20B or 20C. To 

work around this issue, either unmanage and then manage the device again, or restart XClarity 

Administrator.

– Downgrading firmware updates is not supported.

– For XClarity Administrator v2.8 and later

– You can update baseboard management controller and UEFI firmware using the traditional update 

process. Baseboard management controller firmware version AMBT10M or later is required, and 

UEFI firmware version CFE114L or later is required.

– Firmware updates are not supported in the following situations.

• If XClarity Administrator v2.7 manages ThinkSystem SR635 and SR655 servers running 20A 

firmware, and you upgrade to 20B firmware using the baseboard management controller before 

upgrading to XClarity Administrator v2.8.

• If XClarity Administrator v2.7 manages ThinkSystem SR635 and SR655 servers running 20B 

firmware before upgrading to XClarity Administrator v2.8.

• If XClarity Administrator v2.8 manages ThinkSystem SR635 and SR655 servers running 20A 

firmware, and you upgrade to 20B firmware using the baseboard management controller.

• XClarity Administrator v2.1, v2.2, and v2.3 require a cumulative patch to manage ThinkSystem 

servers running BMC firmware TEI342s-2.40, CDI334v-2.50, or PSI322k-1.50.

For XClarity Administrator v2.1, v2.2, and v2.3, before updating BMC firmware on ThinkSystem servers to 

version TEI342s-2.40, CDI334v-2.50, or PSI322k-1.50, you must either apply the latest XClarity 

Administrator Virtual Appliance Cumulative Patch or update to XClarity Administrator v2.4. XClarity 

Administrator v2.0 or earlier does not require the cumulative patches.

• Firmware updates is not supported on ThinkSystem servers using DHCPv6 or statically assigned 

IPv6 addresses
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When using IPv6 addressing on ThinkSystem servers, firmware updates is supported on only IPv6 Link- 

Local Address(LLA) and stateless addresses.

• When updating firmware to version 20D, you must update both UEFI and XCC together.

UEFI and Lenovo XClarity Controller (XCC) must be updated together for version 20D. Updating XCC and 

not UEFI, and vice versa, will cause issues.

Flex System device considerations

• Ensure that the Flex switches that are being updated are powered on,

• Select Immediate Activation when updating compute nodes that are at management-controller 

firmware levels earlier than Flex System 1.3.2.

When you apply the Flex System 1.3.2, 2nd Quarter lifecycle release to a compute node, you must choose 

immediate activation to update the compute node. Immediate activate forces the compute node to restart 

during the update process.

• Flex switches must be configured with an IP address that is reachable from XClarity Administrator.

The target Flex switch must be assigned an IP address that can communicate with XClarity Administrator 

so that XClarity Administrator can download and apply the firmware update.

• Update support on scalable complexes, such as x480 X6 and x880 X6 nodes.

Update support on scalable nodes such as the Flex System x480 X6 and x880 X6 compute nodes is 

limited to configurations where the complex is configured as a single partition that includes all compute 

nodes that are part of the multi-node complex. You cannot use XClarity Administrator to update a 

complex that consists of multiple partitions.

If you assign a firmware-compliance policy to a partition that includes multiple servers in a scalable 

complex (such as Flex System x480 X6 and x880 X6 compute nodes), XClarity Administrator updates 

firmware on all management controllers and UEFIs for each server in the partition by default. However, if 

you select a subset of components within the partition, XClarity Administrator updates the firmware on 

only the selected components in the partition.

• Before updating the CMM2 to v1.30 (1AON06C) or later, Flex switches must be running Level 3 

version of Enhanced Configuration and Management (EHCM L3)

CMM2 and the Flex switches communicate using the EHCM protocol. This protocol is required for 

XClarity Administrator to update the Flex switches. When you update a CMM2 to v1.30 (1AON06C) or 

later, XClarity Administrator verifies that the Flex switches are running EHCM L3 and if not, cancels the 

CMM update with a warning that the Flex switches must be first updated to a version that supports 

EHCM-L3. You can override this verification by selecting Attempt to update components already in 

compliance when updating the CMM firmware. 

Attention: There is currently no firmware version for Flex System EN6131 Ethernet switches and IB6131 

InfiniBand switches that support EHCM L3. This means that after you update the CMM2 to firmware v1.30 

(1AON06C) or later, you can no longer use XClarity Administrator to update those switches. The work- 

around is to use the management controller web interface or command-line interface for the chassis to 

update the switch. 

Flex System switch Version Release date

CN4093 7.8.4.0 June 2014

EN4023 6.0.0 April 2015

EN4093 7.8.4.0 June 2014

EN4093R 7.8.4.0 June 2014
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Flex System switch Version Release date

EN6132 Not available Not available

FC3171 9.1.3.02.00 June 2014

FC5022 7.4.0b1 March 2016

IB6132 Not available Not available

SI4091 7.8.4.0 June 2014

SI4093 7.8.4.0 June 2014

Note: The EN2092 1-Gb Ethernet Scalable Switch does not require EHCM L3 and does not have this 

restriction.

Storage considerations

• ThinkSystem DM storage devices considerations

To update firmware on ThinkSystem DM storage devices, the devices must be running v9.7 or later. 

Downgrading is supported for only minor versions. For example, you can downgrade 9.7P11 to 9.7P9; 

however you cannot downgrade 9.8 to 9.7.

To download firmware for ThinkSystem DM series storage devices: 

– One or more ThinkSystem DM series storage devices must be managed by XClarity Administrator.

– Each ThinkSystem DM series storage device must be entitled for hardware service and support.

– You must specify the country where the ThinkSystem DM series storage devices are located on the 

Firmware Updates: Repository page. Only encrypted firmware can be downloaded for devices in the 

following countries: Armenia, Belarus, China, Cuba, Iran, Kazakhstan, Kyrgyzsta, North Korea, Russia, 

Sudan, Syrian.

• Disk drives must be in the JBOD, Online, Ready, or Unconfigured (good) state.

To update firmware on disk drives, the RAID state must be JBOD, Online, Ready, or Unconfigured (good). 

Other states are not supported. To determine the RAID state for a disk drive, go to the Inventory page for 

the device, expand the Drives section, and check the RAID State column for that disk drive (see Viewing 

the details of a managed server in the XClarity Administrator online documentation). 

• Firmware version does not detect disk drives and solid state drives.

XClarity Administrator detects only the installed-firmware version and performs a compliance check for 

disk drives and solid-state drives (SSDs) that are attached to a MegaRAID or an NVME adapter. Other 

attached drives might have a level of firmware that is not supported or might not support firmware-version 

reporting. However, firmware updates are applied to those drives when selected.

• NVMe firmware is applied even if it is not identified with a target component

On the Apply/Activate page, the NVMe firmware version is listed for solid state drives (SSDs). Because no 

target firmware update is identified for discovered NVMe devices, a warning message is displayed when 

you attempt to update the target system. However, the HDD/SSD update is applied even if it is not 

identified with a target component, so the NVMe firmware is still updated.

• Applying the ServeRAID M5115 PSoC3 update package from XClarity Administrator requires a 

minimum installed level of 68.

The ServeRAID M5115 PSoC3 (Programmable System-on-Chip) update from earlier than version 68 must 

be done in a controlled manner.
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Tip: You can view the code version for the ServeRAID M5115 PSoC3 by logging in to the CMM web 

interface and selecting the Firmware tab for the target compute node. Then, select the expansion card for 

the ServeRAID M5115 adapter. The PSoc3 code version is the GENERIC firmware type.

For installed versions earlier than 68, you cannot update using XClarity Administrator. Instead you must 

perform the following steps from either the Chassis Management Module (CMM) web interface or the 

command-line interface (CLI): 

– Using the CMM web interface:

1. Log in to the Chassis Management Module (CMM) web interface.

2. From the main menu, click Service and Support ➙ Advanced.

3. Click the Service Reset tab.

4. Select the appropriate compute node by clicking its radio button.

5. From the Reset pull down button, click Virtual Reseat.

6. Click OK to confirm.

– Using the CMM CLI:

– Log in to the CMM Secure Shell (SSH) interface.

– Enter the following command to perform a virtual reseat:
'service -vr -T blade[x]

where x is the bay number of the compute node to be reseated.

After the system is powered back on, boot to the operating system and update the ServeRAID M5115 

PSoC3 using the extracted embedded update package. Complete the following steps to extract the 

embedded package.

– Using Microsoft Windows:

Open the update package (lnvgy_fw_psoc3_m5115-70_windows_32-64.exe), and select Extract to 

Hard Drive. Then, select the path where the embedded package is to be extracted.

– Using Linux:

Run the following command:

lnvgy_fw_psoc3_m5115-70_linux_32-64.bin -x

where x is the location where the embedded package is to be extracted.

Managing the firmware-updates repository

The firmware-updates repository contains a catalog of available updates and the update packages that can 
be applied to the managed devices.

About this task

The catalog contains information about firmware updates that are currently available for all devices that 

XClarity Administrator supports. The catalog organizes the firmware updates by device type. When you 

refresh the catalog, XClarity Administrator retrieves information about the latest available firmware updates 

from the Lenovo website (including the metadata .xml and readme .txt files) and stores the information in the 

firmware-updates repository. The payload file (.exe) is not downloaded. For more information about 

refreshing the catalog, see Refreshing the product catalog.

If new firmware updates are available, you must first download the update packages before you can update 

that firmware on the managed devices. Refreshing the catalog does not automatically download update 
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packages. The Product Catalog table on the Firmware Updates Repository page identifies which update 

packages are downloaded and which are available for download.

You can download firmware updates in a few different ways: 

• Individual firmware updates. You can download individual firmware-update packages, at one time, 

based on the version that is listed in the catalog.

• UpdateXpress System Packs (UXSPs). UXSPs contains the latest available firmware and device driver 

updates, organized by operating system. When you download UXSPs from the Firmware Updates: 

Repository page, only firmware updates are downloaded and stored in the repository. Device driver 

updates are excluded. 

• Firmware-update repository packs. Repository packs contains the latest available firmware updates for 

all supported devices and a refreshed default firmware-compliance policy. These repository packs are 

imported and then applied from the Update Management Server page. 

XClarity Administrator must be connected to the Internet to refresh the catalog and download firmware- 

update. If it is not connected to the Internet, you can manually download the files to a workstation that has 

network access to the XClarity Administrator host using a web browser and then import the files into the 

firmware-updates repository.  

When you manually import firmware updates into XClarity Administrator, you must include the following 

required files: payload (image and MIB), metadata XML, change history, and readme. For example: 

• lnvgy_sw_lxca_thinksystemrepo*_anyos_noarch.tgz

• lnvgy_sw_lxca_thinksystemrepo*_anyos_noarch.xml

• lnvgy_sw_lxca_thinksystemrepo*_anyos_noarch.chg

• lnvgy_sw_lxca_thinksystemrepo*_anyos_noarch.txt

Attention: 

• Only import these required files. Do not import other files that might be found on the firmware download 

websites.

• If you do not include the XML file in the update package, the update is not imported.

• If you do not include all required files that are associated with the update, the repository shows that the 

update is not downloaded, which means that it is partially imported. You can then import the missing files 

by selecting and importing them.

• The core firmware updates (such as management controller, UEFI, and pDSA) are operating-system 

independent. Firmware-update packages for the RHEL 6 or SLES 11 operating systems are used to 

update compute nodes and rack servers. For more information about which firmware-update packages to 

use for your managed servers, see Downloading firmware updates.
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After the firmware-updates are downloaded in the repository, information is provided about each update, 

including the release date, size, policy usage, and severity. The severity indicates the impact and the need to 

apply the update to help you to assess how your environment might be affected. 

• Initial Release. This is the first release of the firmware.

• Critical. The firmware release contains urgent fixes for data corruption, security, or stability issue.

• Suggested. The firmware release contains significant fixes for problems that you are likely to encounter.

• Non-Critical. The firmware release contains minor fixes, performance enhancements, and textual 

changes.

Notes: 

• The severity is relative to the previously released version of the update. For example, if the installed 

firmware is v1.01, and update v1.02 is Critical and update v1.03 is Recommended, this means that the 

update from 1.02 to 1.03 is recommended, but the update from v1.01 to v1.03 is critical because it is 

cumulative (v1.03 includes v1.02 critical issues).

• Special cases might arise where an update is only critical or recommended for a specific machine type or 

operating system. Refer to the Release Notes for additional information.

Procedure

To view firmware updates that are available in the product catalog, complete the following steps.

Step 1. From the XClarity Administrator menu bar, click Provisioning ➙ Repository. The Firmware 

Updates Repository page is displayed with a list of available firmware-update packages, organized 

by device type.

Step 2. Click the Individual Updates tab to view information about available firmware update packages, or 

click the UpdateXpress System Packs (UXSPs) tab to view information about available UXSPs

Step 3. Expand a device and device components to list the update packages and firmware updates for that 

device. 

You can sort the table columns and click the Expand all icon ( ) and Collapse all icon ( ) to 

make it easier to find specific firmware updates. In addition, you can filter the list of displayed 

devices and firmware updates by selecting an option in the Show menu to list only firmware 

updates of a specific age, firmware updates for all server types or only managed-server types or by 

entering text in the Filter field. Note that if you search for specific devices, only the devices are 

listed; firmware updates are not listed under the device name.

Note: For servers, specific update packages are available based on the type of server. For 

example, if you expand a server, such as the Flex System x240 Compute Node, update packages 

that are available specifically for that compute node are displayed. 
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Results

From this page, you can perform the following actions: 

• Refresh this page with the current firmware-update information in the catalog by clicking the Refresh icon 

( ).

• Retrieve the latest information about available updates by clicking Refresh Catalog.Retrieving this 

information might take several minutes to complete. For more information, see Refreshing the product 

catalog.

• Add the firmware updates to the repository by selecting one or more update packages or updates in the 

product catalog and then clicking the Download icon ( ). When the firmware updates are downloaded 

and added to the repository, the status changes to “Downloaded.” 

Note: The XClarity Administrator must be connected to the Internet to acquire updates through the 

XClarity Administrator user interface. If it is not connected to the Internet, you can import updates that you 

previously downloaded.

For more information about downloading updates, see Downloading firmware updates.

• Import firmware updates that you manually downloaded to a workstation that has network access to 

XClarity Administrator by selecting one or more updates and then clicking the Import icon ( ).For more 

information about importing updates, see Downloading firmware updates.

• Stop firmware downloads that are currently in progress by selecting one or more updates and then 

clicking the Cancel Downloads icon ( ).Canceling downloads cancels all firmware downloads that are 

in progress. You can monitor the detailed progress of and stop a specific firmware download from the 

jobs log (see Monitoring jobs in the XClarity Administrator online documentation).
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• Delete update packages or individual updates from the repository (see Deleting firmware updates). 

• Export firmware updates that exist in the firmware-updates repository to a local system (see Exporting 

and importing firmware updates).

Using a remote repository for firmware updates

By default, Lenovo XClarity Administrator uses a local (internal) repository for storing firmware updates. You 
can free up disk space that is available to the XClarity Administrator local repository by using a mounted 
remote share over SSH File System (SSHFS) as a remote repository. You can then use firmware update files 
directly from the remote repository to maintain firmware compliance on your devices.

Before you begin

Only firmware updates can be stored on the remote share. Windows device drivers and XClarity 

Administrator updates can be stored only in the local updates repository.

Ensure that SFTP service on port 22 is open on the remote-share server. The baseboard management 

controllers must have access to this port.

The remote share is used as an SFTP server when it is used as a firmware repository. Ensure that you do not 

disable SFTP when updating the SSHD configuration.

About this task

When you change the location of the firmware updates repository, you can choose to copy all firmware 

update from the original repository to the new repository. 

Firmware update files in the original repository are not automatically cleaned up after switching locations.

If XClarity Administrator has read-write permissions on the remote repository, the behavior is the same as 

using the local repository. However, if XClarity Administrator has read-only permissions, you cannot refresh 

the catalog, or download or import updates to the repository.

The same remote repository can be shared by multiple XClarity Administrator instances; however, if one 

XClarity Administrator instance changes the repository, the other XClarity Administrator instances are not 

notified automatically. You must refresh the repository to get the latest details. To refresh the repository, click 

All Actions ➙ Refresh Repository from the Firmware Updates: Repository page.

Note: Take care when deleting firmware updates and UXSPs if the firmware-updates repository is located 

on a remote share that by multiple XClarity Administrator instances.

Procedure

To use a remote firmware-updates repository, complete the following steps.

Step 1. Add a remote share to XClarity Administrator (see ).

Step 2. From the XClarity Administrator menu bar, click Provisioning ➙ Firmware Updates: Repository. 

The Firmware Updates Repository page is displayed. 

Step 3. Click All Actions ➙ Swap Repository Location to display the Swap Repository Location dialog.

Step 4. Select the remote share that you just created from the Repository Location drop down list.

Step 5. Optionally select Clean up current repository to delete firmware-update files from the current 

repository location.

Step 6. Optionally select Copy update packages from current repository the new repository to copy 

firmware-update files to the new repository location before switching the repository location. 
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By default, firmware-update files that exist in the new location are not copied over (are skipped). 

You can optionally choose to overwrite any existing files or overwrite only existing file with a 

different size or modification date from the Overwrite Rules drop-down list.

Step 7. Click OK. 

A job is created to copy firmware update packages to the new repository. You can monitor the job 

progress by clicking Monitoring ➙ Jobs from the XClarity Administrator menu bar.

Refreshing the product catalog

The product catalog contains information about all firmware updates that are available for all devices that 
Lenovo XClarity Administrator supports, including chassis, servers, and Flex switches.

Before you begin

An Internet connection is required to refresh the product catalog.

Refreshing the catalog might take several minutes to complete.

About this task

When you refresh the catalog, XClarity Administrator retrieves information about the latest available firmware 

updates from the Lenovo XClarity Support website and stores the information to the firmware-updates 

repository.

Refreshing the catalog only adds information about available firmware updates to the repository. It does not 

download the update packages. You must download the firmware updates to make the updates available for 

installation. For more information about downloading updates, see Downloading firmware updates.

Procedure

To refresh the product catalog, complete the following steps.

Step 1. From the XClarity Administrator menu bar, click Provisioning ➙ Firmware Updates: Repository. 

The Firmware Updates Repository page is displayed.

Step 2. Click the Individual Updates tab to retrieve information about individual firmware-update 

packages, or click the UpdateXpress System Pack (UXSP) tab to retrieve information about 

UXSPs.

Step 3. Click Refresh Catalog, and then click one of the following options to obtain information about the 

latest available firmware updates. 

• Refresh Selected - Latest Only. Retrieves information about the most current version of 

firmware updates that are available for only the selected devices.

• Refresh All - Latest Only. Retrieves information about the most current version of all firmware 

updates for all supported devices.

• Refresh Selected. Retrieves information about all versions of firmware updates that are 

available for only the selected devices.

• Refresh All. Retrieves information about all versions of all firmware updates that are available for 

all supported devices.

Tip: You can refresh the product catalog and download the latest firmware in one step by clicking 

All Actions ➙ Refresh and download the latest for all managed devices or All Actions ➙ 
Refresh and download the latest for selected devices.
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Downloading firmware updates

You can download or import firmware updates in the firmware-updates repository, depending on your 
access to the Internet. Firmware updates must be available in the firmware-updates repository before you 
can update firmware on management devices.

Before you begin

Ensure that all ports and Internet address that Lenovo XClarity Administrator requires are available before 

you attempt to download firmware. For more information about ports, see Port availability and Firewalls and 

proxy servers in the XClarity Administrator online documentation.

If a device type is not listed in the firmware-updates repository, you must first manage a device of that type 

before downloading or importing individual firmware updates for that device type.

Important: 

• For XClarity Administrator v1.1.1 and earlier, you must manually download and import the firmware 

updates for Lenovo hardware from Lenovo Data Center Support website.

• XClarity Administrator cannot download updates for RackSwitch switches and Lenovo DE, DX, and SS 

series storage devices from the Lenovo website to the firmware-updates repository; instead, you must 

manually download and import these updates from the Lenovo website to a workstation that has network 

access to the XClarity Administrator host, or download and apply the firmware-update repository packs, 

which contain all available firmware updates.

• Internet Explorer and Microsoft Edge web browsers have an upload limit of 4 GB. If the file that you are 

importing is greater than 4 GB, consider using another web browser (such as Chrome or Firefox).

• To download firmware for ThinkSystem DM series storage devices: 

– One or more ThinkSystem DM series storage devices must be managed by XClarity Administrator.

– Each ThinkSystem DM series storage device must be entitled for hardware service and support.

– You must specify the country where the ThinkSystem DM series storage devices are located on the 

Firmware Updates: Repository page. Only encrypted firmware can be downloaded for devices in the 

following countries: Armenia, Belarus, China, Cuba, Iran, Kazakhstan, Kyrgyzsta, North Korea, Russia, 

Sudan, Syrian.

About this task

You can download firmware updates in a few different ways: 

• Firmware-update repository packs

Firmware-update repository packs are collections of the latest firmware that is available at the same time 

as the XClarity Administrator release for all supported devices and a refreshed default firmware- 

compliance policy. These repository packs are imported and then applied from the Update Management 

Server page. When you apply a firmware-update repository pack, each update package in the pack is 

added to the firmware-updates repository, and a default firmware-compliance policy is automatically 

created for all manageable devices. You can copy this predefined policy, but you cannot change it.

The following repository packs are available: 

– lnvgy_sw_lxca_cmmswitchrepox-x.x.x_anyos_noarch. Contains firmware updates for all CMMs and 

Flex System switches.

– lnvgy_sw_lxca_storagerackswitchrepox-x.x.x_anyos_noarch. Contains firmware updates for all 

RackSwitch switches and Lenovo Storage devices.

– lnvgy_sw_lxca_systemxrepox-x.x.x_anyos_noarch. Contains firmware updates for all Converged HX 

Series, Flex System, NeXtScale, and System x servers.
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– lnvgy_sw_thinksystemrepox-x.x.x_anyos_noarch. Contains firmware updates for all ThinkAgile and 

ThinkSystem servers.

– lnvgy_sw_lxca_thinksystemv2repox-x.x.x_anyos_noarch. Contains firmware updates for all 

ThinkAgile and ThinkSystem V2 servers.

You can determine whether firmware-update repository packs are stored in the repository from the 

Download Status column on Update Management Server page. This column contains the following 

values: 

– Downloaded. The firmware-update repository pack is stored in the repository. 

– Not Downloaded. The firmware-update repository pack is available but not stored in the repository.

• UpdateXpress System Packs (UXSPs)

UXSPs contains the latest available firmware and device driver updates, organized by operating system. 

When you download UXSPs, XClarity Administrator downloads the UXSP, based on the version that is 

listed in the catalog, and stores the update packages in the firmware-updates repository. When you 

download a UXSP, each firmware update in the UXSP is added to the firmware-updates repository and 

listed on the Individual Updates tab, and a default firmware-compliance policy is automatically created 

for all manageable devices using the name <uxsp-version>-<date>-<server-short-name>-UXSP (for 

example, v1.50-2017-11-22- SD530-UXSP). You can copy this predefined policy, but you cannot change it.

Note: When you download or import UXSPs from the Firmware Updates: Repository page, only firmware 

updates are downloaded and stored in the repository. Device driver updates are discarded. For 

information about downloading or importing Windows device driver updates using UXSPs, see Managing 

the OS device-drivers repository in the XClarity Administrator online documentation.

You can determine whether UXSPs are stored in the firmware-updates repository from the Download 

Status column on the Individual Updates tab of the Firmware Updates: Repository page. This column 

contains the following values: 

– Downloaded. The entire update package or the individual firmware update is stored in the 

repository. 

– x of y Downloaded. Some but not all firmware updates in the update package are stored in the 

repository. The numbers in parentheses indicate the number of available updates and the number of 

stored updates, or there are no updates for the specific device type.

– Not Downloaded. The entire update package or the individual firmware update is available but not 

stored in the repository.

• Individual firmware updates

You can download individual firmware-update packages, at one time. When you download firmware- 

update packages, XClarity Administrator downloads the update, based on the version that is listed in the 

catalog, and stores the update packages in the firmware-updates repository. You can then create 

firmware-compliance policies using those update packages for each of your managed devices.

Note: The core firmware updates (such as management controller, UEFI, and pDSA) are operating- 

system independent. Firmware-update packages for the RHEL 6 or SLES 11 operating systems are used 

to update compute nodes and rack servers. For more information about which firmware-update packages 

to use for your managed servers, see Downloading firmware updates.

You can determine whether specific firmware updates are stored in the firmware-updates repository from 

the Download Status column on the Individual Updates tab on the Firmware Updates: Repository page. 

This column contains the following values: 

– Downloaded. The entire update package or the individual firmware update is stored in the 

repository. 
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– x of y Downloaded. Some but not all firmware updates in the update package are stored in the 

repository. The numbers in parentheses indicate the number of available updates and the number of 

stored updates, or there are no updates for the specific device type.

– Not Downloaded. The entire update package or the individual firmware update is available but not 

stored in the repository.

When you install XClarity Administrator or update to a new release, it is a best practice to download the latest 

repository pack to ensure you have the latest firmware updates. Then, you can schedule a recurring job to 

refresh the catalog to find individual updates that were posted on the web since the last repository pack and 

then electronically download those updates, one at a time.

XClarity Administrator must be connected to the Internet to refresh the catalog and download firmware- 

update. If it is not connected to the Internet, you can manually download the files to a workstation that has 

network access to the XClarity Administrator host using a web browser and then import the files into the 

firmware-updates repository.  

When you manually import firmware updates into XClarity Administrator, you must include the following 

required files: payload (image and MIB), metadata XML, change history, and readme. For example: 

• lnvgy_sw_lxca_thinksystemrepo*_anyos_noarch.tgz

• lnvgy_sw_lxca_thinksystemrepo*_anyos_noarch.xml

• lnvgy_sw_lxca_thinksystemrepo*_anyos_noarch.chg

• lnvgy_sw_lxca_thinksystemrepo*_anyos_noarch.txt

Note: The core firmware updates (such as management controller, UEFI, and pDSA) are operating-system 

independent. Firmware-update packages for the RHEL 6 or SLES 11 operating systems are used to update 

compute nodes and rack servers.

A message is displayed on the page when the repository is more than 50% full. Another message is 

displayed on the page when the repository is more than 85% full. To reduce the space used in the repository, 

you can remove unused images files and policies. You can remove unused firmware-compliance policies and 

associated firmware packages by clicking Provisioning ➙ Compliance policies, selecting one or more 

policies to delete, and then clicking Actions ➙ Delete any policy and firmware packages.

The following table summarizes the differences between acquiring firmware-update repository packs, 

UXSPs, and individual firmware-update packages. 
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Update package

UI page for 

downloading and 

importing files

Webpage to download files 

manually

Is the 

firmware 

updates 

repository 

refreshed?

Is the firmware- 

compliance 

policy 

refreshed 

automatically?

Firmware-update 

repository packs

Update Management 

Server page 

Note: You must import 

and then apply the 

repository pack.

XClarity Administrator 

download webpage

Yes Yes

UpdateXpress System 

Packs

Firmware Updates: 

Repository page, 

UpdateXpress System 

Packs (UXSPs) tab

Lenovo XClarity Essentials 

UpdateXpress webpage
Yes Yes

Firmware-updates Firmware Updates: 

Repository page, 

Individual Updates tab

Lenovo Data Center Support 

website

Notes: Use the Fix Central 

website for the following 

devices: 

• Flex System x220 Type 

2585, 7906

• Flex System x222 

Compute Nod Type 2589, 

7916

• Flex System x240 Type 

7863, 8737, 8738, 8956

• Flex System x280 / x480 / 

x880 X6 Type 4259, 7903

• Flex System x440 Type 

2584, 7917

Yes No

Procedure

To download one or more firmware updates, complete the following steps.

• To import one or more firmware-update repository packs:

1. From the XClarity Administrator menu bar, click Administration ➙ Update Management Server to 

display the Management Server Update page. 

2. Download the latest repository packs: 

– If XClarity Administrator is connected to the Internet: 

a. Retrieve information about the latest updates by clicking the Refresh Catalog ➙ Refresh All 

Managed – Latest only ). New management-server updates and firmware-update repository 

packs are listed in the table on the “Management Server Update” page.

Refreshing the repository might take several minutes to complete.

Note: Refreshing the repository does not automatically download payload files. Only the XML 

and readme files are downloaded.

b. Select the firmware-update repository packs that you want to download. 

Tip: Ensure that the packages that you select have “Supplemental Pack” in the Type column.
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c. Click the Download Selected icon ( ). When the download is complete, the Download 

Status for that software update changes to “Downloaded”.

– If XClarity Administrator is not connected to the Internet: 

a. Download the firmware-update repository packs from the XClarity Administrator download 

webpage to a workstation that has a network connection to the XClarity Administrator host.

b. From the Management Server Update page, click the Import icon ( ).

c. Click Select Files, and browse to the location of the firmware-update repository packs on the 

workstation.

d. Select all package files, and then, click Open.

You must import the metadata file (.xml) as well as the image or payload file (.zip, .bin, .uxz, or . 

tgz), change history file (.chg), and readme file (.txt) for the update. Any files that are selected 

but are not specified in the .xml file are discarded. If you do not include the .xml file, the update 

is not imported.

e. Click Import.

When the import is complete, the firmware-update repository packs are listed in the table on 

the Management Server Update page, and the Download Status for each update is 

“Downloaded”.

3. Select the firmware-update repository packs that you want to install to the firmware-updates 

repository.

Note: Ensure that Download Status is “Downloaded” and that the Type is “Patch.”

4. Click the Perform Update icon ( ) add the firmware-update packages to the repository.

5. Wait a few minutes for the update to complete and XClarity Administrator to be restarted.

6. Determine if the update is complete by refreshing the web browser.

When completed, the Management Server Update page is displayed, and the Applied Status column 

changes to “Applied.”

7. Clear the web browser cache.

• To download one or more UXSPs.

1. From the XClarity Administrator menu bar, click Provisioning ➙ Firmware Updates: Repository to 

display the Firmware Updates Repository page.

2. Click the UpdateXpress System Packs (UXSPs) tab.

3. Download the latest UXSPs:

– If XClarity Administrator is connected to the Internet:

To refresh the catalog and download the latest UXSPs for all managed devices, click All Actions 

➙ Refresh and download the latest for all managed devices.

To refresh the catalog and download the latest UXSPs for only selected devices:

a. Expand the device to display the list of available UXSPs.

b. Select one or more UXSPs that you want to download.

c. Click All Actions ➙ Refresh and download the latest for selected devices.

When the download is complete, the Download Status for the selected UXSPs changes to 

“Downloaded.”

– If XClarity Administrator is not connected to the Internet:
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a. Download the UXSPs from the Lenovo XClarity Essentials UpdateXpress webpage to a 

workstation that has a network connection to the XClarity Administrator host

b. From XClarity Administrator, click the Import icon ( ).

c. Click Select Files, and browse to the location of the UXSPs on the workstation.

d. Select all package files, and then, click Open.

You must import the metadata file (.xml) as well as the image or payload file (.zip, .bin, .uxz, or . 

tgz), change history file (.chg), and readme file (.txt) for the update. Any files that are selected 

but are not specified in the .xml file are discarded. If you do not include the .xml file, the update 

is not imported.

e. Click Import.

When the import is complete, the firmware-update repository packs are listed in the table on 

the Management Server Update page, and the Download Status for each update is 

"“Downloaded.”

• To download one or more individual firmware-update packages.

1. From the XClarity Administrator menu bar, click Provisioning ➙ Firmware Updates: Repository to 

display the Firmware Updates Repository page.

2. If downloading firmware for ThinkSystem DM series storage devices, select the country where the 

storage devices are located.

3. Click the Individual Updates tab.

4. Download the latest individual firmware-updates:

– If XClarity Administrator is connected to the Internet:

To refresh the catalog and download the latest firmware for all managed devices, click All Actions 

➙ Refresh and download the latest for all managed devices.

To refresh the catalog and download the latest firmware for only selected devices:

a. Expand the device to display the list of available firmware updates.

b. Select one or more firmware updates that you want to download.

Tip: An update package can consist of multiple firmware updates. When you download a 

firmware update, you can choose to download the entire update package or only specific 

updates. You can also choose to download multiple packages at one time.

c. Click All Actions ➙ Refresh and download the latest for selected devices.

When the download is complete, the Download Status for the selected firmware updates 

changes to “Downloaded”.

– If XClarity Administrator is not connected to the Internet:

a. Download the firmware-update packages from the Lenovo Data Center Support website to a 

workstation that has network connection to the XClarity Administrator host.

For the following servers, download firmware updates for the SLES 11 operating system from 

the Fix Central website:  

– Flex System x220 Type 2585, 7906

– Flex System x222 Compute Nod Type 2589, 7916

– Flex System x240 Type 7863, 8737, 8738, 8956

– Flex System x280 / x480 / x880 X6 Type 4259, 7903

– Flex System x440 Type 2584, 7917

Chapter 1 Updating firmware on managed devices 25

https://datacentersupport.lenovo.com/us/en/solutions/lnvo-xpress
https://datacentersupport.lenovo.com
https://www.ibm.com/support/fixcentral/


For all other servers, download firmware updates for the RHEL 6 operating system. from the 
Lenovo XClarity Support website.

b. From XClarity Administrator, click the Import icon ( ).

c. Click Select Files, and browse to the location of the firmware updates on the workstation. 

d. Select all package files, and then click Open.

You must import the metadata file (.xml) as well as the image or payload file (.zip, .bin, .uxz, or . 

tgz), change history file (.chg), and readme file (.txt) for the update. Any files that are selected 

but are not specified in the .xml file are discarded.

Attention: 

– Only import these required files. Do not import other files that might be found on the 

firmware download websites.

– If you do not include the XML file in the update package, the update is not imported.

– If you do not include all required files that are associated with the update, the repository 

shows that the update is not downloaded, which means that it is partially imported. You can 

then import the missing files by selecting and importing them.

– The core firmware updates (such as management controller, UEFI, and pDSA) are operating- 

system independent. Firmware-update packages for the RHEL 6 or SLES 11 operating 

systems are used to update compute nodes and rack servers. For more information about 

which firmware-update packages to use for your managed servers, see Downloading 

firmware updates.

e. Click Import.

Refreshing the catalog and downloading the firmware updates might take a several minutes. When the 

updates have been downloaded and stored in the repository, the row in the product catalog is highlighted, 

and the Download Status column is changed to “Downloaded.” 

Note: The machine type for some switches might show up as a hexadecimal number.
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After you finish

You can configure the maximum size of the updates repository (including firmware, OS device drivers, and 

management server updates) from the Firmware Repository page by clicking All Actions ➙ Global Settings. 

The minimum size is 50 GB. The maximum size is dependent on the amount of disk space on the local 

system.

Exporting and importing firmware updates

You can export individual firmware updates and UpdateXpress System Packs (UXSPs) that exist in the 
repository to the local system.

About this task

Only firmware updates that exist in the repository are exported. Ensure that the download-status for the 

selected firmware updates is “Downloaded.”
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All of the files that are associated with the firmware update are exported, including the update image or 

payload file (.zip, .bin, .uxz, or .tgz), metadata file (.xml), change history file (.chg), and readme file (.txt).

Attention: Do not change the name of the firmware update files.

Procedure

• To export firmware updates:

1. Click the Individual Updates tab or UpdateXpress System Packs (UXSPs) tab.

2. Select one or more firmware updates.

3. Click the Export icon ( ). 

• To import firmware updates:

You can import files that you manually exported from Lenovo XClarity Administrator and files that you 

manually downloaded from the web. For more information, see Downloading firmware updates. 

Deleting firmware updates

You can delete firmware updates and UpdateXpress System Packs (UXSPs) from the firmware-updates 
repository. 

Before you begin

Ensure that all running or scheduled update jobs that use a firmware-compliance policy that contains the 

firmware updates to be deleted are completed or canceled (see Monitoring jobs in the XClarity Administrator 

online documentation).

Ensure that the update is not being used in a firmware-compliance policy before deleting the update. You 

cannot delete firmware-update packages that are currently used in one or more firmware-compliance 

policies.

Deleting a UXSP also deletes the firmware-compliance policy that was automatically created for that UXSP.

Note: Take care when deleting firmware updates and UXSPs if the firmware-updates repository is a remote 

share that is used by multiple XClarity Administrator instances.

Procedure

To delete one or more firmware updates from the repository, complete the following steps.

Step 1. Unassign all firmware-compliance policies that contain the firmware updates to be deleted from all 

managed devices. 

a. From the XClarity Administrator menu bar, click Provisioning ➙ Apply/Activate. The 

Firmware Updates Apply/Activate page is displayed.

b. Select “No assignment” or select another firmware-compliance policy in the Assigned Policy 

column for the managed devices that use the firmware-compliance policy.

Step 2. Delete all user-defined firmware-compliance policies that contain the firmware updates to be 

deleted, or edited the firmware-compliance policies to remove the firmware updates to be deleted. 

a. From the XClarity Administrator menu bar, click Provisioning ➙ Compliance Policies. The 

Firmware Updates Compliance Policies page is displayed.

b. Select the firmware-compliance policy, and then select the Delete icon ( ) to delete the 

policy, or click the Edit icon ( ) to remove the firmware updates from the policy.
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Step 3. Delete the firmware updates. 

• Individual firmware updates

1. From the XClarity Administrator menu bar, click Provisioning ➙ Firmware Updates: 

Repository. The Firmware Updates Repository page is displayed.

2. Click the Individual Updates tab.

3. Select one or more firmware updates to be deleted.

4. Click the Delete only images icon ( to delete only the image or payload file (.zip, .bin, . 

uxz, or .tgz). Information about the update, remains so that you can easily download the 

update again. Or click the Delete full update packages icon ( to delete the full update 

packages, including the image or payload file, change history file (.chg), readme file (.txt), 

and metadata file (.xml).

When you delete a firmware update, the payload files are removed; however, the XML file, which 

contains information about the update, remains so that you can easily download the update 

again, if needed, and the Download Status changes to "Not downloaded."

• UXSPs

1. From the XClarity Administrator menu bar, click Provisioning ➙ Firmware Updates: 

Repository. The Firmware Updates Repository page is displayed.

2. Click the UpdateXpress System Pack (UXSP) tab.

3. Select one or more UXSPs to be deleted.

4. Click the Delete UXSP and associated policy icon ( ) to delete the full UXSPs, including 

the image or payload file, change history file (.chg), readme file (.txt), and metadata file (. 

xml),and all associated firmware-compliance policies. 

If selected UXSPs are associated with policies that are in use (assigned to devices), the Delete 

UXSP, Policy, and Update Packages dialog is displayed. Choose whether to delete the assigned 

policies in addition to the UXSP and unassigned policies, and click OK.

Creating and assigning firmware-compliance policies

Firmware-compliance policies ensure that the firmware on certain managed devices is at the current or 
specific level by flagging the devices that need attention. Each firmware-compliance policy identifies which 
devices are monitored and which firmware level must be installed to keep the devices in compliance. You 
can set compliance at the device or firmware component level. XClarity Administrator then uses these 
policies to check the status of managed devices and to identify devices that are out of compliance.

Before you begin

When you create a firmware-compliance policy, you select the target update version to be applied to the 

devices that will be assigned to the policy. Ensure that firmware updates for the target version are in the 

updates repository before you create the policy (see Downloading firmware updates).

If a device type is not listed in the firmware-updates repository, you must first manage a device of that type 

and then download or import the complete set of firmware updates before creating compliance policies for 

devices of that type.

About this task

When you create a firmware-compliance policy, you can choose to have XClarity Administrator flag a device 

when: 

• The firmware on the device is down level
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• The firmware on the device does not exactly match the compliance target version

XClarity Administrator comes with a predefined firmware-compliance policy named Latest firmware in 

repository. When new firmware is downloaded or imported into the repository, this policy is updated to 

include latest available versions of firmware in the repository.

After a firmware-compliance policy is assigned to a device, XClarity Administrator checks the compliance 

status of each device when the device inventory changes or firmware-updates repository changes. When the 

firmware on a device is not compliant with the assigned policy, XClarity Administrator identifies that device 

as not compliant on the Firmware Updates: Apply / Activate page, based on the rule that you specified in the 

firmware-compliance policy 

For example, you can create a firmware-compliance policy that defines the baseline level for firmware that is 

installed in all ThinkSystem SR850 devices and then assign that firmware-compliance policy to all managed 

ThinkSystem SR850 devices. When the firmware-updates repository is refreshed and a new firmware update 

is added, those compute nodes might become out of compliance. When that happens, XClarity 

Administrator updates the Firmware Updates: Apply / Activate page to show that the devices are not 

compliant and generates an alert.

Note: You can choose to show or hide alerts for devices that do not meet the requirements of their assigned 

firmware-compliance policies (see Configuring global firmware-update settings). Alerts are hidden by default.

Procedure

To create and assign a firmware-compliance policy, complete the following steps.

Step 1. From the XClarity Administrator menu bar, click Provisioning ➙ Firmware Updates: Compliance 

Policies. The Compliance Policy page is displayed with a list of all existing firmware-compliance 

policies. 
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Step 2. Create a firmware -compliance policy. 

1. Click the Create icon ( ) to display the Create a New Policy dialog. 

2. Fill in the name and description for the firmware-compliance policy. 

3. Fill in the table based on the following criteria for each device.

• Device Type. Choose a type of device or component for which this policy is to apply. 

Tip: If you choose a server, the compliance level is done at the UXSP level. However, you 

can also expand the server to specify specific firmware levels for each component, such as 

the baseboard management controller or UEFI.

• Compliance Target. Specify the compliance target for the applicable devices and 

subcomponents.

For servers, you can choose one of the following values. 

– Default. Changes the compliance target for each subcomponent to the default value 

(such as the latest set of firmware in the repository for that device).
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– Do not update. Changes the compliance target for each subcomponent to “Do not 

update.”

For devices without subcomponents (such as CMMs, switches, or storage devices) or for 

subcomponents in a server, you can choose one of the following values.

– <firmware_level>. Specifies the baseline firmware level.

– Do not update. Specifies that the firmware is not to be updated. Note that firmware on 

the backup management controller is not updated by default.

Note: When you change default values for any subcomponent in a server, the compliance 

target for that server changes to Custom.

• Compliance Rule. Specify when a device is flagged as not compliant in the Installed 

Version column on the Firmware Updates: Apply/Activate.

– Flag if Downlevel. If the firmware level that is installed on a device is earlier than the level 

that is specified in the firmware-compliance policy, the device is flagged as not 

compliant. For example, if you replace a network adapter in a compute node, and the 

firmware on that network adapter is earlier than the level identified in the firmware- 

compliance policy, the compute node is flagged as not compliance.

– Flag if Not Exact Match. If the firmware level that is installed on a device is not an exact 

match with the firmware-compliance policy, the device is flagged as not compliant. For 

example, if you replace a network adapter in a compute node, and the firmware on that 

network adapter is different than the level identified in the firmware-compliance policy, 

then the compute node is flagged as not compliance.

– No Flag. Devices that are out of compliance are not flagged.

4. Optional: Expand the system type to display each update in the package, and select the 

firmware level to be used as the compliance target, or select “Do not update” to prevent 

firmware from being updated on that device.

5. Click Create.

The firmware-compliance policy is listed in the table on the Firmware Updates: Compliance 

Policy page. The table shows the usage status, origin of the policy (whether user-defined or 

predefined), and the last modification date.

Step 3. From the XClarity Administrator menu bar, click Provisioning ➙ Firmware Updates: Apply/ 

Activate. The Firmware Updates: Apply/Activate page is displayed with a list of managed devices.

Step 4. Assign the firmware-compliance policy to devices. 

• To a single device

For each device, select a policy from the drop-down menu in the Assigned Compliance Policy 

column. 

You can select from a list of firmware-compliance policies that are applicable to each device. If a 

policy is not currently assigned to the device, the assigned policy is set to No assignment. If no 

policies are applicable to the device, the assigned policy is set to No applicable policies.

• To multiple devices

1. Optional: Select one or more devices to which you want to assign a firmware-compliance 

policy.

2. Click the Assign policy icon ( ) to display the Assign Policy dialog. 
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3. Select a firmware-compliance policy from the Policy to assign drop-down menu.

You can select from a list of firmware-compliance policies that are applicable to all selected 

devices. If devices were not selected before opening the dialog, all policies are listed.

To unassign a policy, select No assignment.

4. Select one of the following scopes for the policy assignment.

– All applicable devices that are…

– Only selected applicable devices that are …

5. Select one or more device criteria.

– Without an assigned policy

– Non-compliant (overwrite current assigned policy)

– Compliant (overwrite current assigned policy)

– Not monitored (overwrite current assigned policy)

– Other (overwrite current assigned policy). This applies to devices in other states, such 

as the Pending state, with missing data, or not supported for updates. Hover over the 

help icon ( ) to see a list of applicable devices.

Note: Not monitored and Other criteria are listed only when there are devices in those 

states.

6. Click OK. 

The policy that is listed in the Assigned Policy column on the Firmware Updates: 

Repository page changes to the name of the selected firmware-compliance policy. 

After you finish

After you create a firmware-compliance policy, you perform the following actions on a selected firmware- 

compliance policy:  

• View policy details, including a list of assigned devices, by clicking on the policy name in the table.

• Create a duplicate of a selected policy by clicking the Copy icon ( ).
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• Rename or modify a a selected policy by clicking the Edit icon ( ).You cannot edit a predefined firmware- 

compliance policy or a policy that is assigned to a managed device.

If you modify an assigned policy in such a way that causes it to no longer apply to certain assigned 

devices, the policy is automatically unassigned from those devices.

You cannot rename or modify the predefined Latest Firmware policy.

• Delete a selected firmware-compliance policy by clicking the Delete policy icon ( ) or delete the 

selected firmware-compliance policy and all associated firmware updates that are used only by that policy 

by clicking the Delete any policy and firmware packages icon ( ).You can choose to delete the policy 

even if it is assigned to a device.

When you delete a policy that is assigned to a device, the policy is unassigned before it is deleted.

You cannot delete the predefined Latest Firmware policy; however, you can disable the policy by clicking 

the Global Settings icon ( ), and then selecting Disable Latest Firmware Policy. When this option is 

selected, the Latest firmware policy is unassigned from managed devices, and the policy is no longer 

updated to include the latest available versions of firmware in the repository.

• Export a selected policy to a local system by selecting the policies and clicking the Export icon ( ). You 

can then import the policies to another XClarity Administrator instance by clicking the Import icon ( ).

After you create a firmware-compliance policy, you can assign the policy to a specific device (see Creating 

and assigning firmware-compliance policies) and apply and activate updates for that device (see Applying 

and activating firmware updates).

Identifying devices that are not compliant

If a firmware-compliance policy has been assigned to a managed device, you can determine whether the 
firmware on that device is compliant with that policy.

Procedure

To determine whether the firmware on a device is compliant with its assigned firmware-compliance policy, 

click Provisioning ➙ Firmware Updates: Apply/Activate from the Lenovo XClarity Administrator menu bar 

to display the Firmware Update: Compliance Policy page, and check the Installed Versions column for that 

device. 

The Installed Versions column contains one of the following values: 

• Firmware version. The firmware version that is installed on the device is compliant with the assigned 

policy.

• Compliant. The firmware that is installed on the device is compliant with the assigned policy.

• Not Compliant. The firmware that is installed on the device is not compliant with the assigned policy.

• No Compliance Policy Set. A firmware-compliance policy is not assigned to the device.

You can click the Refresh icon ( ) to refresh the content in the Installed Version column.

Configuring global firmware-update settings

Global settings serve as defaults settings when firmware updates are applied.

About this task
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From the Global Settings page, you can configure the following settings:

• Enhanced support for down-level devices 

• Alerts for devices that are not compliant with their assigned policies

• Automatic assignment of a firmware-compliance policy to a device that has no assigned policy

• Non-compliance status for devices with a firmware component that has no associated target in the 

firmware-compliance policy

Procedure

To configure the global settings to be used for all servers, complete the following steps.

Step 1. From the Lenovo XClarity Administrator menu bar, click Provisioning ➙ Firmware Updates: 

Apply/Activate. The Firmware Updates: Apply/Activate page is displayed.

Step 2. Click the Update with Policy or Update without Policy tab. 

Step 3. Click All Actions ➙ Global Settings to display the Global Settings: Firmware Updates dialog. 

Step 4. Optionally select the following options. 

• Select Enhanced Support for Down-Level Devices to display inventory and full-version 

information for all devices, even if the firmware is down-level or if the device is missing from the 

inventory.

• Select Alerts for Non-Compliance Devices to display alerts on the Alerts page for devices that 

do not meet the requirements of their assigned firmware-compliance policies. Alerts are hidden 

on the Alerts page by default. For more information, see Viewing active alerts in the XClarity 

Administrator online documentation.
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• Select Disable auto policy assignment to disable automatic assignment of a firmware- 

compliance policy to a device that has no assigned policy. If this option is not selected, firmware 

compliance policies are assigned to devices without a policy when XClarity Administrator is 

restarted or when you manage a new device.

• Select Report Non-Compliance for Firmware Without Target to flag devices as non- 

compliant when a firmware component has no associated target in the firmware-compliance 

policy. If this option is not selected, devices without targets are flagged as compliant.

Step 5. Click OK to close the dialog.

Applying and activating firmware updates

Lenovo XClarity Administrator does not automatically apply firmware updates to managed devices. You can 
choose to apply firmware updates with or without compliance policies.

Before you begin

When using compliance policies, you can schedule updates on multiple devices at the same time. XClarity 

Administrator updates devices in the correct sequence automatically. The CMM is updated first, followed by 

switches, servers, and then storage devices.

Only downloaded firmware updates can be applied.

When you perform a firmware update, XClarity Administrator starts one or more jobs to perform the update. 

While the firmware update is in progress, the target device is locked. You cannot initiate other management 

tasks on the target device until the update process is complete.

After a firmware update is applied to a device, one or more restarts might be required to fully activate the 

firmware update. You can choose whether to restart the device immediately, delay the activation, or prioritize 

activation. If you choose to restart immediately, XClarity Administrator minimized the number of restarts that 

are required. If you choose to delay activation, the updates are activated the next time the device is 

restarted. If you choose prioritized activation, the updates are immediately activated on the baseboard 

management controller, and all other firmware updates are activated the next time the device is restarted.

You can update selected firmware on a maximum of 50 devices at one time. If you choose to update 

selected firmware on more than 50 devices, the remaining devices are queued. A queued device is taken off 

the “selected-firmware update” queue when either the activation completes on an updated device or an 

updated device is placed in the Pending Maintenance Mode state (if a restart is required on that device). 

When a device in the Pending Maintenance Mode state is restarted, the device boots into Maintenance 

Mode and continues the update process, even if the maximum number of firmware updates is already in 

progress.

You can update bundled-firmware on a maximum of 10 devices at one time. If you choose to update bundled 

firmware on more than 10 devices, the remaining devices are queued. A queued device is taken off the 

“bundled-firmware update” queue when the activation completes on a device on which a bundled-firmware 

update was performed.

Attention: For Red Hat® Enterprise Linux (RHEL) v7 and later, restarting the operating system from a 

graphical mode suspends the server by default. Before you can perform the Restart Normally or Restart 

Immediately actions from XClarity Administrator, you must manually configure the operating system to 

change the behavior of the power button to power off. For instructions, see the Red Hat Data Migration and 

Administration Guide: Changing behavior when pressing the power button in graphical target mode.

Note: The XClarity Administrator automatically enables the LAN-over-USB interface.
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Applying bundled firmware updates using compliance policies

After Lenovo XClarity Administrator identifies a managed device as not compliant, you can manually apply 
firmware updates to all components in selected ThinkSystem SR635 and SR655 servers that are not 
compliant with the assigned firmware-compliance policy using a bundled image that contain the applicable 
firmware update packages. The bundled image is created during the update process by collecting all 
firmware-update packages from the compliance policy.

Before you begin

• Read the firmware-update considerations before you attempt to update firmware on your managed 

devices (see Firmware-update considerations).

• Initially, devices that are not supported for updates are hidden from the view. Devices that are not 

supported cannot be selected for updates.

• By default, all detected components are listed as available for applying updates; however, down-level 

firmware might prevent a component from appearing in inventory or reporting full-version information. To 

list all policy-based packages that are available for you to apply updates, click All Actions ➙ Global 

Settings, and selecting Enhanced Support for Down-Level Devices. When this option is selected, 

“Other Available Software” is listed in the Installed Version column for undetected devices. For more 

information, see Configuring global firmware-update settings. 

Notes: 

– The global settings cannot be changed when updates to managed devices are in progress.

– It takes a few minutes to generate the additional options. After a few moments, you might need to click 

the Refresh icon ( ) to refresh the table.

• Ensure that no jobs are currently running on the target server. If jobs are running, the update job is queued 

until all other jobs have completed. To see a list of active jobs, click Monitoring ➙ Jobs.

• Applying bundled firmware updates is supported only for ThinkSystem SR635 and SR655 servers.

• Applying bundled firmware updates is supported only for IPv4 address. IPv6 addresses are not supported.

• Ensure that each target device was booted to the OS at least once to retrieve the full inventory 

information.

• Baseboard management controller firmware v2.94 or later is required to use the bundled-update function.

• Only firmware updates from repository packs or individual firmware updates are used. UpdateXpress 

System Packs (UXSPs) are not supported.

• Only downloaded firmware updates are applied. Refresh the product catalog, and download the 

appropriate firmware updates (see Refreshing the product catalog and Downloading firmware updates). 

Note: When XClarity Administrator is initially installed, the product catalog and the repository are empty.

• Compliance check is supported only for the baseboard management controller and UEFI in ThinkSystem 

SR635 and SR655 servers; however, XClarity Administrator attempts to apply firmware updates to all 

available hardware components. 

• Updates are applied according to the assigned firmware-compliance policy. You cannot choose to update 

a subset of components.

• XClarity Administrator v3.2 or later is required to apply firmware updates for Lenovo XClarity Provisioning 

Manager (LXPM), LXPM windows drivers, or LXPM Linux drivers to ThinkSystem SR635 and SR655 

servers.

• The baseboard management controller and UEFI updates are skipped if the currently installed version is 

higher than the assigned compliance policy.

• Firmware-compliance policies must be created and assigned to the devices on which you intend to apply 

firmware updates. For more information, see Creating and assigning firmware-compliance policies.
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• The selected devices are powered off before starting the update process. Ensure that any running 

workloads have either been stopped or, if you are working in a virtualized environment, moved to a 

different server.

Attention: Selected devices are powered off before starting the update process. Ensure that any running 

workloads have either been stopped or, if you are working in a virtualized environment, moved to a different 

server. If jobs are running, the update job is queued until all other jobs have completed. To see a list of active 

jobs, click Monitoring ➙ Jobs.

About this task

The bundled-update process first updates the baseboard management controller and UEFI out of band. 

When these updates are complete, the process creates a bundled image of remaining firmware in the 

compliance policy based on the machine type. Then, the process mounts the image to the selected device 

and restarts the device to boot the image. The image automatically runs to perform the remaining updates.

You can update bundled-firmware on a maximum of 10 devices at one time. If you choose to update bundled 

firmware on more than 10 devices, the remaining devices are queued. A queued device is taken off the 

“bundled-firmware update” queue when the activation completes on a device on which a bundled-firmware 

update was performed.

If an error occurs while updating a component in the device, the firmware-update process does not update 

the firmware for that specific component; however, the firmware-update process continues to update the 

other components in the device and continues to update all other devices in the current firmware-update job.

Procedure

To apply firmware updates in the form of a bundled image on managed devices, complete the following 

steps.

Step 1. From the XClarity Administrator menu bar, click Provisioning ➙ Firmware Updates: Apply/ 

Activate. The Firmware Updates: Apply/Activate page is displayed.

Step 2. Click the Update with Policy tab.

Step 3. Select one or more devices and components to which firmware updates are to be applied.  

You can sort the table columns to make it easier to find specific devices. In addition, you can filter 

the list of displayed devices by selecting an option in the Show menu to list only devices in a 

specific chassis, rack, or group, by entering text (such as a name or IP address) in the Filter field, or 

by clicking the following icons to list only devices with a specific status. 

• Hide compliant devices icon ( )

• Hide non-compliant devices status icon ( )

• Hide devices without an assigned compliance policy icon ( ) 

• Hide devices not being monitored icon ( ) 

• Hide devices with firmware pending activation icon ( ) 

• Hide devices with compliance errors icon ( ) 

• Hide devices not supported for updates icon ( )

• Hide devices undergoing firmware updates icon ( )

• Hide devices with nonstageable firmware icon ( )
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The Groups column indicates the groups of which each device is a member. You can hover over 

the Groups column to get a complete list of groups, by group type

The Installed Version column indicates the installed firmware version, compliance status, or 

device status. 

The compliance status can be one of the following: 

• Compliant

• Compliance Error

• Not Compliant

• No Compliance Policy Set

• Not Monitored

The device status can be one of the following: 

• Updates Not Supported

• Update in Progress

Step 4. Click the Perform Update from Bundle Image icon ( ). The Bundle Image Update Summary 

dialog is displayed. This dialog lists the selected devices and the firmware updates that are 

included in the bundled image. 
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Step 5. Click Perform Update from Bundle Image to update immediately, or click Schedule to schedule 

this update to run at a later time.

After you finish

When applying a firmware update, if the server fails to enter maintenance mode, attempt to apply the update 

again.

If updates were not completed successfully, see Firmware update and repository issues in the XClarity 

Administrator online documentation for troubleshooting and corrective actions.

From the Firmware Updates: Apply/Activate page, you can perform the following actions.

• Export firmware and compliance information for each managed device by clicking All Actions ➙ Export 

View as CSV.

Note: The CSV file contains only filtered information in the current view. Information that is filtered out of 

the view and information in hidden columns are not included.

• Cancel an update that is being applied to a device by selecting the device and clicking the Cancel 

Update icon ( ).

Note: You can cancel firmware updates that are in the queue to start. After the update process starts, the 

firmware update is cancelable only when the update process is performing a task other than applying the 

update, such as changing to maintenance mode or restarting the device. 

• View the status of the firmware update directly from the Apply / Activate page in the Status column.

• Monitor the status of the update process from the jobs log. From the Lenovo XClarity Administrator menu, 

click Monitoring ➙ Jobs.

For more information about the jobs log, see Monitoring jobs in the XClarity Administrator online 

documentation .
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When the firmware-update jobs are complete, you can verify that the devices are compliant by clicking 

Provisioning ➙ Firmware Updates: Apply/Activate to go back to the Firmware Updates: Apply/Activate 

page, and then clicking the Refresh icon ( ). The current firmware version that is active on each device 

is listed in the Installed Version column.

Applying selected firmware updates using compliance policies

After Lenovo XClarity Administrator identifies a device as not compliant, you can manually apply and activate 
the firmware updates on these managed devices. You can choose to apply and activate all firmware updates 
that apply to a firmware-compliance policy or only specific firmware updates in a policy. Only downloaded 
firmware updates are applied.

Learn more: 

• XClarity Administrator: Boosting Efficiency when Updating Firmware

• Lenovo ThinkSystem Firmware and Driver Update Best Practices

• XClarity Administrator: Bare metal to cluster

• XClarity Administrator: Firmware updates

• XClarity Administrator: Provisioning firmware security updates

Before you begin

• Read the firmware-update considerations before you attempt to update firmware on your managed 

devices (see Firmware-update considerations).

• Initially, devices that are not supported for updates are hidden from the view. Devices that are not 

supported cannot be selected for updates.

• By default, all detected components are listed as available for applying updates; however, down-level 

firmware might prevent a component from appearing in inventory or reporting full-version information. To 

list all policy-based packages that are available for you to apply updates, click All Actions ➙ Global 

Settings, and selecting Enhanced Support for Down-Level Devices. When this option is selected, 

“Other Available Software” is listed in the Installed Version column for undetected devices. For more 

information, see Configuring global firmware-update settings. 

Notes: 
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– The global settings cannot be changed when updates to managed devices are in progress.

– It takes a few minutes to generate the additional options. After a few moments, you might need to click 

the Refresh icon ( ) to refresh the table.

• Ensure that no jobs are currently running on the target server. If jobs are running, the update job is queued 

until all other jobs have completed. To see a list of active jobs, click Monitoring ➙ Jobs.

• Ensure that the firmware-updates repository contains the firmware packages that you intend to deploy. If 

not, refresh the product catalog, and download the appropriate firmware updates (see Refreshing the 

product catalog and Downloading firmware updates). 

Note: When XClarity Administrator is initially installed, the product catalog and the repository are empty.

If you intend to install prerequisite firmware, ensure that the prerequisite firmware is downloaded in the 

repository as well.

In some cases, multiple versions might be needed to update firmware, and all versions would need to be 

downloaded to the repository. For example, to upgrade the IBM FC5022 SAN scalable switch from 

v7.4.0a to v8.2.0a, you must first install v8.0.1-pha, then v8.1.1, and then v8.2.0a. All three versions must 

be in repository to update the switch to v8.2.0a.

• Typically, devices must be restarted to activate the firmware update. If you choose to restart the device 

during the update process (immediate activation), ensure that any running workloads have either been 

stopped or, if you are working in a virtualized environment, moved to a different server.

• For ThinkSystem SR635 and SR655 servers, you can use this traditional update function to apply only 

baseboard management controller and UEFI firmware updates. Management-controller firmware version 

AMBT10M or later is required, and UEFI firmware version CFE114L or later is required. To update all 

components (including the management controller, UEFI, disk drives, and IO options), use the bundle 

update function (see Applying bundled firmware updates using compliance policies).

About this task

• You can update selected firmware on a maximum of 50 devices at one time. If you choose to update 

selected firmware on more than 50 devices, the remaining devices are queued. A queued device is taken 

off the “selected-firmware update” queue when either the activation completes on an updated device or 

an updated device is placed in the Pending Maintenance Mode state (if a restart is required on that 

device). When a device in the Pending Maintenance Mode state is restarted, the device boots into 

Maintenance Mode and continues the update process, even if the maximum number of firmware updates 

is already in progress.

• You can apply and activate firmware that is later than the currently installed firmware.

• You can choose to apply all updates for a specific device. However, you can also choose to expand a 

device to specify updates for specific components, such as the baseboard management controller or 

UEFI.

• If you choose to install a firmware-update package that contains updates for multiple components, all 

components to which the update package applies are updated.

Procedure

To apply and activate updates on managed devices, complete the following steps.

Step 1. From the XClarity Administrator menu bar, click Provisioning ➙ Firmware Updates: Apply/ 

Activate. The Firmware Updates: Apply/Activate page is displayed.

Step 2. Click the Update with Policy tab.

Step 3. Select one or more devices and devices to which firmware updates are to be applied.  
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You can sort the table columns to make it easier to find specific servers. In addition, you can filter 

the list of displayed devices by selecting an option in the Show menu to list only devices in a 

specific chassis, rack, or group, by entering text (such as a name or IP address) in the Filter field, or 

by clicking the following icons to list only devices with a specific status. 

• Hide compliant devices icon ( )

• Hide non-compliant devices status icon ( )

• Hide devices without an assigned compliance policy icon ( ) 

• Hide devices not being monitored icon ( ) 

• Hide devices with firmware pending activation icon ( ) 

• Hide devices with compliance errors icon ( ) 

• Hide devices not supported for updates icon ( )

• Hide devices undergoing firmware updates icon ( )

• Hide devices with nonstageable firmware icon ( )

The Groups column indicates the groups of which each device is a member. You can hover over 

the Groups column to get a complete list of groups, by group type

The Installed Version column indicates the installed firmware version, compliance status, or 

device status. 

The compliance status can be one of the following: 

• Compliant

• Compliance Error

• Not Compliant

• No Compliance Policy Set

• Not Monitored

The device status can be one of the following: 

• Updates Not Supported

• Update in Progress

Notes: If the installed firmware version is pending activation, "(Pending Activation)" is appended to 

the installed firmware version or compliance status of each applicable device, for example "2.20 / 

A9E12EUS (Pending Activation)." To see the pending-activation status, the following firmware 

version must be installed on the primary baseboard management controller in the server.  

• IMM2: TCOO46F, TCOO46E, or later (depending on the platform)

• XCC: CDI328M, PSI316N, TEI334I, or later (depending on the platform)
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Step 4. Click the Perform Updates icon ( ). The Update Summary dialog is displayed. 

Step 5. Select one of the following update rules 

• Stop all updates on error. If an error occurs while updating any of the components (such as an 

adapter or management controller) in the target device, the firmware-update process stops for 

all selected devices in the current firmware-update job. In this case, none of the updates in the 

update package for the device are applied. The current firmware that is installed on all selected 

systems remains in effect.
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• Continue on error. If an error occurs while updating any of the devices in the device, the 

firmware-update process does not update the firmware for that specific device; however, the 

firmware-update process continues to update the other devices in the device and continues to 

update all other devices in the current firmware-update job.

• Continue to next system on error. If an error occurs while updating any of the devices in the 

device, the firmware-update process stops all attempts to update the firmware for that specific 

device, so the current firmware that is installed on that device remains in effect. The firmware- 

update process continues to update all other devices in the current firmware-update job.

Step 6. Select one of the following activation rules: 

• Immediate activation. During the update process, the device might be restarted automatically 

several times until the entire update process is complete. Ensure that you quiesce all 

applications on the device before you proceed.

• Delayed activation. Some but not all update operations are performed. Devices must be 

restarted to continue the update process. Additional restarts are then performed until the update 

operation completes.

An event is raised when the status changes to Pending Firmware Maintenance Mode to notify 

you when the server needs to be restarted.

If a device restarts for any reason, the delayed update process completes.

This activation rule is supported for only servers and rack switches. CMMs and Flex switches 

are immediately activated, regardless of this setting.

An event is raised when the status changes to Pending Firmware Maintenance Mode to notify 

you when the server needs to be restarted.

The delayed update process completes when the device is restarted for any reason (including a 

manual restart). There is no time limit when the server must be restarted.

XClarity Administrator can apply updates with delayed activation for up to 50 devices at one 

time. If you attempt to apply updates with delayed activation for more than 50 devices, the 

remaining devices are queued. A device comes off the queue when a device being updated is 

placed in the Pending Firmware Maintenance Mode state.

Important: 

– If XClarity Administrator is restarted during the update job, the update job will stop with error. 

– If a server in the Pending Firmware Maintenance Mode state is restarted while XClarity 

Administrator is down or unreachable, the server boots to the BMU, but because XClarity 

Administrator cannot connect to the BMU and times out after 60 seconds, the system power 

status is restored by the baseboard management controller (powers off if it was off, restarts if 

it was powered on).

• Prioritized activation. Firmware updates on the baseboard management controller are 

activated immediately; all other firmware updates are firmware updates are activated the next 

time the device is restarted. Additional restarts are then performed until the update operation 

completes. This rule is supported only for servers.

An event is raised when the status changes to Pending Firmware Maintenance Mode to notify 

you when the server needs to be restarted.

Note: When enabled, the Wake-on-LAN boot option can interfere with XClarity Administrator 

operations that power off the server, including firmware updates if there is a Wake-on-LAN client in 

your network that issues “Wake on Magic Packet” commands.

Step 7.  Optional: Optional: Clear Install prerequisite firmware if you do not want to install prerequisite 

firmware. Prerequisite firmware is installed by default. 
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Note: When using Delayed Activation or Prioritized Activation for prerequisite firmware updates, 

you might need to restart the server to activate the prerequisite firmware. After the initial restart, the 

remaining firmware updates are installed using Immediate Activation.

Step 8.  Optional: Optional: Select Force update to update firmware on the selected components even if 

the firmware level is up to date or to apply a firmware update that is earlier than the one currently 

installed on the selected components. 

Note: You can apply earlier version of firmware to device options, adapters, and drives that 

support down-leveling. See your hardware documentation to determine if down-leveling is 

supported.

Step 9. Click Perform Update to update immediately, or click Schedule to schedule this update to run at a 

later time. 

If needed, you can perform power actions on the managed devices. The power actions are useful 

when Delayed Activation is selected and you want the updates to continue when the device is 

waiting in the “Pending Maintenance” state. To perform a power action on a managed device from 

this page, click All Actions ➙ Power Actions, and then click one of the following power actions.  

• Power on 

• Power down OS and power off

• Power off 

• Shut down OS and restart

• Restart

After you finish

When applying a firmware update, if the server fails to enter maintenance mode, attempt to apply the update 

again.

If updates were not completed successfully, see Firmware update and repository issues in the XClarity 

Administrator online documentation for troubleshooting and corrective actions.

From the Firmware Updates: Apply/Activate page, you can perform the following actions:

• Export firmware and compliance information for each managed device by clicking All Actions ➙ Export 

View as CSV.

Note: The CSV file contains only filtered information in the current view. Information that is filtered out of 

the view and information in hidden columns are not included.

• Cancel an update that is being applied to a device by selecting the device and clicking the Cancel 

Update icon ( ).

Note: You can cancel firmware updates that are in the queue to start. After the update process starts, the 

firmware update is cancelable only when the update process is performing a task other than applying the 

update, such as changing to maintenance mode or restarting the device. 

• View the status of the firmware update directly from the Apply / Activate page in the Status column.

• Monitor the status of the update process from the jobs log. From the Lenovo XClarity Administrator menu, 

click Monitoring ➙ Jobs.

For more information about the jobs log, see Monitoring jobs in the XClarity Administrator online 

documentation .
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When the firmware-update jobs are complete, you can verify that the devices are compliant by clicking 

Provisioning ➙ Firmware Updates: Apply/Activate to go back to the Firmware Updates: Apply/Activate 

page, and then clicking the Refresh icon ( ). The current firmware version that is active on each device 

is listed in the Installed Version column.

Applying selected firmware updates without using compliance policies

You can quickly apply and activate firmware that is later than the currently installed firmware on a single 
managed device or group of devices without using compliance policies.

Learn more: 

• XClarity Administrator: Boosting Efficiency when Updating Firmware

• Lenovo ThinkSystem Firmware and Driver Update Best Practices

• XClarity Administrator: Bare metal to cluster

• XClarity Administrator: Firmware updates

• XClarity Administrator: Provisioning firmware security updates

Before you begin

• Read the firmware-update considerations before you attempt to update firmware on your managed 

devices (see Firmware-update considerations).

• Initially, devices that are not supported for updates are hidden from the view. Devices that are not 

supported cannot be selected for updates.

• By default, all detected components are listed as available for applying updates; however, down-level 

firmware might prevent a component from appearing in inventory or reporting full-version information. To 

list all policy-based packages that are available for you to apply updates, click All Actions ➙ Global 

Settings, and selecting Enhanced Support for Down-Level Devices. When this option is selected, 

“Other Available Software” is listed in the Installed Version column for undetected devices. For more 

information, see Configuring global firmware-update settings. 

Notes: 

– The global settings cannot be changed when updates to managed devices are in progress.
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– It takes a few minutes to generate the additional options. After a few moments, you might need to click 

the Refresh icon ( ) to refresh the table.

• Ensure that no jobs are currently running on the target server. If jobs are running, the update job is queued 

until all other jobs have completed. To see a list of active jobs, click Monitoring ➙ Jobs.

• Ensure that the firmware-updates repository contains the firmware packages that you intend to deploy. If 

not, refresh the product catalog, and download the appropriate firmware updates (see Refreshing the 

product catalog and Downloading firmware updates). 

Note: When XClarity Administrator is initially installed, the product catalog and the repository are empty.

If you intend to install prerequisite firmware, ensure that the prerequisite firmware is downloaded in the 

repository as well.

In some cases, multiple versions might be needed to update firmware, and all versions would need to be 

downloaded to the repository. For example, to upgrade the IBM FC5022 SAN scalable switch from 

v7.4.0a to v8.2.0a, you must first install v8.0.1-pha, then v8.1.1, and then v8.2.0a. All three versions must 

be in repository to update the switch to v8.2.0a.

• Typically, devices must be restarted to activate the firmware update. If you choose to restart the device 

during the update process (immediate activation), ensure that any running workloads have either been 

stopped or, if you are working in a virtualized environment, moved to a different server.

About this task

• You can update selected firmware on a maximum of 50 devices at one time. If you choose to update 

selected firmware on more than 50 devices, the remaining devices are queued. A queued device is taken 

off the “selected-firmware update” queue when either the activation completes on an updated device or 

an updated device is placed in the Pending Maintenance Mode state (if a restart is required on that 

device). When a device in the Pending Maintenance Mode state is restarted, the device boots into 

Maintenance Mode and continues the update process, even if the maximum number of firmware updates 

is already in progress.

• You can apply and activate firmware that is later than the currently installed firmware.

• You can choose to apply all updates for a specific device. However, you can also choose to expand a 

device to specify updates for specific components, such as the baseboard management controller or 

UEFI.

• If you choose to install a firmware-update package that contains updates for multiple components, all 

components to which the update package applies are updated.

Procedure

To apply and activate updates on a managed device, complete the following steps.

Step 1. From the XClarity Administrator menu bar, click Provisioning ➙ Firmware Updates: Apply/ 

Activate. The Firmware Updates: Apply/Activate page is displayed.

Step 2. Click the Update without Policy tab.

Step 3. Select the firmware level in the Downloaded later versions column for each device that you want 

to update.

Step 4. Select one or more devices and devices that you want to update. 

You can sort the table columns to make it easier to find specific servers. In addition, you can filter 

the list of displayed devices by selecting an option in the Show menu to list only devices in a 

specific chassis, rack, or group, by entering text (such as a name or IP address) in the Filter field, or 

by clicking the following icons to list only devices with a specific status. 

• Hide components with some later versions icon ( )
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• Hide components with no later versions icon ( ) 

• Hide devices not supported for updates icon ( )

• Hide devices undergoing firmware updates icon ( )

• Hide devices with nonstageable firmware icon ( )

The Groups column indicates the groups of which each device is a member. You can hover over 

the Groups column to get a complete list of groups, by group type

The Installed Version column indicates the installed firmware version, compliance status, or 

device status. 

The compliance status can be one of the following: 

• Compliant

• Compliance Error

• Not Compliant

• No Compliance Policy Set

• Not Monitored

The device status can be one of the following: 

• Updates Not Supported

• Update in Progress

Notes: If the installed firmware version is pending activation, "(Pending Activation)" is appended to 

the installed firmware version or compliance status of each applicable device, for example "2.20 / 

A9E12EUS (Pending Activation)." To see the pending-activation status, the following firmware 

version must be installed on the primary baseboard management controller in the server.  

• IMM2: TCOO46F, TCOO46E, or later (depending on the platform)

• XCC: CDI328M, PSI316N, TEI334I, or later (depending on the platform)
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Step 5. Click the Perform Updates icon ( ). The Update Summary dialog is displayed. 

Step 6. Select one of the following update rules 

• Stop all updates on error. If an error occurs while updating any of the components (such as an 

adapter or management controller) in the target device, the firmware-update process stops for 

all selected devices in the current firmware-update job. In this case, none of the updates in the 

update package for the device are applied. The current firmware that is installed on all selected 

systems remains in effect.

• Continue on error. If an error occurs while updating any of the devices in the device, the 

firmware-update process does not update the firmware for that specific device; however, the 
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firmware-update process continues to update the other devices in the device and continues to 

update all other devices in the current firmware-update job.

• Continue to next system on error. If an error occurs while updating any of the devices in the 

device, the firmware-update process stops all attempts to update the firmware for that specific 

device, so the current firmware that is installed on that device remains in effect. The firmware- 

update process continues to update all other devices in the current firmware-update job.

Note: When enabled, the Wake-on-LAN boot option can interfere with XClarity Administrator 

operations that power off the server, including firmware updates if there is a Wake-on-LAN client in 

your network that issues “Wake on Magic Packet” commands.

Step 7. Select one of the following activation rules: 

• Immediate activation. During the update process, the device might be restarted automatically 

several times until the entire update process is complete. Ensure that you quiesce all 

applications on the device before you proceed.

• Delayed activation. Some but not all update operations are performed. Devices must be 

restarted to continue the update process. Additional restarts are then performed until the update 

operation completes.

An event is raised when the status changes to Pending Firmware Maintenance Mode to notify 

you when the server needs to be restarted.

If a device restarts for any reason, the delayed update process completes.

This activation rule is supported for only servers and rack switches. CMMs and Flex switches 

are immediately activated, regardless of this setting.

An event is raised when the status changes to Pending Firmware Maintenance Mode to notify 

you when the server needs to be restarted.

The delayed update process completes when the device is restarted for any reason (including a 

manual restart). There is no time limit when the server must be restarted.

XClarity Administrator can apply updates with delayed activation for up to 50 devices at one 

time. If you attempt to apply updates with delayed activation for more than 50 devices, the 

remaining devices are queued. A device comes off the queue when a device being updated is 

placed in the Pending Firmware Maintenance Mode state.

Important: 

– If XClarity Administrator is restarted during the update job, the update job will stop with error. 

– If a server in the Pending Firmware Maintenance Mode state is restarted while XClarity 

Administrator is down or unreachable, the server boots to the BMU, but because XClarity 

Administrator cannot connect to the BMU and times out after 60 seconds, the system power 

status is restored by the baseboard management controller (powers off if it was off, restarts if 

it was powered on).

• Prioritized activation. Firmware updates on the baseboard management controller are 

activated immediately; all other firmware updates are firmware updates are activated the next 

time the device is restarted. Additional restarts are then performed until the update operation 

completes. This rule is supported only for servers.

An event is raised when the status changes to Pending Firmware Maintenance Mode to notify 

you when the server needs to be restarted.

Note: When enabled, the Wake-on-LAN boot option can interfere with XClarity Administrator 

operations that power off the server, including firmware updates if there is a Wake-on-LAN client in 

your network that issues “Wake on Magic Packet” commands.
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Step 8.  Optional: Optional: Clear Install prerequisite firmware if you do not want to install prerequisite 

firmware. Prerequisite firmware is installed by default. 

Note: When using Delayed Activation or Prioritized Activation for prerequisite firmware updates, 

you might need to restart the server to activate the prerequisite firmware. After the initial restart, the 

remaining firmware updates are installed using Immediate Activation.

Step 9.  Optional: Optional: Select Force update to update firmware on the selected components even if 

the firmware level is up to date or to apply a firmware update that is earlier than the one currently 

installed on the selected components. 

Note: You can apply earlier version of firmware to device options, adapters, and drives that 

support down-leveling. See your hardware documentation to determine if down-leveling is 

supported.

Step 10. Click Perform Update to update immediately, or click Schedule to schedule this update to run at a 

later time. 

If needed, you can perform power actions on the managed devices. The power actions are useful 

when Delayed Activation is selected and you want the updates to continue when the device is 

waiting in the “Pending Maintenance” state. To perform a power action on a managed device from 

this page, click All Actions ➙ Power Actions, and then click one of the following power actions.  

• Power on 

• Power down OS and power off

• Power off 

• Shut down OS and restart

• Restart

After you finish

When applying a firmware update, if the server fails to enter maintenance mode, attempt to apply the update 

again.

If updates were not completed successfully, see Firmware update and repository issues in the XClarity 

Administrator online documentation for troubleshooting and corrective actions.

From the Firmware Updates: Apply/Activate page, you can perform the following actions:

• Export firmware and compliance information for each managed device by clicking All Actions ➙ Export 

View as CSV.

Note: The CSV file contains only filtered information in the current view. Information that is filtered out of 

the view and information in hidden columns are not included.

• Cancel an update that is being applied to a device by selecting the device and clicking the Cancel 

Update icon ( ).

Note: You can cancel firmware updates that are in the queue to start. After the update process starts, the 

firmware update is cancelable only when the update process is performing a task other than applying the 

update, such as changing to maintenance mode or restarting the device. 

• View the status of the firmware update directly from the Apply / Activate page in the Status column.

• Monitor the status of the update process from the jobs log. From the Lenovo XClarity Administrator menu, 

click Monitoring ➙ Jobs.

For more information about the jobs log, see Monitoring jobs in the XClarity Administrator online 

documentation .
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When the firmware-update jobs are complete, you can verify that the devices are compliant by clicking 

Provisioning ➙ Firmware Updates: Apply/Activate to go back to the Firmware Updates: Apply/Activate 

page, and then clicking the Refresh icon ( ). The current firmware version that is active on each device 

is listed in the Installed Version column.
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